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About This Manual

Subject

Audience

This book covers material related to running, managing, and configuring
databases. It describes database connections, the database server, database
files, security, backup procedures, and replication with the Replication

Server, as well as administration utilities and options.

This manual is for all users of Adaptive Server Anywhere. It is to be used in
conjunction with other manuals in the documentation set.



SQL Anywhere Studio documentation

The SQL Anywhere
Studio documentation

This book is part of the SQL Anywhere documentation set. This section
describes the books in the documentation set and how you can use them.

The SQL Anywhere Studio documentation is available in a variety of forms:
in an online form that combines all books in one large help file; as separate
PDF files for each book; and as printed books that you can purchase. The
documentation consists of the following books:

¢

Introducing SQL Anywhere Studio This book provides an overview of
the SQL Anywhere Studio database management and synchronization
technologies. It includes tutorials to introduce you to each of the pieces
that make up SQL Anywhere Studio.

What's New in SQL Anywhere Studio This book is for users of
previous versions of the software. It lists new features in this and
previous releases of the product and describes upgrade procedures.

Adaptive Server Anywhere Getting Started This book is for people
new to relational databases or new to Adaptive Server Anywhere. It
provides a quick start to using the Adaptive Server Anywhere
database-management system and introductory material on designing,
building, and working with databases.

Adaptive Server Anywhere Database Administration Guide This
book covers material related to running, managing, and configuring
databases and database servers.

Adaptive Server Anywhere SQL User's Guide This book describes
how to design and create databases; how to import, export, and modify
data; how to retrieve data; and how to build stored procedures and
triggers.

Adaptive Server Anywhere SQL Reference Manual This book

provides a complete reference for the SQL language used by Adaptive
Server Anywhere. It also describes the Adaptive Server Anywhere
system tables and procedures.

Adaptive Server Anywhere Programming Guide This book describes

how to build and deploy database applications using the C, C++, and Java
programming languages. Users of tools such as Visual Basic and
PowerBuilder can use the programming interfaces provided by those
tools. It also describes the Adaptive Server Anywhere ADO.NET data
provider.



Adaptive Server Anywhere Error Messages This book provides a
complete listing of Adaptive Server Anywhere error messages together
with diagnostic information.

SQL Anywhere Studio Security Guide This book provides

information about security features in Adaptive Server Anywhere
databases. Adaptive Server Anywhere 7.0 was awarded a TCSEC
(Trusted Computer System Evaluation Criteria) C2 security rating from
the U.S. Government. This book may be of interest to those who wish to
run the current version of Adaptive Server Anywhere in a manner
equivalent to the C2-certified environment.

MobiLink Synchronization User’s Guide This book describes how to

use the MobiLink data synchronization system for mobile computing,
which enables sharing of data between a single Oracle, Sybase, Microsoft
or IBM database and many Adaptive Server Anywhere or UltraLite
databases.

MobiLink Synchronization Reference This book is a reference guide
to MobiLink command line options, synchronization scripts, SQL
statements, stored procedures, utilities, system tables, and error messages.

iAnywhere Solutions ODBC Drivers This book describes how to set

up ODBC drivers to access consolidated databases other than Adaptive
Server Anywhere from the MobiLink synchronization server and from
Adaptive Server Anywhere remote data access.

SQL Remote User's Guide  This book describes all aspects of the

SQL Remote data replication system for mobile computing, which
enables sharing of data between a single Adaptive Server Anywhere or
Adaptive Server Enterprise database and many Adaptive Server
Anywhere databases using an indirect link such as e-mail or file transfer.

SQL Anywhere Studio Help  This book includes the context-sensitive
help for Sybase Central, Interactive SQL, and other graphical tools. It is
not included in the printed documentation set.

UltraLite Database User's Guide  This book is intended for all
UltraLite developers. It introduces the UltraLite database system and
provides information common to all UltraLite programming interfaces.

UltraLite Interface Guides A separate book is provided for each
UltraLite programming interface. Some of these interfaces are provided
as UltraLite components for rapid application development, and others
are provided as static interfaces for C, C++, and Java development.

Xi



Documentation formats

In addition to this documentation set, PowerDesigner and InfoMaker include
their own online documentation.

SQL Anywhere Studio provides documentation in the following formats:

¢ Online documentation ~ The online documentation contains the
complete SQL Anywhere Studio documentation, including both the
books and the context-sensitive help for SQL Anywhere tools. The online
documentation is updated with each maintenance release of the product,
and is the most complete and up-to-date source of documentation.

To access the online documentation on Windows operating systems,
choose Starnti Programsi SQL Anywhere 91 Online Books. You can
navigate the online documentation using the HTML Help table of
contents, index, and search facility in the left pane, as well as using the
links and menus in the right pane.

To access the online documentation on UNIX operating systems, see the
HTML documentation under your SQL Anywhere installation.

¢ Printable books  The SQL Anywhere books are provided as a set of
PDF files, viewable with Adobe Acrobat Reader.
The PDF files are available on the CD ROM in th@f_docsdirectory.
You can choose to install them when running the setup program.

¢ Printed books The complete set of books is available from Sybase
sales or from eShop, the Sybase online store. You can access eShop by
clicking How to Buyd eShop atittp.//www.ianywhere.com

Xii



Documentation conventions

This section lists the typographic and graphical conventions used in this
documentation.

Syntax conventions The following conventions are used in the SQL syntax descriptions:

¢ Keywords All SQL keywords appear in upper case, like the words
ALTER TABLE in the following example:

ALTER TABLE [ owner.]table-name

¢ Placeholders Items that must be replaced with appropriate identifiers
or expressions are shown like the womgnerandtable-namen the
following example:

ALTER TABLE [ owner.]table-name

¢ Repeating items  Lists of repeating items are shown with an element of
the list followed by an ellipsis (three dots), likelumn-constrainin the
following example:

ADD column-definition [ column-constraint, ... ]

One or more list elements are allowed. In this example, if more than one
is specified, they must be separated by commas.

¢ Optional portions  Optional portions of a statement are enclosed by
square brackets.
RELEASE SAVEPOINT [ savepoint-name ]

These square brackets indicate thatd¢heepoint-nameés optional. The
square brackets should not be typed.

¢ Options When none or only one of a list of items can be chosen,
vertical bars separate the items and the list is enclosed in square brackets.
[ASC | DESC ]

For example, you can choose one of ASC, DESC, or neither. The square
brackets should not be typed.

¢ Alternatives  When precisely one of the options must be chosen, the
alternatives are enclosed in curly braces and a bar is used to separate the
options.

[ QUOTES { ON | OFF }]

If the QUOTES option is used, one of ON or OFF must be provided. The
brackets and braces should not be typed.

Xiii



Graphic icons The following icons are used in this documentation.

¢ Aclient application.

+ A database server, such as Sybase Adaptive Server Anywhere.

il

+ A database. In some high-level diagrams, the icon may be used to
represent both the database and the database server that manages it.

-

¢ Replication or synchronization middleware. These assist in sharing data
among databases. Examples are the MobiLink Synchronization Server
and the SQL Remote Message Agent.

+ A programming interface.

API

Xiv



The Adaptive Server Anywhere sample database

Many of the examples throughout the documentation use the Adaptive
Server Anywhere sample database.

The sample database is held in a file narasddemo.dtand is located in
your SQL Anywhere directory.

The sample database represents a small company. It contains internal
information about the company (employees, departments, and finances) as
well as product information and sales information (sales orders, customers,
and contacts). All information in the database is fictional.

The following figure shows the tables in the sample database and how they

relate to each other.
asademo.db I
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Finding out more and providing feedback

We would like to receive your opinions, suggestions, and feedback on
documentation.

You can provide feedback on this documentation and on the software

this

through newsgroups set up to discuss SQL Anywhere technologies. These

newsgroups can be found on tfeeums.sybase.comews server.
The newsgroups include the following:

+ sybase.public.sglanywhere.general.

+ sybase.public.sglanywhere.linux.

+ sybase.public.sglanywhere.mobilink.

+ sybase.public.sglanywhere.product_futures_discussion.
+ sybase.public.sglanywhere.replication.

+ sybase.public.sglanywhere.ultralite.

Newsgroup disclaimer
iAnywhere Solutions has no obligation to provide solutions, informat

operation and availability.

on a volunteer basis and may not be available on a regular basis to p
solutions and information. Their ability to help is based on their workl

on

or ideas on its newsgroups, nor is iAnywhere Solutions obliged to pragvide
anything other than a systems operator to monitor the service and insure its

iAnywhere Solutions Technical Advisors as well as other staff assist gn the
newsgroup service when they have time available. They offer their help

rovide
pad.

XVi



PART |

STARTING AND
CONNECTING TO YOUR
DATABASE

This part describes how to start the Adaptive Server Anywhere database
server, and how to connect to your database from a client application.






CHAPTER 1

Running the Database Server

About this chapter This chapter describes how to start and stop the Adaptive Server Anywhere
database server, and the options open to you on startup under different
operating systems.

Contents Topic: page
Introduction 4
Starting the server 8
Some common options 10
Stopping the database server 18
Starting and stopping databases 20
Running the server outside the current session 21
Troubleshooting server startup 34



Introduction

Adaptive Server Anywhere provides two versions of the database server:

¢ The personal database server  This executable does not support
client/server communications across a network. Although the personal
database server is provided for single-user, same-machine use—for
example, as an embedded database engine—it is also useful for
development work.

On Windows operating systems except Windows CE, the name of the
personal server executabledbeng9.exeOn UNIX operating systems its
name isdbeng9

¢ The network database server Intended for multi-user use, this
executable supports client/server communications across a network.

On Windows operating systems, including Windows CE, the name of the
network server executable ibsrv9.exeOn Novell NetWare the name is
dbsrv9.nlmand on UNIX operating systems it ibsrv9

Server differences The request-processing engine is identical in the two servers. Each supports
exactly the same SQL, and exactly the same database features. The main
differences include:

4 Network protocol support Only the network server supports
communications across a network.

¢ Number of connections ~ The personal server has a limit of ten
simultaneous connections. The limit for the network server depends on
your license.

¢ Number of CPUs  The personal database server uses a maximum of two
CPUs for request processing. The network database server has no set
limit.

¢ Default number of internal threads You can configure the number of
requests the server can process at one time usingrheption. The

network database server has a default of 20 threads and no set limit, while
the personal database server has a default and limit of 10 threads.

[0 For more information about database server options: Eee
database server” on page 124

¢ Startup defaults  To reflect their use as a personal server and a server
for many users, the startup defaults are slightly different for each.
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First steps

Where to specify
commands

You can start a personal server running on a single database very simply. For
example, you can start both a personal server and a databasetestldti
by typing the following command in the directory whesst.dbis located:

dbeng9 test

You can specify commands in several ways, depending on your operating
system. For example, you can:

+ type the command at the command prompt.
+ place the command in a shortcut or desktop icon.
¢ run the command in a batch file.

¢ include the command asStartLine (START) connection parameter in a
connection string.

[l For more information, setStartLine connection parameter
[START]" on page 199

There are slight variations in the basic command from platform to platform.
These are described in the following section.

[J You can also start a personal server using a database file name in a
connection string. For more information, s€onnecting to an embedded
database” on page 47

Start the database server

Notes

The way you start the database server varies slightly depending on the
operating system you use. This section describes how to specify commands
for the simple case of running a single database with default settings, on
each supported operating system.

¢ These commands start the personal serdieeiig9. To start a network
server, simply replacdbeng9with dbsrv9.

+ If the database file is in the starting directory for the command, you do
not need to specifpath

+ If you do not specify a file extension ulatabase-filehe extensiondb is
assumed.



0 To start the personal database server using default options (Win-
dows)

1. Open a command prompt.
2. Type the following command:
start dbeng9 path \database-file

If you omit the database file, the Server startup options dialog appears,
where you can locate a database file using a Browse button.

0 To start the personal database server using default options
(UNIX)

1. Open a command prompt.

2. Type the following command:

dbeng9 path/database-file

O To start the personal database server using default options (Net-
Ware)

1. The database server for NetWare is a NetWare Loadable Module (NLM)
(dbsrv9.nim. A NLM is a program that you can run on your NetWare
server. Load a database server on your NetWare server as follows:

load dbsrv9.nim path \database-file

The database file must be on a NetWare volume. A typical filename is of
the formDB:\database\sales.db

You can load the server from a client machine using the Novell remote
console utility. See your Novell documentation for details.

You can put the command into your Novallitoexec.ncfile so that
Adaptive Server Anywhere loads automatically each time you start the
NetWare server.

There is no personal server for Novell NetWare, just a network server.

What else is there to it?

Although you can start a personal server in the simple way described above,
there are many other aspects to running a database server in a production
environment. For example,

¢ You can choose from mamgptionsto specify such features as how much
memory to use as cache, how many CPUs to use (on multi-processor
machines), and the network protocols to use (network server only). The
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options are one of the major ways of tuning Adaptive Server Anywhere
behavior and performance.

4 You can run the server as a Windoseyvice This allows it to continue
running even when you log off the machine.

¢ You can start the personal server from an application and shut it down
when the application has finished with it. This is typical when using the
database server ambedded database

The remainder of this chapter describes these options in more detail.



Starting the server

Case sensitivity

The general form for the server command is as follows:

executable [
server-options ] [
database-file [ database-options ], ...]

If you supply no options and no database file, then on Windows operating
systems a dialog appears, allowing you to use a Browse button to locate your
database file.

The elements of the database server command include the following:

¢ Executable This can be either the personal server or the network server.

[0 For the file names on different operating systems; Besduction”

on page 4

In this chapter, unless discussing network-specific options, we use the

personal server in sample commands. The network server takes a very

similar set of options.

» Server options  These options control the behavior of the database
server for all running databases.

¢ Database file You can specify zero, one, or more database file names.
Each of these databases starts and remains available for applications.

Caution
The database file and the transaction log file must be located on the same
physical machine as the database server. Database files and transaction
log files located on a network drive can lead to poor performance|and
data corruption.

 Database options  For each database file you start, you can provide
database options that control certain aspects of its behavior.

[l In this section, we look at some of the more important and
commonly-used options.

[ For full reference information on each of these options,$ée
database server” on page 124

In examples throughout this chapter where there are several options, we
display them on separate lines for clarity, as they could be written in a
configuration file. If you type them directly at the command prompt, you
must type them all on one line.

Database and server options are generally case sensitive. You should type all
options in lower case.
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Listing available options

0 To list the database server options
1. Open a command prompt.
2. Type the following command:

dbeng9 -?

Starting the database server on Windows CE

The database server supplied for Windows CE is the network database server
(dbsrv9.ex® The network server supports communications over a TCP/IP
network link.

The usual client/server arrangement has the database server running on a
machine with more power and resources than the client applications.
Clearly, this is not the case with Windows CE; instead, the less powerful
machine is running the database server.

The advantage to supplying a network server on Windows CE is that you can
run database applications on your desktop computer to carry out tasks on
your Windows CE database. For example:

¢ You can use Sybase Central on your desktop PC to manage your database.

¢ You can use Interactive SQL on your desktop to load and unload data,
and carry out queries.

+ You can use InfoMaker to produce reports.

The Windows CE database server does not start the TCP/IP network link
unless it is explicitly requested:

dbsrv9 -x tcpip ...

On Pocket PCs, attempting to start a second Adaptive Server Anywhere
server while a first server is already running brings the first server to the
foreground. This is standard behavior for Pocket PC applications. Because
of this, two servers cannot be run at the same time on a Pocket PC. As an
alternative to multiple servers, one server can run more than one database if
necessary. Note thaja all is required to autostart a database on a

running server.



Some common options

This section describes some of the most common options, and points out
when you may wish to use them. They are:

+ Using configuration files

+ Naming the server and the databases
+ Performance

¢ Permissions

¢ Maximum page size

¢ Special modes

¢ Threading

+ Network communications (network server only)

Using configuration files

If you use an extensive set of options, you can store them in a configuration
file and invoke that file in a server command. The configuration file can
contain options on several lines. For example, the following configuration
file starts the personal database server and the sample database. It sets a
cache of 10 Mb, and names this instance of the personal delwer. Lines
with # as the first comment in the line are treated as comments.

# Configuration file for server Elora

-n Elora

-c 10M
path \asademo.db

In the examplepathis the name of your SQL Anywhere directory. On
UNIX, you would use a forward slash instead of the backslash in the file
path.

If you name the filessample.cfgyou could use these options as follows:

dbeng9 @sample.cfg

[l For more information, se&@filename server option” on page 131

Naming the server and the databases

You can use then as a server option (to name the server) or as a database
option (to name the database).

10
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Naming databases

Naming the server

Case sensitivity

The server and database names are among the connection parameters that
client applications may use when connecting to a database. The server name
appears on the desktop icon and in the title bar of the server window.

You may want to provide a meaningful database name for users of client
applications. The database is identified by that name until it is stopped.

If you don't provide a database name, the default name is the root of the
database file name (the file name without itlie extension). For example, in
the following command the first database is narasadem¢g and the second
sample

dbeng9 asademo.db sample.db

You can name databases by supplying aption following the database
file. For example, the following command starts the sample database and
names itMyDB

dbeng9 asademo.db -n MyDB

Providing a database server name helps avoid conflicts with other server
names on your network. It also provides a meaningful name for users of
client applications. The server keeps its name for its lifetime (until it is shut
down). If you don’t provide a server name, the server is given the name of
the first database started.

You can name the server by supplyingnaoption before the first database
file. For example, the following command starts a server oratfaglemo
database and gives the server the n&ambridge:

dbeng9 -n Cambridge asademo.db

If you supply a server name, you can start a database server with no database
started. The following command starts a server na@eltl with no
database started:

dbeng9 -n Galt

[l For more information about starting databases on a running server, see
“Starting and stopping databases” on page 20

Server names and database names are case insensitive as long as the
character set is single-byte.

1 For more information, setConnection strings and character sets” on
page 318

11



Controlling performance and memory from the command line

Several options can have a major impact on database server performance,
including:

¢ Cachesize The-c option controls the amount of memory that
Adaptive Server Anywhere uses as a cache. This can be a major factor in
affecting performance.

Generally speaking, the more memory made available to the database
server, the faster it performs. The cache holds information that may be
required more than once. Accessing information in cache is many times
faster than accessing it from disk. The default initial cache size is
computed based on the amount of physical memory, the operating
system, and the size of the database files. On Windows operating
systems, and UNIX the database server takes additional cache when the
available cache is exhausted.

[0 For more information about performance tuning, see “Monitoring
and Improving PerformancgASA SQL User’s Guid@age 153]

[0 For information on controlling cache size, $&ache size” on
page 129

¢ Number of processors  If you are running on a multi-processor
machine, you can set the number of processors withgtheoption.
[J For more information, seegt server option” on page 158nd
“Controlling threading from the command line” on page 14

¢ Other performance-related options There are several options
available for tuning network performance, includigpy (database
process priority), anel (buffered disk 1/0).

[l For more information about startup options, £Eke database
server” on page 124

Controlling permissions from the command line

Some options control the permissions required to carry out certain global
operations, including permissions to start and stop databases, load and
unload data, and create and delete database files.

[J For more information, see “Running the database server in a secure
fashion”[SQL Anywhere Studio Security Guigage 14]

Setting a maximum page size

The database server cache is arrangquhges—fixed-size areas of memory.

12
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Since the server uses a single cache for its lifetime (until it is shut down), all
pages must have the same size.

A database file is also arranged in pages, with a size that is specified on the
command line. Every database page must fit into a cache page. By default,
the server page size is the same as the largest page size of the databases on
the command line. Once the server starts, you cannot start a database with a
larger page size than the server.

To allow databases with larger page sizes to be started after startup, you can
force the server to start with a specified page size usinggheption. If

you use larger page sizes, remember to increase your cache size. A cache of
the same size will accommodate only a fraction of the number of the larger
pages, leaving less flexibility in arranging the space.

The following command starts a server that reserves an 8 Mb cache and can
accommodate databases of page sizes up to 4096 bytes.

dbsrv9 -gp 4096 -c 8M -n myserver

Running in special modes

You can run Adaptive Server Anywhere in special modes for particular
purposes.

¢ Read-only You can run databases in read-only mode by supplying the
-r option.

[0 For more information, se&r server option” on page 157

¢ Bulkload This is useful when loading large quantities of data into a
database using the Interactive SQL INPUT command. Do not usé the
option if you are using LOAD TABLE to bulk load data.

[l For more information, seeb server option” on page 13and
“Importing and Exporting DataASA SQL User's Guid@age 521]

¢ Starting without a transaction log Use thef database option for
recovery—either to force the database server to start after the transaction
log has been lost, or to force the database server to start using a
transaction log it would otherwise not find. Note tHatis a database
option, not a server option.

Once the recovery is complete, you should stop your server and restart
without the-f option.

[0 For more information, se& he database server” on page 124

13



Controlling threading from the command line

Adaptive Server Anywhere can use multiple operating system threads to
handle requests. This allows different requests to run simultaneously on
separate CPUs. Each request runs on a single thread and no request is
executed concurrently on multiple CPUs.

[l For a list of options that control threading, s&ontrolling threading
behavior” on page 15

Threading in Adaptive Server Anywhere

Requests

Tasks

To understand how threading support works, you need to understand
requestsandtasks.

Suppose Adaptive Server Anywhere is being used concurrently by two
users, or by two connections from a single application. Each connection
submits a query (or other SQL statement) to Adaptive Server Anywhere.
Each of these SQL statements is a separate request to the server.

A task picks up a request and handles that request until it is complete. On
Windows NT/2000/XP, tasks are lightweight threads called fibers; on all
other platforms, tasks are threads. The number of tasks determines the
number of requests that Adaptive Server Anywhere can handle concurrently.

Tasks on Windows 95/98/Me, NetWare, and UNIX

On Windows 95/98/Me, NetWare, and UNIX machines, each task is an
operating system thread. When Adaptive Server Anywhere receives a
request, an operating system thread picks up the request. The operating
system thread runs until the request is complete.

If the server receives a request while the first request is running, the second
request is assigned to a different thread. If a thread is blocked while
completing a task, it does not pick up another request; instead, it waits until
it can complete the current request.

Tasks on Windows NT/XP/2000

14

On Windows NT/2000/XP, tasks are lightweight threads called fibers. When
Adaptive Server Anywhere receives a request, a fiber picks up the request
and runs until the request is complete. If the database server receives another
request while the first request is running, the second request is assigned to a
different fiber. If a fiber blocks while processing a request, it yields control

to another fiber until it can proceed: it does not pick up another request.
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Setting the number of
threads when using Java
or Remote Data Access

Threads host fibers, and the fibers are scheduled co-operatively. A fiber must
explicitly yield control to another fiber when it is waiting to process a

request, for example, while waiting for an 1/0O operation to complete. If a

fiber blocks and does not yield control, it blocks the thread that is hosting it
and prevents other fibers from running on that thread. If more than one
thread is hosting fibers, only the thread that is hosting the waiting fiber is
blocked: other threads are still free to run fibers.

You can set the number of threads used to run fibers withgtheoption.
Unless you are using Java or Remote Data Access, you should need only one
thread per CPU.

When you use Java or Remote Data Access and the fiber running Java or
Remote Data Access blocks, that fiber may not yield control to another fiber,
which in turn blocks the thread. For this reason, the number of operating
system threads assigned to the database server defaults to one more thread
than the number of CPUs on the machine. This ensures that there is at least
one thread available to host fibers if the thread being used by Java or Remote
Data Access is blocked. Specifying a higher number of threads than the
default by using thegx option has a minimal impact on performance.

Controlling threading behavior

There are four database server options that control threading behavior. Not
all of these options are required on every platform.

¢ Number of tasks  The-gn option controls the number of tasks used to
process requests. Effectively, this is the number of requests that can be
handled concurrently. Each request uses a task. When there are more
requests than there are tasks, any outstanding requests must wait until a
currently-running task completes. By default, there are 20 tasks for the
network database server and 10 tasks for the personal database server.
There is no benefit to setting a number of tasks that is greater than the
maximum number of server connections.

[0 For more information, seegn server option” on page 148

+ Stack size per internal execution thread You can set the stack size per
internal execution thread in the server using-thes option. The-gss
option allows you to lower the memory usage of the database server in
environments with limited memory. This option has no effect on
Windows operating systems.

[J For more information, seegss server option” on page 149

¢ Number of processors  If you have more than one processor, you can
control how many processors the threads exploit by specifyinggthe
option. By default, all processors available on the machine are used.

15



[l For more information, seegt server option” on page 150

4 Number of threads assigned to the database server process On
Windows NT/2000/XP, thegx option controls the number of threads
that are dedicated to hosting fibers to service requests. By default, this is
set to one more than the number of CPUs on the machine. On UNIX,
NetWare, and Windows 95/98/Me where each task is its own thread, this
option is not needed.

[J For more information, seegx server option” on page 150

Selecting communications protocols

Available protocols for
the personal server

Available protocols for
the network server

16

Any communication between a client application and a database server
requires a communications protocol. Adaptive Server Anywhere supports a
set of communications protocols for communications across networks and
for same-machine communications.

By default, the database server starts up all available protocols. You can
limit the protocols available to a database server usingthaption. On the
client side, many of the same options can be controlled using the
CommLinks (LINKS) connection parameter.

[l For more information on running the server using these options, see
“Supported network protocols” on page.94

The personal database servébéng9.expsupports the following protocols:

¢ Shared memory  This protocol is for same-machine communications,
and always remains available. It is available on all platforms.

¢ TCP/IP This protocol is for same-machine communications only, from
TDS clients, Open Client, or the jConnect JDBC driver. You must run
TCP/IP if you wish to connect from Open Client or jConnect.

[l For more information on TDS clients, s&&daptive Server
Anywhere as an Open Server” on page 109

¢+ Named Pipes This protocol is provided on Windows NT only. Named
Pipes is for same machine communications for applications that wish to
run under a certified security environment.

The network database servetbérv9.exg supports the following protocols:

¢ Shared memory  This protocol is for same-machine communications,
and always remains available. It is available on all platforms.

¢ SPX This protocol is supported on all platforms except for UNIX.

¢ TCP/IP This protocol is supported on all platforms.
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Specifying protocols

¢ Named Pipes This protocol is supported on Windows NT only. Named
Pipes is for same machine communications for applications that wish to
run under a certified security environment.

You can instruct a server to use only some of the available network protocols
when starting up, using the option. The following command starts the
asademo database using the TCP/IP and SPX protocols:

dbsrv9 -x "tcpip,spx" path \asademo.db

Although not strictly required in this example, the quotes are necessary if
there are spaces in any of the arguments to

You can add additional parameters to tune the behavior of the server for each
protocol. For example, the following command (typed all on one line)
instructs the server to use two network cards, one with a specified port
number.

dbsrv9 -x "tcpip{MylP=192.75.209.12:2367,192.75.209.32}" path \
asademo.db

[l For more information about available network communications
parameters that can serve as part of-the@ption, se€Network
communications parameters” on page 201

17



Stopping the database server

You can stop the database server by:

¢ Clicking Shutdown on the database server window.

¢ Using thedbstoputility.

The dbstoputility is particularly useful in batch files, or for stopping a
server on another machine. It requires a connection string in its
command.

For more information omlbstopoptions, seéStopping a database server
using the dbstop command-line utility” on page 525

¢ Letting it shut down automatically by default when the application
disconnects. (This only works if the server is a personal server started by
an application connection string.)

+ Pressingy when the server display window has the focus on UNIX or
NetWare machines.

Examples

0 To stop a server using the dbstop utility

1. Start a server. For example, the following command executed from the
Adaptive Server Anywhere installation directory starts a server named
Ottawa using the sample database:

dbsrv9 -n Ottawa asademo.db

2. Stop the server usingbstop
dbstop -c "eng=Ottawa;uid=DBA;pwd=SQL"
Who can stop the server?
When you start a server, you can use ifle option to set the level of
permissions required for users to stop the server ditstop The default
level of permissions required BBA, but you can also set the valuedth or
none. (Interactively, of course, anybody at the machine can click Shutdown
on the server window.)
Shutting down operating system sessions
If you close an operating system session where a database server is running,

or if you use an operating system command to stop the database server, the

18
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server shuts down, but not cleanly. The next time the database loads,
recovery is required, and happens automatically.

[0 For more information about recovery, s@ackup and Data Recovery”
on page 337

It is better to stop the database server explicitly before closing the operating
system session. On NetWare, however, shutting down the NetWare server
machine properly does stop the database server cleanly.

Examples of commands that will not stop a server cleanly include:

+ Stopping the process in the Windows Task Manager.

¢ Using a UNIXslay or kill command.

19



Starting and stopping databases

Starting a database on a
running server

Limitations

Stopping a database

20

A database server can have more than one database loaded at a time. You
can start databases and start the server at the same time, as follows:

dbeng9 asademo sample

Caution
The database file must be on the same machine as the database Server.
Managing a database file that is located on a network drive can lead to file
corruption.

You can also start databases after starting a server in one of the following
ways:

¢

¢

Connect to a database usin@atabaseFile (DBF)connection parameter
while connected to a server. TBatabaseFile (DBF)connection
parameter specifies a database file for a new connection. The database
file is started on the current server.

[J For more information, se&onnecting to an embedded database” on
page 47 or “DatabaseFile connection parameter [DBF]” on page.183
Use the START DATABASE statement, or choose Start Database from
the File menu in Sybase Central when you have a server selected.

[l For more information, see “START DATABASE statemeptSA
SQL Referencegage 566]

The server holds database information in memory using pages of a fixed
size. Once a server has been started, you cannot start a database that has a
larger page size than the server.

The-gd server option decides the permissions required to start databases.

You can stop a database by:

¢

Disconnecting from a database started by a connection string. Unless you
explicitly set theAutoStop (ASTOP) connection parameter 8O, this
happens automatically.

[0 For more information, se&utoStop connection parameter
[ASTOP]" on page 177

Using the STOP DATABASE statement from Interactive SQL or
Embedded SQL.

[0 For more information, see “STOP DATABASE statemeit3A SQL
Referencepage 575]
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Running the server outside the current session

When you log on to a computer using a user ID and a password, you
establish aession When you start a database server, or any other
application, it runs within that session. When you log off the computer, all
applications associated with the session terminate.

It is common to require database servers to be available all the time. To
make this easier, you can run Adaptive Server Anywhere for

Windows NT/2000/XP and for UNIX in such a way that, when you log off
the computer, the database server remains running. The way you do this
depends on your operating system.

¢ UNIX daemon You can run the UNIX database server as a daemon
using the-ud option, enabling the database server to run in the
background, and to continue running after you log off.

[0 For more information, sedkunning the UNIX database server as a
daemon” on page 21

¢ Windows service  You can run the Windows database server as a
service. This has many convenient properties for running high
availability servers.

[J For more information, se&Jnderstanding Windows services” on
page 23

Running the UNIX database server as a daemon

To run the UNIX database server in the background, and to enable it to run
independently of the current session, you run it daemon

Do not use ‘&’ to run the database server in the background
If you use the UNIX & (ampersand) command to run the database server in
the background, it will not work—the server will hang. You must instead

run the database server as a daemon.

As well, attempting to start a server in the background from within [a
program using the typicdbrk()-exec() sequence will not work.

You can run the UNIX database server as a daemon in one of the following
ways:

1. Use the-ud option when starting the database server. For example:

dbsrv9 -ud asademo

2. Use thedbspawrtool to start the database server, for example:

21
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dbspawn dbsrv9 asademo

One advantage of usindpspawris that thedbspawrprocess does not
terminate until it has confirmed that the daemon has started and is ready
to accept requests. If for any reason the daemon fails to start, the exit
code fordbspawrwill be non-zero.

When you start the daemon directly using the option, thedbeng9
anddbsrv9commands create the daemon process and return immediately
(exiting and allowing the next command to be executed) before the
daemon initializes itself or attempts to open any of the databases
specified in the command.

Using dbspawrcan be useful when writing a script or other automated
process that needs to start a server as a daemon prior to running one or
more applications that will user the server because you want to ensure
that the daemon is running before starting the applications. The following
is an example of how to test this using a csh script.

#l/bin/csh
# start the server as a daemon and ensure that it is running
before we start any applications
dbspawn dbsrv9 asademo
if ( $status != 0 ) then
echo Failed to start asademo server
exit
endif
# ok, now we can start the applications

This example uses an sh script to test whether the daemon is running
before starting the applications.

#l/bin/sh
# start the server as a daemon and ensure that it is running
before we start any applications
dbspawn dbsrv9 asademo
if [ $? 1= 0 ]; then
echo Failed to start asademo server
exit
fi
# ok, now we can start the applications

3. Spawn a daemon from within a C program, for example:
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if( fork() == 0 ) {
/* child process = start server daemon */
execl( "/opt/sybase/SYBSsa9/bin/dbsrv9", "dbsrv9", "-ud",
"asademo" );
exit(1);
}

/* parent process */

Note that theud option is used.

[l For more information, seeud server option” on page 16thd“The
Spawn utility” on page 523

Understanding Windows services

Limitations of running as
a standard executable

Advantages of services

Managing services

Although you can run the database server like any other
Windows NT/2000/XP program rather than as a service, there are limitations
to running it as a standard program, particularly in multi-user environments.

When you start a program, it runs under your Windows NT/2000/XP login
session, which means that if you log off the computer, the program
terminates. Only one person logs onto Windows NT/2000/XP (on any one
computer) at one time. This restricts the use of the computer if you wish to
keep a program running much of the time, as is commonly the case with
database servers. You must stay logged onto the computer running the
database server for the database server to keep running. This can also
present a security risk as the Windows NT/2000/XP computer must be left in
a logged on state.

Installing an application as a Windows service enables it to run even when
you log off.

When you start a service, it logs on using a special system account called
LocalSystem (or using another account that you specify). Since the service is
not tied to the user ID of the person starting it, the service remains open even
when the person who started it logs off. You can also configure a service to
start automatically when the Windows computer starts, before a user logs on.

Sybase Central provides a more convenient and comprehensive way of
managing Adaptive Server Anywhere services than the Windows services
manager.

Programs that can be run as Windows services

You can run the following programs as services:

¢ Network Database Servedlfsrv9.exg

23



¢ Personal Database Servebéng9.exgp

¢ SOQL Remote Message Agertthiremote.exe

¢ The MobiLink Synchronization servedbmisrv9.exg
¢ A sample application

Not all these applications are supplied in all editions of Adaptive Server
Anywhere.

Managing services

You can carry out the following service management tasks from the
command line, or on the Services tab in Sybase Central:

+ Add, edit, and remove services.

¢ Start, stop, and pause services.

*

Modify the parameters governing a service.
¢ Add databases to a service so you can run several databases at one time.

The service icons in Sybase Central display the current state of each service
using a traffic light icon (running, paused, or stopped).

~inix

File  Edit View Tools Task Help

IR T R

—
¥ %

Folders x| | Servers| Utiities Services |

¥ svbase Central IName “ | Type

=i Bl c\daptive Server Anywhere 9 BB ServiceTest? Metwork Datab:

- 8 asademad
: [+ “g asademo - DBA
- [@ Mobilink Synchronization 9

Adding a service

This section describes how to set up services using Sybase Central and the
Service Creation utility.
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O To add a new service (Sybase Central)

1. In the left pane, select the Adaptive Server Anywhere plug-in.
2. In the right pane, click the Services tab.
3. Click the Add Service button in the toolbar.

4. Follow the instructions in the wizard.

0 To add a new service (Command line)
1. Open a command prompt.

2. Execute the Service Creation utility using the option.

For example, to create a personal server service called myserv, which
starts the specified engine with the specified parameters type the
following. The engine runs as the LocalSystem user, enter the following
command, all on one line:

dbsvc -as -w myserv

"C: \Program Files \Sybase \SQL Anywhere 9\win32 \dbeng9.exe"

-n william -c 8m "C: \Program Files \Sybase \SQL Anywhere 9\
sample.db”

[0 For more information about the Service Creation utility and options, see
“The Service Creation utility” on page 519

Notes + Service hames must be unique within the first eight characters.

+ If you choose to start a service automatically, it starts whenever the
computer starts Windows. If you choose to start the service manually,
you need to start the service from Sybase Central each time. You may
want to select Disabled if you are setting up a service for future use.

+ Type options for the executable, without the executable name itself, in the
window. For example, if you want a network server to run using the
sample database with a cache size of 20 Mb and the mayserver, you
would type the following in the Parameters box of the Service Creation
wizard in Sybase Central:

-c 20M
-n myserver c: \Program Files \Sybase \SQL Anywhere 9\
asademo.db

Line breaks are optional.

[l Forinformation on valid options, see the description of each program
in “Database Administration Utilities” on page 455
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¢ Choose the account under which the service will run: the special
LocalSystem account or another user ID.

[l For more information about this choice, s&etting the account
options” on page 28

+ If you want the service to be accessible from the Windows desktop, check
Allow Service to Interact with Desktop. If this option is cleared, no icon
or window appears on the desktop.

[l For more information on the configuration options, $8enfiguring
services” on page 26

Removing a service

Removing a service removes the server name from the list of services.
Removing a service does not remove any software from your hard disk.

If you wish to re-install a service you previously removed, you need to
re-type the options.

0 To remove a service (Sybase Central)
1. In the left pane, select the Adaptive Server Anywhere plug-in.

In the right pane, click the Services tab.

2. In the right pane, right-click the icon of the service you want to remove
and choose Delete from the popup menu.

O To remove a service (Command line)
1. Open a command prompt.

2. Execute the Service Creation utility using thie option.

For example, to delete the service called myserv, without prompting for
confirmation, type the following command:

dbsvc -y -d myserv

[l For more information about the Service Creation utility and options, see
“The Service Creation utility” on page 519

Configuring services

A service runs a database server or other application with a set of options.

[l For a full description of the options for each of the administration
utilities, seé'Database Administration Utilities” on page 455
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In addition to the options, services accept other parameters that specify the
account under which the service runs and the conditions under which it
starts.

O To change the parameters for a service
1. In the left pane, select the Adaptive Server Anywhere plug-in.

2. In the right pane, right-click the service you want to change and choose
Properties from the popup menu.

3. Alter the parameters as needed on the tabs of the Service property sheet.
4. Click OK when finished.

Changes to a service configuration take effect the next time someone starts
the service. The Startup option is applied the next time Windows is started.

Setting the startup option

The following options govern startup behavior for Adaptive Server
Anywhere services. You can set them on the General tab of the Service
property sheet.

+ Automatic  If you choose the Automatic setting, the service starts
whenever the Windows operating system starts. This setting is
appropriate for database servers and other applications running all the
time.

¢ Manual If you choose the Manual setting, the service starts only when a
user with Administrator permissions starts it. For information about
Administrator permissions, see your Windows documentation.

+ Disabled If you choose the Disabled setting, the service will not start.
Specifying options

The Configuration tab of the Service property sheet provides a Parameters
text box for specifying options for a service. Do not type the name of the
program executable in this box.

Examples + To start a network server service running two databases, with a cache size
of 20 Mb, and with a name ofiy_server, you would type the following
in the Parameters box:

-c 20M

-n my_server

c: \Program Files \Sybase \SQL Anywhere 9\db_1.db
c: \Program Files \Sybase \SQL Anywhere 9\db_2.db
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¢ To start a SQL Remote Message Agent service, connecting to the sample
database as user ID DBA, you would type the following:

-c "uid=DBA;pwd=SQL;dbn=asademo"

The following figure illustrates a sample property sheet.

" ServiceTest2 Service Properties

Ix.

General Configuration i Accnuntl Dependenciesl Pollingl

This service will run the Following executable;

File narne: IC:'I,Program Filestavbasel 3L Arawhere Pwin32idbsred . exe

Parameters:

ok | Cancel | Apply | Help |

[l The options for a service are the same as those for the executable. For a

full description of the options for each program, §€ke Database Server”
on page 123

Setting the account options
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You can choose under which account the service runs. Most services run
under the special LocalSystem account, which is the default option for
services. You can set the service to log on under another account by opening

the Account tab on the Service property sheet, and typing the account
information.

If you choose to run the service under an account other than LocalSystem,
that account must have the “Log On As A Service” privilege. This can be
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granted from the Windows User Manager application under Advanced
Privileges.

When an icon appears Whether or not an icon for the service appears on the taskbar or desktop
on the taskbar depends on the account you select, and whether Allow Service to Interact
with Desktop is selected, as follows:

¢ If a service runs under LocalSystem, and Allow Service to Interact with
Desktop is selected on the Service property sheet, an icon appears on the
desktop of every user logged in to Windows on the computer running the
service. Consequently, any user can open the application window and
stop the program running as a service.

+ If a service runs under LocalSystem, and Allow Service to Interact with
Desktop is cleared on the Service property sheet, no icon appears on the
desktop for any user. Only users with permissions to change the state of
services can stop the service.

+ If a service runs under another account, no icon appears on the desktop.
Only users with permissions to change the state of services can stop the
service.

Changing the executable file

To change the program executable file associated with a service, click the
Configuration tab on the Service property sheet and type the new path and
file name in the File Name text box.

If you move an executable file to a new directory, you must modify this entry.
Adding new databases to a service

Each network server or personal server can run more than one database. If
you wish to run more than one database at a time, we recommend that you
do so by attaching new databases to your existing service, rather than by
creating new services.

O To add a new database to a service
1. In the left pane, select the Adaptive Server Anywhere plug-in.

2. In the right pane, click the Services tab.

3. Right-click the service and choose Properties from the popup menu.
4. Click the Configuration tab.
5

. Add the path and filename of the new database to the end of the list of
options in the Parameters box.
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6. Click OK to save the changes.
The new database starts the next time the service starts.

Databases can be started on running servers by client applications, such as
Interactive SQL.

[0 For more information about how to start a database on a server from
Interactive SQL, see “START DATABASE statemelfif'SA SQL Reference,
page 566]

[0 For more information about how to implement this function in an
Embedded SQL application, see “db_start database fungh@®
Programming Guidepage 216]

Starting a database from an application does not attach it to the service. If
the service is stopped and restarted, the additional database will not be
started automatically.

Setting the service polling frequency

Sybase Central can poll at specified intervals to check the state (started,
stopped, or paused) of each service, and update the icons to display the
current state. By default, polling is off. If you leave it off, you must click
Refresh to see changes to the state.

To set the Sybase Central polling frequency

. In the left pane, click the Adaptive Server Anywhere plug-in.
. In the right pane, click the Services tab.
. Right-click the service and choose Properties from the popup menu.

1
2
3
4. Click the Polling tab.
5. Select Enable Polling.
6

. Set the polling frequency.

The frequency applies to all services, not just the one selected. The value
you set in this window remains in effect for subsequent sessions, until
you change it.

7. Click OK.

Starting, stopping, and pausing services
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O To start, stop, or pause a service

1. In the left pane, select the Adaptive Server Anywhere plug-in.

2. Right-click the service and choose Start, Stop, or Pause from the popup
menu.

To resume a paused service, right-click the service and choose Continue
from the popup menu.

If you start a service, it keeps running until you stop it. Closing Sybase
Central or logging off does not stop the service.

Stopping a service closes all connections to the database and stops the
database server. For other applications, the program closes down.

Pausing a service prevents any further action being taken by the application.
It does not shut the application down or (in the case of server services) close
any client connections to the database. Most users do not need to pause their
services.

The Windows Service Manager

You can use Sybase Central to carry out all the service management for
Adaptive Server Anywhere. Although you can use the Windows NT Service
Manager in the Control Panel for some tasks, you cannot install or configure
an Adaptive Server Anywhere service from the Windows NT Service
Manager.

If you open the Windows Service Manager (from the Windows Control
Panel), a list of services appears. The names of the Adaptive Server
Anywhere services are formed from the Service Name you provided when
installing the service, prefixed by Adaptive Server Anywhere. All the
installed services appear together in the list.

Running more than one service

Service dependencies

This section describes some topics specific to running more than one service
at a time.

In some circumstances you may wish to run more than one executable as a
service, and these executables may depend on each other. For example, you
may wish to run a server and a SQL Remote Message Agent or Log Transfer
Manager to assist in replication.

In cases such as these, the services must start in the proper order. If a
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S
it

QL Remote Message Agent service starts up before the server has started,
fails because it cannot find the server.

You can prevent these problems by usssgvice groups which you manage

fr

Service groups overview

om Sybase Central.

You can assign each service on your system to be a member of a service
group. By default, each service belongs to a group, as listed in the following

table.
Service Default group
Network server ASANYServer
Personal server ASANYEnNgine
SQL Remote Message Agent ASANYRemote
MobiLink Synchronization Server ASANYMobiLink
Replication Agent ASANYLTM

Before you can configure your services to ensure that they start in the correct

o

rder, you must check that your service is a member of an appropriate group.

You can check which group a service belongs to, and change this group,
from Sybase Central.

O To check and change which group a service belongs to

1

2.
3.

6.
7.

. In the left pane, select the Adaptive Server Anywhere plug-in.
In the right pane, click the Services tab.
Right-click the service and choose Properties from the popup menu.

. Click the Dependencies tab. The top text box displays the name of the
group the service belongs to.

. Click Change to display a list of available groups on your system.
Select one of the groups, or type a hame for a new group.

Click OK to assign the service to that group.

Managing service dependencies

With Sybase Central you can specifgpendenciedor a service. For

e
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You can ensure that at least one member of each of a list of service
groups has started before the current service.

You can ensure that any number of services start before the current
service. For example, you may want to ensure that a particular network
server has started before a SQL Remote Message Agent that is to run
against that server starts.

To add a service or group to a list of dependencies

1.

2
3.
4

(631

In the left pane, select the Adaptive Server Anywhere plug-in.

. Right-click the service and choose Properties from the popup menu.

Click the Dependencies tab.

. Click Add Services or Add Service Groups to add a service or group to

the list of dependencies.

. Select one of the services or groups from the list.

. Click OK to add the service or group to the list of dependencies.
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Troubleshooting server startup

This section describes some common problems that may occur when starting
the database server.

Ensure that your transaction log file is valid

The server won't start if the existing transaction log is invalid. For example,
during development you may replace a database file with a new version,
without deleting the transaction log at the same time. This causes the
transaction log file to be different than the database, and results in an invalid
transaction log file.

Ensure that you have sufficient disk space for your temporary file

Adaptive Server Anywhere uses a temporary file to store information while
running. This file is stored in the directory pointed to by the TMP or TEMP
environment variable, typicallg:\temp

If you do not have sufficient disk space available to the temporary directory,
you will have problems starting the server.

Ensure that network communication software is running

Appropriate network communication software must be installed and running
before you run the database server. If you are running reliable network
software with just one network installed, this should be straightforward. If
you experience problems, if you are running non-standard software, or if
you are running multiple networks, you may want to read the full discussion
of network communication issues i€lient/Server Communications” on

page 93

You should confirm that other software requiring network communications
is working properly before running the database server.

If you are running under the TCP/IP protocol, you may want to confirm that
ping and telnet are working properly. The ping and telnet applications are
provided with many TCP/IP protocol stacks.

Debugging network communications startup problems
If you are having problems establishing a connection across a network, you
can use debugging options at both the client and the server to diagnose

problems. On the server, you use theoption. The startup information
appears on the database server window: you can use tbption to log the
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results to an output file.
Make sure you're using the right asasrv.ini file

If you are having problems establishing a connection to the correct server
across a network, try deleting tlasasrv.inffile. This file contains server
information, including server name, protocol and address. It is possible that
the server information in this file is overriding information you specified in
the connection string. Deleting this file causes Adaptive Server Anywhere to
create a nevasasrv.inffile containing the information you specify in the
connection string. Thasasrv.infiile should be located in your Adaptive
Server Anywhere executable directory (the same directory as the ODBC/
DBLib DLL).

If you continue to experience problems establishing a connection, you
should also delete any copy aéasrv.iniocated in any of the following
places:

¢ the win32 or win64 subdirectory of your SQL Anywhere installation
directory (you can find this in the directory listed in the
HKEY_LOCAL_MACHINE\SOFTWARE\Sybase\Adaptive Server
Anywhere\9.0\Location registry key)

+ Windows directory
+ Windows system directory

+ anywhere else in your path

Create a debug logfile

You can use the LogFile connection parameter to create a debug log file.
Log files can provide more detailed information about where a connection
failure occurred, thereby helping you troubleshoot and correct the problem.
For more information about log files, séengfile connection parameter
[LOG]” on page 194
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CHAPTER 2

Connecting to a Database

About this chapter This chapter describes how client applications connect to databases. It
contains information about connecting to databases from ODBC, OLE DB,
and embedded SQL applications. It also describes connecting from Sybase
Central and Interactive SQL.

[0 For more information on connecting to a database from Sybase Open
Client applications, se®&\daptive Server Anywhere as an Open Server” on
page 109

[0 For more information on connecting via JDBC (if you are not working
in Sybase Central or Interactive SQL), see “JDBC ProgramniiagA
Programming Guidepage 103]

Contents Topic: page
Introduction to connections 38
Connecting from Sybase Central or Interactive SQL 42
Simple connection examples 45
Working with ODBC data sources 53

Connecting from desktop applications to a Windows CE database 65

Connecting to a database using OLE DB 68
Connection parameters 70
Troubleshooting connections 75
Using integrated logins 85
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Introduction to connections

How connections are
established

38

Any client application that uses a database must estabtishectionto

that database before any work can be done. The connection forms a channel
through which all activity from the client application takes place. For
example, your user ID determines permissions to carry out actions on the
database—and the database server has your user ID because it is part of the
request to establish a connection.

To establish a connection, the client application calls functions in one of the
Adaptive Server Anywhere interfaces. Adaptive Server Anywhere provides
the following interfaces:

¢ ODBC ODBC connections are discussed in this chapter.
¢ OLEDB OLE DB connections are discussed in this chapter.

¢ Embedded SQL Embedded SQL connections are discussed in this
chapter.

¢ Sybase Open Client  Open Client connections are not discussed in this
chapter.

[0 For information on connecting from Open Client applications, see
“Adaptive Server Anywhere as an Open Server” on page 109

¢ JDBC Sybase Central and Interactive SQL have the connection logic
described in this chapter built into them. Other JDBC applications cannot
use the connection logic discussed in this chapter.

[0 For more information on connecting via JDBC, see “JDBC
ProgrammingTASA Programming Guidg@age 103]

The interface uses connection information included in the call from the

client application, perhaps together with information held on disk in a file
data source, to locate and connect to a server running the required database.
The following figure is a simplified representation of the pieces involved.
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What to read

Client
application

Database

Interface
Library

server

The following table identifies where you can find answers to questions.

If you want. ..

Consider reading. ..

An overview of connecting from

Sybase Central or Interactive SQL
(including a description of the drivers
involved)

Some examples to get started quickl
including Sybase Central and Interad
tive SQL scenarios

To learn about data sources

To learn what connection parameter
are available

To see an in-depth description of how
connections are established

To learn about network-specific con-
nection issues

To learn about character set issues
affecting connections

How connection parameters work

When an application connects to a

“Connecting from Sybase Central
or Interactive SQL” on page 42

v, “Simple connection examples” on
- page 45

“Working with ODBC data
sources” on page 53

5 “Connection parameters” on

page 70

“Troubleshooting connections” on
page 75

“Client/Server Communications”
on page 93

“Connection strings and character
sets” on page 318

database, it uses a sehoéction

parametersto define the connection. Connection parameters include

information such as the server name, the database name, and a user ID.

A keyword-value pair (of the forrnpa

rametervalue specifies each
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Representing connection
strings

connection parameter. For example, you specify the password connection
parameter for the default password as follows:

Password=SQL

Connection parameters are assembleddotmection strings In a
connection string, a semicolon separates each connection parameter, as
follows:

ServerName=asademo9;DatabaseName=asademo

There are a number of connection parameters which affect how an engine is
autostarted. It is recommended that you use the following connection
parameters instead of providing the corresponding server options within the
StartLine (START) connection parameter:

¢ EngineName (ENG)

¢ DatabaseFile (DBF)

¢ DatabaseSwitches (DBS)
+ DatabaseName (DBN)

This chapter has many examples of connection strings represented in the
following form:

parameterl=valuel
parameter2=value2

This is equivalent to the following connection string:

parameterl=valuel;parameter2=value2

You must type a connection string on a single line with the parameter
settings separated by semicolons.

Connection parameters passed as connection strings

40

Connection parameters are passed to the interface librarg@maction
string. This string consists of a set of parameters, separated by semicolons:

parameterl=valuel;parameter2=value2;...

In general, the connection string built up by an application and passed to the
interface library does not correspond directly to the way a user enters the
information. Instead, a user may fill in a dialog, or the application may read
connection information from an initialization file.
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Many of the Adaptive Server Anywhere utilities accept a connection string
as thec option and pass the connection string on to the interface library
without change. For example, the following is a typical Collation utility
(dbcollat)command line (which should be typed all on one line):

dbcollat -c "uid=DBA;pwd=SQL;dbn=asademo" c: \temp \asademo.col

Interactive SQL connection strings
Interactive SQL processes the connection string internally. These utilities
do not simply pass on the connection parameters to the interface library.
Do not use Interactive SQL to test command strings from the command
prompt.

Saving connection parameters in ODBC data sources

Many client applications, including application development systems, use

the ODBC interface to access Adaptive Server Anywhere. When connecting
to the database, ODBC applications typically use ODBC data sources. An
ODBC data source is a set of connection parameters, stored in the registry or
in afile.

For more information on ODBC data sources, 9&ferking with ODBC
data sources” on page 53

For Adaptive Server Anywhere, ODBC data sources can be used not only by
ODBC applications on Windows, but also by other applications:

+ Adaptive Server Anywhere client applications on UNIX can use ODBC
data sources, as well as those on Windows operating systems. On UNIX,
the data source is stored as a file.

+ Adaptive Server Anywhere client applications using the OLE DB or
embedded SQL interfaces can use ODBC data sources, as well as ODBC
applications.

¢ Interactive SQL and Sybase Central can use ODBC data sources.
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Connecting from Sybase Central or Interactive

SQL

To use Sybase Central or Interactive SQL for managing your database, you
must first connect to it. In the Connect dialog, you tell Sybase Central or
Interactive SQL what database you want to connect to, where it is located,
and how you want to connect to it.

The connecting process depends on your situation. For example, if you have
a server already running on your machine and this server contains only one
database, all you have to do in the Connect dialog is provide a user ID and a
password. Sybase Central or Interactive SQL then knows to connect
immediately to the database on the running server.

If this running server has more than one database loaded on it, if it is not yet
running, or if it is running on another machine, you need to provide more
detailed information in the Connect dialog so that Sybase Central or
Interactive SQL knows which database to connect to.

This section describes how to access the Connect dialog in Sybase Central
and Interactive SQL.

1 For more information about connection examples, including examples
for Sybase Central and Interactive SQL, §8&nple connection examples”
on page 45

Opening the Connect dialog

42

A common Connect dialog is available in both Sybase Central and
Interactive SQL to let you connect to a database.

When you start Sybase Central, you need to manually display this dialog.
When you start Interactive SQL, the dialog automatically appears; you can
also make it appear for a new connection by choosing Windadwew

Window.

To open the Connect dialog (Sybase Central)

1. In Sybase Central, choose ToalsConnect.

If you have more than one Sybase Central plug-in installed, choose
Adaptive Server Anywhere from the displayed list.

or Click the Connect button on the main toolbar.
or Press F11.
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Tip
You can make subsequent connections to a given database easier and faster
using a “connection profilefASA Getting Starteghage 156]

0 To open the Connect dialog (Interactive SQL)

1. In Interactive SQL, choose SQL Connect.
or Press F11.

Once the Connect dialog appears, you must specify the connection
parameters you need to connect. For example, you can connect to the
Adaptive Server Anywhere sample database by choosing ASA 9.0 Sample
from the ODBC Data Source Name list and clicking OK.

Specifying a driver for your connection

Data sources and the
jConnect driver

When you are working with a database, all your requests and commands go
through a driver to the database itself. Sybase Central and Interactive SQL
support two main JDBC drivers: jConnect and the iAnywhere JDBC driver.
Both are included with Adaptive Server Anywhere.

The iAnywhere JDBC driver is, in many cases, the preferred driver. Itis the
default driver for Interactive SQL and Sybase Central. Sybase jConnect is a
platform-independent JDBC driver.

When you connect to a database in the Connect dialog, you can choose
which driver you want to use for the connection. This is an optional
configuration; the iAnywhere JDBC driver is the preferred driver and is
automatically used for all connections unless you specify otherwise.

For more information on JDBC drivers, see “Choosing a JDBC drii#&sA
Programming Guidepage 104] “Using the jConnect JDBC drivefASA
Programming Guidepage 110]and“Working with ODBC data sources” on
page 53

As a general rule, the jConnect driver cannot use ODBC data sources.
However, Sybase Central and Interactive SQL are special cases. When you
use the jConnect driver in either of them, you can specify an ODBC data
source to establish a connection. For example, you can connect to the
sample database using the ASA 9.0 Sample data source, even if you are
using the jConnect driver.

This customized functionality is only available while you are working in
Sybase Central or Interactive SQL. If you are constructing a JDBC
application, do not try to use a data source to connect to a database.
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O To specify a driver for the connection

1. In Sybase Central, choose ToalSConnect to open the Connect dialog.

2. Configure the necessary settings on the Identification and Database tabs
of the dialog.

3. On the Advanced tab of the dialog, select either jConnect5 or iAnywhere
JDBC driver.

Working with the Connect dialog

The Connect dialog lets you define parameters for connecting to a server or
database. The same dialog is used in both Sybase Central and
Interactive SQL.

The Connect dialog has the following tabs:

+ The Identification tab lets you identify yourself to the database and
specify a data source.

+ The Database tab lets you identify a server and/or database to connect to.

+ The Advanced tab lets you add additional connection parameters and
specify a driver for the connection.

In Sybase Central, after you connect successfully, the database name appears
in the left pane of the main window, under the server that it is running on.
The user ID for the connection appears after the database name.

In Interactive SQL, the connection information (including the database
name, your user ID, and the database server) appears in the title bar above
the SQL Statements pane.
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Simple connection examples

Although the connection model for Adaptive Server Anywhere is
configurable, and can become complex, in many cases connecting to a
database is very simple.

Who should read this This section describes some simple cases of applications connecting to an
section? Adaptive Server Anywhere database. This section may be all you need to get
started.

[0 For more information about available connection parameters and their
use, seéConnection parameters” on page.70

Connecting to the sample database from Sybase Central or Interactive
SQL

Many examples and exercises throughout the documentation start by
connecting to the sample database from Sybase Central or Interactive SQL.

O To connect to the sample database (Sybase Central)

1. To start Sybase Central: from the Start menu, choose Progra®ybase
SQL Anywhere 91 Sybase Central.

2. To open the Connect dialog: from the Tools menu, choose Connect.
3. Select the ODBC Data Source Name option and click Browse.

4. Select ASA 9.0 Sample and click OK.

0 To connect to the sample database (Interactive SQL)

1. To start Interactive SQL: from the Start menu, choose Prograi®gbase
0 SQL Anywhere 91 Adaptive Server Anywhere Interactive SQL.

2. To open the Connect dialog: from the SQL menu, choose Connect.
3. Select the ODBC Data Source Name option and click Browse.

4. Select ASA 9.0 Sample and click OK.

The database name, user ID, and server name appear in the title bar above
the SQL Statements pane.

Note You do not need to type a user ID and a password for this connection
because the data source already contains this information.
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Connecting to a database on your own machine from Sybase Central or

Interactive SQL

46

The simplest connection scenario is when the database you want to connect
to resides on your own machine. If this is the case for you, ask yourself the
following questions:

+ Isthe database already running on a server? If so, you can specify fewer
parameters in the Connect dialog. If not, you need to identify the
database file so that Sybase Central or Interactive SQL can start it for you.

+ Are there multiple databases running on your machine? If so, you need to
tell Sybase Central or Interactive SQL which database in particular to
connect to. If there is only one, Sybase Central or Interactive SQL
assumes that it is the one you want to connect to, and you don’t need to
specify it in the Connect dialog.

The procedures below depend on your answers to these questions.

To connect to a database on an already-running local server

1. Start Sybase Central or Interactive SQL and open the Connect dialog (if it
doesn’t appear automatically).

2. On the Identification tab of the dialog, type a user ID and a password.

3. Do one of the following:
+ If the server only contains the one database, click OK to connect to it.

+ If the server contains multiple databases, click the Database tab of the
dialog and specify a database name. This is usually the database file
name, without the path or extension.

To start and connect to a database

1. Start Sybase Central or Interactive SQL and open the Connect dialog (if it
doesn’t appear automatically).

2. On the Identification tab of the dialog, type a user ID and a password.
3. Click the Database tab of the dialog.

4. Specify afile in the Database File field (including the full path, name, and
extension). You can search for a file by clicking Browse.

5. If you want the database name for subsequent connections to be different
from the file name, type a name in the Database Name field (without
including a path or extension).
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Tips
If the database is already loaded (started) on the server, you only need to

provide a database name for a successful connection. The database file is
not necessary.

You can connect using a data source (a stored set of connection parameters)
for either of the above scenarios by selecting the appropriate data source
option at the bottom of the Identification tab of the Connect dialog.

For information about using data sources in conjunction with the JDBC
driver (jConnect), setSpecifying a driver for your connection” on page.43

[J Seealso
¢ “Opening the Connect dialog” on page 42

¢ “Simple connection examples” on page 45
Connecting to an embedded database

An embedded databasgedesigned for use by a single application, runs on
the same machine as the application and is largely hidden from the
application user.

When an application uses an embedded database, the personal server is
generally not running when the application connects. In this case, you can
start the database using the connection string, and by specifying the database
file in the DatabaseFile (DBF)parameter of the connection string.

Using the DBF The DatabaseFile (DBF)parameter specifies which database file to use.
parameter The database file automatically loads onto the default server, or starts a
server if none are running.

The database unloads when there are no more connections to the database
(generally when the application that started the connection disconnects). If
the connection started the server, it stops once the database unloads.

The following connection parameters show how to load the sample database
as an embedded database:

dbf=path \asademo.db

uid=DBA
pwd=SQL

wherepathis the name of your Adaptive Server Anywhere installation

directory.
Using the StartLine The following connection parameters show how you can customize the
[Start] parameter startup of the sample database as an embedded database. This is useful if

you wish to use options, such as the cache size:
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Start=dbeng9 -c 8M
dbf=path \asademo.db
uid=DBA

pwd=SQL

[0 Seealso

+ “Opening the Connect dialog” on page 42

¢ “Simple connection examples” on page 45

Connecting using a data source

You can save sets of connection parametersdata source ODBC and
Embedded SQL applications use data sources. You can create data sources
from the ODBC Administrator.

If you are constructing an application, you should only use data sources for
ODBC applications. It is possible to specify data sources when you are
using the JDBC driver (jConnect), but only within Sybase Central or
Interactive SQL.

[0 For more information, se&pecifying a driver for your connection” on
page 43

O To connect from using a data source (Sybase Central or Interac-
tive SQL )

1. Start Sybase Central or Interactive SQL and open the Connect dialog (if it
doesn’t appear automatically).

2. On the Identification tab, type a user ID and password.

3. On the lower half of the Identification tab, do one of the following:

¢ Select the ODBC Data Source Name option and specify a data source
name (equivalent to theataSourceName (DSNEonnection
parameter, which references a data source in the registry). You can
view a list of data sources by clicking Browse.

¢ Select the ODBC Data Source File option and specify a data source file
(equivalent to thé-ileDataSourceName (FILEDSN)connection
parameter, which references a data source held in afile). You can
search for a file by clicking Browse.

The ASA 9.0 Sample data source holds a set of connection parameters,
including the database file andstartLine (START) parameter to start the
database.

[0 Seealso
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¢ “Opening the Connect dialog” on page 42

¢ “Simple connection examples” on page 45

Connecting to a server on a network

Specifying the server

Specifying the protocol

To connect to a database running on a network server somewhere on a local
or wide area network, the client software must locate the database server.
Adaptive Server Anywhere provides a network library to handle this task.

Network connections occur ovematwork protocol. Several protocols are
supported, including TCP/IP and SPX.

] For more information about client/server communications over a
network, seéClient/Server Communications” on page.93

B S
e

-, o

Adaptive Server Anywhere server names must be unique on a local domain
for a given network protocol. The following connection parameters provide
a simple example for connecting to a server running elsewhere on a network:

erfare
library

[Wetwork

eng=svr_name
dbn=db_name
uid=user_id
pwd=password
CommLinks=all

The client library first looks for a personal server of the given name, and
then looks on the network for a server of the given name.

[0 The above example finds any server started using the default port
number. However, you can start servers using other port numbers by
providing more information in th€ommLinks (LINKS) parameter. For
information, seéCommLinks connection parameter [LINKS]” on page 179

If several protocols are available, you can instruct the network library which
ones to use to improve performance. The following parameters use only the
TCP/IP protocol:
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eng=svr_name
dbn=db_name
uid=user_id
pwd=password
CommLinks=tcpip

The network library searches for a server by broadcasting over the network,
which can be a time-consuming process. Once the network library locates a
server, the client library stores its name and network address in a file
(asasrv.in), and reuses this entry for subsequent connection attempts to that
server using the specified protocol. Subsequent connections can be many
times faster than a connection achieved by broadcast.

[0 Many other connection parameters are available to assist Adaptive
Server Anywhere in locating a server efficiently over a network. For more
information seéNetwork communications parameters” on page .201

To connect to a database on a network server ( Sybase Central or
Interactive SQL )

1. Start Sybase Central or Interactive SQL and open the Connect dialog (if it
does not appear automatically).

2. On the Identification tab of the dialog, type a user ID and a password.

3. On the Database tab of the dialog, type the Server Name. You can search
for a server by clicking Find.

4. ldentify the database by specifying a Database Name.

Tips
You can connect using a data source (a stored set of connection parame-
ters) by selecting the appropriate data source option at the bottom of the

Identification tab of the Connect dialog.

For information about using data sources in conjunction with the JDBC
driver (jConnect), setSpecifying a driver for your connection” on page.43

By default, all network connections in Sybase Central and Interactive|SQL
use the TCP/IP network protocol.

[ Seealso
¢ “Opening the Connect dialog” on page 42

¢ “Simple connection examples” on page 45
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Using default connection parameters

Default database server
and database

Default database server

Default database

No defaults

You can leave many connection parameters unspecified, and instead use the
default behavior to make a connection. Be cautious about relying on default
behavior in production environments, especially if you distribute your
application to customers who may install other Adaptive Server Anywhere
applications on their machine.

If a single personal server is running, with a single loaded database, you can
connect using entirely default parameters:

uid=user_id
pwd=password

If more than one database is loaded on a single personal server, you can
leave the server as a default, but you need to specify the database you wish
to connect to:

dbn=db_name
uid=user_id
pwd=password

If more than one server is running, you need to specify which server you
wish to connect to. If only one database is loaded on that server, you do not
need to specify the database name. The following connection string connects
to a named server, using the default database:

eng=server_name

uid=user_id

pwd=password

The following connection string connects to a named server, using a named
database:

eng=server_name

dbn=db_name

uid=user_id

pwd=password

[l For more information about default behavior, §€ubleshooting
connections” on page 75

Connecting from Adaptive Server Anywhere utilities

All Adaptive Server Anywhere database utilities that communicate with the
server (rather than acting directly on database files) do so using Embedded
SQL. They follow the procedure outlined ffiroubleshooting connections”

on page 73vhen connecting to a database.
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How database tools
obtain connection
parameter values
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Many of the administration utilities obtain the connection parameter values
by:
1. Using values specified on the command line (if there are any). For

example, the following command starts a backup of the default database
on the default server using the user ID DBA and the password SQL:

dbbackup -c "uid=DBA;pwd=SQL" c: \backup

[J For more information about options for each database tool, see the
chapter‘Database Administration Utilities” on page 455

2. Using the SQLCONNECT environment variable settings if any values are
missing. Adaptive Server Anywhere does not set this variable
automatically.

[l For more information about the SQLCONNECT environment
variable, seéEnvironment variables” on page 244

3. Prompting you for a user ID and password to connect to the default
database on the default server, if parameters are not set in the command
line, or the SQLCONNECT environment variable.
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Working with ODBC data sources

Where data sources are
held

Microsoft Corporation defines tt@pen Database Connectivitf ODBC)
interface, which is a standard interface for connecting client applications to
database-management systems in the Windows 95/98/Me and

Windows NT/2000/XP environments. Many client applications, including
application development systems, use the ODBC interface to access a wide
range of database systems.

You connect to an ODBC database using an ODBC data source. You need an
ODBC data source on the client computer for each database you want to
connect to.

The ODBC data source contains a set of connection parameters. You can
store sets of Adaptive Server Anywhere connection parameters as an ODBC
data source, in either the system registry or as files.

If you have a data source, your connection string can simply name the data
source to use:

¢ Datasource Use theDataSourceName (DSNEonnection parameter
to reference a data source in the registry:

DSN=my data source

¢ File data source  Use theFileDataSourceName (FILEDSN)
connection parameter to reference a data source held in a file:
FileDSN=mysource.dsn

For Adaptive Server Anywhere, the use of ODBC data sources goes beyond
Windows applications using the ODBC interface:

¢ Adaptive Server Anywhere client applications on UNIX can use ODBC
data sources, as well as those on Windows operating systems.

+ Adaptive Server Anywhere client applications using the OLE DB or
embedded SQL interfaces can use ODBC data sources, as well as ODBC
applications.

+ Interactive SQL and Sybase Central can use ODBC data sources.

Creating an ODBC data source

You can create ODBC data sources on Windows 95/98/Me and
Windows NT/2000/XP operating systems using the ODBC Administrator,
which provides a central place for creating and managing ODBC data
sources.
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Adaptive Server Anywhere also includes a cross-platform utility named
dbdsnto create data sources.

Before you begin This section describes how to create an ODBC data source. Before you
create a data source, you need to know which connection parameters you
want to include in it.

[l For more information, setSimple connection examples” on page, 45
and“Connection parameters” on page.70

ODBC Administrator On Windows 95/98/Me and Windows NT/2000/XP, you can use the
Microsoft ODBC Administrator to create and edit data sources. You can
work with User Data Sources, File Data Sources, and System Data Sources
in this utility.

0 To create an ODBC data source (ODBC Administrator)
1. Start the ODBC Administrator:

In Sybase Central, choose ToalsAdaptive Server Anywhere @ Open
ODBC Administrator.

or From the Windows Start menu, choose Progran®ybasel
SQL Anywhere 91 Adaptive Server Anywhere ODBC Administrator.

The ODBC Data Source Administrator dialog appears.

2. Click Add.
The Create New Data Source wizard appears.

3. From the list of drivers, choose Adaptive Server Anywhere 9.0, and click
Finish.

The ODBC Configuration for Adaptive Server Anywhere dialog appears.
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Creating an ODBC data
source from the
command line

DDBC Configuration for Adaptive Serve 21|

ODeC |Login I Datahasei Networkl .t’-‘-.dvancedl

[rata zource name: I

Diescription: |

lzolation level; I

[~ Microsoft applications [Fevs in SELStatistics]

[~ Delphi applications
[~ Suppress fetch warmings
[~ Prevent diver not capable emors

[~ Delay AutoCommit until statement close

= Desciibe Curzor Behavior
" Mever ' |f required  Always |

Tianslator: {«Mo Translatars

Select Tranzlatar. . I
Test Connection I

0F, I Cancel | Help |

Most of the fields in this window are optional. Click the question mark at
the top right of the window and click a dialog field to find more
information about that field.

[l For more information about the fields in the dialog, ¥8enfiguring
ODBC data sources using the ODBC Administrator” on page 56

4. When you have specified the parameters you need, click OK to close the
window and create the data source.

To edit a data source, find and select one in the ODBC Administrator main
window and click Configure.

You can create User Data Sources usingdhésnutility. You cannot create
File Data Sources or System Data Sources. File and System Data Sources
are limited to Windows operating systems only, and you can use the ODBC
Administrator to create them.
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O To create an ODBC data source (Command line)

1. Open a command prompt.

2. Type adbdsncommand, specifying the connection parameters you wish
to use.

For example, the following command creates a data source for the
Adaptive Server Anywhere sample database. The command must be
typed on one line:

dbdsn -w "My DSN"
"uid=DBA;pwd=SQL;dbf=c:  \Program Files \Sybase \SQL Anywhere 9\
asademo.db"

[l For more information on theébdsnutility, see“The Data Source utility”
on page 472

Configuring ODBC data sources using the ODBC Administrator

ODBC tab

56

This section describes the meaning of each of the options on the ODBC
configuration dialog.

This tab provides fields related to ODBC data sources and appears only
when you are creating or modifying ODBC data sources.

Data source name  The Data Source Name is used to identify the ODBC
data source. You can use any descriptive name for the data source (spaces
are allowed) but it is recommended that you keep the name short, as you
may need to type it in connection strings.

[0 For more information, se®ataSourceName connection parameter
[DSN]” on page 186

Description ~ You may type an optional longer description of the Data
Source to help you or end users to identify this data source from among their
list of available data sources. This field is optional.

Isolation level ~ Type the desired isolation level for this data source:

¢+ 0 Dirty reads, non-repeatable reads and phantom rows may occur. This
is the default isolation level.

¢ 1 Non-repeatable rows and phantom rows may occur. Dirty reads are
prevented.

¢ 2 Phantom rows may occur. Dirty reads and non-repeatable rows are
prevented.
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¢ 3 Dirty reads, non-repeatable reads and phantom rows are prevented.

0 For more information, see “Choosing isolation levgis3A SQL User’s
Guide,page 112]

Microsoft applications (Keys in SQLStatistics) Check this box if you

want foreign keys to be returned by tBEL Statisticsfunction. The ODBC
specification states that SQLStatistics should not return primary and foreign
keys. However, some Microsoft applications (such as Visual Basic and
Access) assume that primary and foreign keys are returned by
SQLStatistics.

Delphi applications ~ Check this box to improve performance for Borland
Delphi applications. When this option is checked, one bookmark value is
assigned to each row, instead of the two that are otherwise assigned (one for
fetching forwards and a different one for fetching backwards).

Delphi cannot handle multiple bookmark values for a row. If the option is
unchecked, scrollable cursor performance can suffer since scrolling must
always take place from the beginning of the cursor to the row requested in
order to get the correct bookmark value.

Suppress fetch warnings ~ Check this box to suppress warning messages
that are returned from the database server on a fetch.

Versions 8.0 and later of the database server return a wider range of fetch
warnings than earlier versions of the software. For applications that are
deployed with an earlier version of the software, you can select this option to
ensure that fetch warnings are handled properly.

Prevent driver not capable errors The Adaptive Server Anywhere ODBC
driver returns @river not capable error code because it does not
support qualifiers. Some ODBC applications do not handle this error
properly. Check this box to disable this error code, allowing such
applications to work.

Delay AutoCommit until statement close Check this box if you want the
Adaptive Server Anywhere ODBC driver to delay the commit operation
until a statement has been closed.

Describe Cursor Behavior ~ Choose how often you wish a cursor to be
redescribed when a procedure is executed or resumed. The default setting is
If Required.

¢ Never Select this option if you know that your cursors do not have to
be redescribed because redescribing cursors is expensive and can
decrease performance.

+ Ifrequired When you select this option, the ODBC driver determines
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whether a cursor must be redescribed. The presence of a RESULT clause
in your procedure prevents ODBC applications from redescribing the
result set after a cursor is opened.

¢ Always The cursor is redescribed each time it is opened. If you use
Transact-SQL procedures or procedures that return multiple result sets,
you must redescribe the cursor each time it is opened.

Translator  The Translator converts characters between ANSI and OEM
code pages. Most databases do not require a translator because the ODBC
Driver Manager automatically performs a conversion between the client’s
character set and the database’s character set. If your database uses an ANSI
code page (the default) do not select a translator.

¢ Select Translator ~ Opens the Select Translator dialog where you can
select the ODBC translator that you want to use from a list of installed
translators. Use this option sparingly, since the ODBC driver and
database server do automatic character set translation.

Test connection  Tests whether the information provided results in a
proper connection. In order for the test to work, a user ID and password
must have been specified.

This tab provides fields related to user authentication and logins.

Use integrated login ~ Connects using an integrated login. The user ID and
password do not need to be specified: instead, your operating system user id
and password are supplied to the Adaptive Server Anywhere integrated login
mechanism.

To use this type of login users must have been granted integrated login
permission. The database being connected to must also be set up to accept
integrated logins. Only users with DBA access may administer integrated
login permissions.

[0 For more information, se&Jsing integrated logins” on page 85
User ID Provides a place for you to type the user ID for the connection.

[l For more information, se®Jserid connection parameter [UID]” on
page 199

Password Provides a place for you to type the password for the
connection.

[l For more information, sedassword connection parameter [PWD]” on
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page 196

Encrypt password ~ Check this box if you want the password to be stored
in encrypted form in the profile.

[0 For more information, se®EncryptedPassword connection parameter
[ENP]” on page 188
Database tab

This tab provides fields for identifying the database server and database to
which you are connecting.

Server name  Provides a place for you to type the name of the Adaptive
Server Anywhere personal or network server to which you want to connect.

[J For more information, se#EngineName connection parameter [ENG]”
on page 187

Startline  Type the name of the server executable that should be started.
Only provide aStartLine (START) connection parameter if the database
server you are connecting to is not currently running. For example:

C:\Program Files \Sybase\ SQL Anywhere 9\win32 \dbeng9.exe -c 8m

[0 For more information, se&StartLine connection parameter [START]”
on page 199

Database name Provides a place for you to type the name of the Adaptive
Server Anywhere database that you wish to connect to.

[0 For more information, se®atabaseName connection parameter
[DBN]” on page 184

Database file  Provides a place for you to type the full path and nhame of
the Adaptive Server Anywhere database file on the server PC. You may also
click Browse to locate the file. For example:

C:\Program Files \Sybase \SQL Anywhere 9\asademo.db

[l For more information, seatabaseFile connection parameter [DBF]”
on page 183

Encryption key  If your database is strongly encrypted, you must supply
the correct encryption key to access any part of the database.

Start database automatically ~ Causes the database to start automatically
(if it is not already running) when you start a new session. This option is
enabled when you supply a database file or start line.

Stop database after last disconnect Causes the automatic shutdown of

59



Network tab

60

the server after the last user has disconnected.

[l For more information, se#utoStop connection parameter [ASTOP]"
on page 177

This tab provides fields for controlling client/server communications over a
network.

Select the network protocols and options These checkboxes specify

what protocol or protocols the ODBC DSN uses to access a network
database server. In the adjacent boxes, you may enter communication
parameters that establish and tune connections from your client application
to a database.

¢ TCP/IP If youwantto use ECC_TLS (Certicom) or RSA_TLS
encryption for network packets, you must select the TCP/IP protocol to
access the network database server.

For example, you could enter the following communication parameters
for a TCP/IP connectiorlOST=my_server;PORT=4563

¢ SPX You can select the SPX protocol to connect to databases on Novell
NetWare networks. NetWare also supports the TCP/IP protocol.

¢ Named pipes The Named Pipes protocol is used for client/server
communication on the same machine. If you want to run under a certified
security environment, you can use the Named Pipes protocol. It is only
provided on Windows NT/2000/XP.

¢ Shared memory  The shared memory protocol is used for
communication between a client and server running under the same
operating system on the same machine.

[l For more information, s€&CommLinks connection parameter
[LINKS]” on page 179 and“Network communications parameters” on
page 201

Liveness timeout A liveness packet is sent across a client/server to

confirm that a connection is intact. If the client runs for the liveness timeout
period without detecting a liveness packet, the communication will be
severed. This parameter works only with the network server and TCP/IP and
SPX communications protocols. The default is 120 seconds.

[J For more information, se& ivenessTimeout connection parameter
[LTOJ” on page 194
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Advanced tab

Idle timeout ~ Set the amount of client idle time before the connection is
terminated. If a client runs for the idle timeout period without submitting a
request, the connection is severed.

[0 The default client idle time is 240 minutes.

[l For more information, sedle connection parameter [IDLE]” on
page 192

Buffer size  Sets the maximum size of communication packets, in bytes.
The default buffer size is 1460.

[J For more information, se&CommBufferSize connection parameter
[CBSIZE]” on page 178

Compress network packets  Sets compression for the connection. Using
compression for a connection can significantly improve Adaptive Server
Anywhere performance under some circumstances.

[J For more information, s€&Compress connection parameter [COMP]”
on page 181

Select the method for encryption of network packets Allows the
encryption of packets transmitted from the client machine over the network.

¢ None Communication packets transmitted from the client are not
encrypted. This is the default setting.

¢ Simple Communication packets transmitted from the client are
encrypted with simple encryption. Simple encryption is supported on all
platforms, as well as on previous versions of Adaptive Server Anywhere.

¢ ECCTLS Communication packets transmitted from the client are
encrypted with ECC_TLS (formerly Certicom) encryption. This is a type
of strong encryption. It is only available over the TCP/IP protocol.

In the adjacent field you must supply a trusted certificate value.

¢ RSATLS Communication packets transmitted from the client are
encrypted with RSA_TLS encryption. This is a type of strong encryption.
It is only available over the TCP/IP protocol.

In the adjacent field you must supply a trusted certificate value.

[J For more information, setEncryption connection parameter [ENC]” on
page 188

This tab provides advanced fields that are for special purposes and are not
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required by the majority of users.
Connection name  The name of the connection that is being created.

Character set  Lets you specify a character set (a set of 256 letters,
numbers, and symbols specific to a country or language). The ANSI
character set is used by Microsoft Windows. An OEM character set is any
character set except the ANSI character set.

Allow multiple record fetching Enables multiple records to be retrieved at
one time instead of individually. By default, multiple record fetching is
allowed.

Display debugging information in a log file Select this option to specify
the name of the file in which the debugging information is to be saved.

Additional connection parameters Type any additional options here.
Parameters set throughout the remainder of this dialog take precedence over
parameters typed here.

[l For more information, se&onnection parameters” on page 174

Using file data sources on Windows

File data sources can be
distributed
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On Windows operating systems, ODBC data sources are typically stored in
the system registry. File data sources are an alternative, which are stored as
files. In Windows, file data sources typically have the extengign They
consist of sections, each section starting with a name enclosed in square
brackets. DSN files are very similar in layout to initialization files.

To connect using a File Data Source, useRieDataSourceName
(FILEDSN) connection parameter. You cannot use dogtaSourceName
(DSN) andFileDataSourceName (FILEDSN)in the same connection.

One benefit of file data sources is that you can distribute the file to users. If
the file is placed in the default location for file data sources, it is picked up
automatically by ODBC. In this way, managing connections for many users
can be made simpler.

Embedded SQL applications can also use ODBC file data sources.
To create an ODBC file data source (ODBC Administrator)
1. Start the ODBC Administrator, click the File DSN tab and click Add.

2. Select Adaptive Server Anywhere 9.0 from the list of drivers, and click
Next.

3. Follow the instructions to create the data source.
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Using ODBC data sources on UNIX

File location

On UNIX operating systems, ODBC data sources are held in a file named
.odbc.ini A sample file looks like this:

[My Data Source]

ENG=myserver

CommLinks=tcpip(Host=hostname)

uid=DBA

pwd=SQL

You can type any connection parameter in hebc.inifile.

[0 For a complete list or connection parameters,“&mnection
parameters” on page 174

Network communications parameters are added as part @fdhemLinks
(LINKS) parameter.

[0 For a complete list of network communications parameters, see
“Network communications parameters” on page 201

You can create and manage ODBC data sources on UNIX usirgpidien
utility.

[0 For more information, se&reating an ODBC data source” on page 53
and“The Data Source utility” on page 472

The database server looks for thvelbc.inifile in the following locations:
1. ODBCINI environment variable

2. ODBCHOME and HOME environment variables

3. The user’'s home directory

4. The path

Using ODBC data sources on Windows CE

Data source location

Windows CE does not provide an ODBC driver manager or an ODBC
Administrator. On this platform, Adaptive Server Anywhere uses ODBC
data sources stored in files. You can specify eithexs#l or the

FILEDSN keyword to use these data source definitions—on Windows CE
(only), DSNandFILEDSN are synonyms.

Windows CE searches for the data source files in the following locations:

1. The directory from which the ODBC drivedbodbc9.dll) was loaded.
This is usually the Windows directory.
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2. The directory specified in Location key of the Adaptive Server Anywhere
section of the registry. This is usually the same as the Adaptive Server
Anywhere installation directory. The default installation directory is:

\Program Files \Sybase \ASA
Each data source itself is held in a file. The file has the same name as the
data source, with an extension.ofn

[0 For more information about file data sources, ‘4ésing file data
sources on Windows” on page .62
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Connecting from desktop applications to a
Windows CE database

You can connect from applications running on a desktop PC, such as Sybase
Central or Interactive SQL, to a database server running on a Windows CE
device. The connection uses TCP/IP over the ActiveSync link between the
desktop machine and the Windows CE device.

If you are using an Ethernet connection between your desktop machine and
the Windows CE device, or if you are using Windows CE Services 2.2, the
following procedure works. If you are using a serial cable connection and
ActiveSync 3.0, see the following section.

0 To connect from a desktop application to a Windows CE database
server
1. Determine the IP address of the server. Start the server on the
Windows CE device with the option (output extra debug information).
For example:

dbsrv9 -z -x tcpip -n TestServer asademo.db

With the-z option, the server writes out its IP address during startup.
The address may change if you disconnect your HPC from the network
and then re-connect it.

To change between static and dynamic IP assignment for the HPC,
configure the settings in the Windows Control Panel. Open Network, and
choose the Services tab. Select Remote Access Service and click
Propertiess Networko TCP/IP Configuration.

2. Create an ODBC profile on your desktop machine.

Open the ODBC Administrator, and click Add. Choose Adaptive Server
Anywhere 9.0 from the list of drivers and click Finish. The ODBC
Configuration for Adaptive Server Anywhere dialog appears.

¢ On the Login tab, type a user ID and password.
+ On the Database tab, type the server name.

¢ On the Network tab, check TCP/IP, and type the following in the
adjacent field:

dobroadcast=DIRECT;host=XXX.XXX.XXX.XXX
where XXX. XXX.XXX. XXX isthe server IP address.

¢+ Onthe ODBC tab, click Test Connection to confirm that your ODBC
data source is properly configured.
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3. Exit the ODBC Administrator.
4. Ensure the database server is running on your Windows CE machine.

5. On your desktop machine, start an application such as Interactive SQL
and select the ODBC data source you have created. The application
connects to the Windows CE database.

Using ActiveSync 3.0 and a serial cable

Using RAS with
ActiveSync
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To connect to a Windows CE device from your desktop over a serial cable,
Adaptive Server Anywhere uses the TCP/IP protocol. For TCP/IP to work in
this context, your ActiveSync installation must be set up to provide a
Remote Access Service (RAS) link between desktop machine and
Windows CE device.

ActiveSync 2.2 automatically installs and configures RAS, and you can
connect in a straightforward manner.

[0 For information, seéConnecting from desktop applications to a
Windows CE database” on page.65

ActiveSync 3.0 does not install and configure RAS. You must install RAS
yourself to obtain TCP/IP connectivity to your device over a serial
connection.

Instructions for installing RAS are provided by Microsoft. They are
available athttp://support.microsoft.com/support/kb/articles/Q241/2/16.ASP
(Microsoft Knowledge Base article Q241216). You must follow these
instructionsexactly, including re-installing any Windows NT service packs,
and granting your user account dial-in access using User Manager.

As you follow the instructions, where it says to install your modem, choose
Dial-up Networking Serial Cable between 2 PCs instead.

The following list includes suggestions for enabling ActiveSync 3.0
connections over a serial connection using RAS:

1. In the ActiveSyndConnection Settings select the checkbox Allow
network (Ethernet) and Remote Access Service (RAS) server connection
with desktop computer. You may need to turn off the checkbox Allow
serial cable or infrared connection to this COM port.

2. On the desktop, using Remote Access Administrator (under
Administrative Tools on Windows NT), start RAS on COM1.

3. On the Windows CE device, run the ActiveSync clierggllog.exeon a
Windows CE PC). Choose serial connection.



Chapter 2. Connecting to a Database

. Wait for up to one minute for a connection to be established.

. As a test, run thépconfig utility on Windows NT, and see the
192.168.55.100 static IP of the device. This is the IP you would use when
connecting to an Adaptive Server Anywhere database server (for
example) running on the CE device.

. If you switch devices, Stop and Restart the RAS service (or reboot).

. If everything is set up as above, but you still fail to get a connection from
the device to the desktop, you should make sure your Port settings match
the baud rates in the Modems Control Panel applet.
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Connecting to a database using OLE DB

OLE DB providers
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OLE DB uses the Component Object Model (COM) to make data from a
variety of sources available to applications. Relational databases are among
the classes of data sources that you can access through OLE DB.

This section describes how to connect to an Adaptive Server Anywhere
database using OLE DB from the following environments:

+ Sybase PowerBuilder can access OLE DB data sources, and you can use
Adaptive Server Anywhere as a PowerBuilder OLE DB database profile.

+ Microsoft ActiveX Data Objects (ADO) provides a programming
interface for OLE DB data sources. You can access Adaptive Server
Anywhere from programming tools such as Microsoft Visual Basic.

This section is an introduction to how to use OLE DB from Sybase
PowerBuilder and Microsoft ADO environments such as Visual Basic. Itis
not complete documentation on how to program using ADO or OLE DB.
The primary source of information on development topics is your
development tool documentation.

[J For more information about OLE DB, see “Introduction to OLE DB”
[ASA Programming Guid@age 314]

You need an OLE DB provider for each type of data source you wish to
access. EacBLE DB provider is a dynamic-link library. There are two
OLE DB providers you can use to access Adaptive Server Anywhere:

¢ Sybase ASA OLE DB provider ~ The Adaptive Server Anywhere OLE
DB provider provides access to Adaptive Server Anywhere as an OLE
DB data source without the need for ODBC components. The short name
for this provider iSASAProv.

When theASAProv provider is installed, it registers itself. This
registration process includes making registry entries in the COM section
of the registry so that ADO can locate the DLL when &k@AProv

provider is called. If you change the location of your DLL, you must
reregister it.

For more information about OLE DB providers, see “Introduction to
OLE DB” [ASA Programming Guid@age 314]

¢ Microsoft OLE DB provider for ODBC Microsoft provides an OLE DB
provider with a short name daiISDASQL.
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Connecting from ADO

Example

The MSDASQL provider makes ODBC data sources appear as OLE DB
data sources. It requires the Adaptive Server Anywhere ODBC driver.

ADO is an object-oriented programming interface. In ADO, @annection
object represents a unique session with a data source.

You can use the followin@onnectionobject features to initiate a
connection:

¢

¢

TheProvider property that holds the name of the provider. If you do not
supply a Provider name, ADO uses the MSDASQL provider.

The ConnectionString property that holds a connection string. This
property holds an Adaptive Server Anywhere connection string, which is
used in just the same way as the ODBC driver. You can supply ODBC
data source names, or explicit UserlD, Password, DatabaseName, and
other parameters, just as in other connection strings.

[0 For more information about connection parameters;€eanection
parameters” on page 70

The Openmethod initiates a connection.

[0 For more information about ADO, see “ADO programming with
Adaptive Server Anywherel/ASA Programming Guid@age 315]

The following Visual Basic code initiates an OLE DB connection to
Adaptive Server Anywhere:

' Declare the connection object

Dim myConn as New ADODB.Connection

myConn.Provider = "ASAProv"

myConn.ConnectionString = "Data Source=ASA 9.0 Sample"
myConn.Open
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The following table lists the Adaptive Server Anywhere connection

parameters.

[0 For more information about each of these connection parameters, see
“Connection and Communication Parameters” on page E@Bcharacter
set issues in connection strings, $€ennection strings and character sets”

on page 318

Parameter

Short form

Argument

“Appinfo connection pa-

rameter [APP]” on page 17%

“AutoStart connection pa-
rameter [ASTART]” on
page 176

“AutoStop connection pa-
rameter [ASTOP]” on
page 177

“CharSet connection param
eter [CS]” on page 177

“CommBufferSize connec-
tion parameter [CBSIZE]"
on page 178

“CommLinks connection
parameter [LINKS]” on
page 179

“Compress connection
parameter [COMP]” on
page 181

“CompressionThreshold
connection parameter
[COMPTH]” on page 182

“ConnectionName connec-
tion parameter [CON]” on
page 183

“DatabaseFile connec-
tion parameter [DBF]” on
page 183

D

APP

ASTART

ASTOP

Cs

CBSIZE

LINKS

COMP

COMPTH

CON

DBF

String

Boolean

Boolean

String

Integer

String

String

Integer

String

String
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Parameter

Short form

Argument

“DatabaseName connec-
tion parameter [DBN]” on
page 184

“DatabaseSwitches conneqd
tion parameter [DBS]” on
page 185

“DataSourceName connec+
tion parameter [DSN]” on
page 186

“DisableMultiRowFetch
connection parameter
[DMRF]” on page 187

“EncryptedPassword con-
nection parameter [ENP]”
on page 188

“Encryption connection pa-
rameter [ENC]” on page 188

“EngineName connec-
tion parameter [ENG]”
on page 187 “Server-
Name connection paramete
[ENG]” on page 198

“FileDataSourceName
connection parameter
[FILEDSN]” on page 191

“ForceStart connection pa-
rameter [FORCESTART]"
on page 191

“Idle connection parameter
[IDLE]” on page 192

“Integrated connection pa-
rameter [INT]” on page 192

“LazyClose connection pa-
rameter [LCLOSE]” on
page 193

DBN

- DBS

DSN

DMRF

ENP

ENC

ENG

FILEDSN

FORCE

IDLE

INT

LCLOSE

String

String

String

Boolean

Encrypted string

String

String

String

Boolean

Integer

Boolean

Boolean
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Parameter Short form Argument

“LivenessTimeout connec- | LTO Integer
tion parameter [LTO]” on
page 194

“Lodfile connection param-| LOG String
eter [LOG]" on page 194

“Password connection PWD String
parameter [PWD]” on
page 196

“PrefetchBuffer connec- PBUF Integer
tion parameter [PBUF]” on
page 197

“PrefetchRows connection | PROWS Integer
parameter [PROWS]” on
page 198

“StartLine connection pa- | START String
rameter [START]” on
page 199

“Unconditional connec- UNC Boolean
tion parameter [UNC]” on
page 199

“Userid connection param-| UID String
eter [UID]” on page 199
*

* Verbose form of keyword not used by ODBC connection parameters
Notes ¢ Boolean values Boolean (true or false) arguments are either YES, ON,
1, or TRUE if true, or NO, OFF, 0, or FALSE if false.
¢ Case sensitivity ~ Connection parameters are case insensitive.

¢ The connection parameters used by the interface library can be obtained
from the following places (in order of precedence):

» Connection string ~ You can pass parameters explicitly in the
connection string.

* SQLCONNECT environment variable ~ The SQLCONNECT
environment variable can store connection parameters.

» Data sources ODBC data sources can store parameters.
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¢ Character set restrictions ~ The server name must be composed of the

ASCII character set in the range 1 to 127. There is no such limitation on
other parameters.

[J For more information on the character set issues‘Geanection
strings and character sets” on page.318

Priority ~ The following rules govern the priority of parameters:

» The entries in a connect string are read left to right. If the same
parameter is specified more than once, the last one in the string applies.

« If a string contains a data source or file data source entry, the profile is
read from the configuration file, and the entries from the file are used if
they are not already set. For example, if a connection string contains a
data source name and sets some of the parameters contained in the data
source explicitly, then in case of conflict the explicit parameters are
used.

Connection parameter tips

Connection parameters often provide more than one way of accomplishing a
given task. This is particularly the case with embedded databases, where the
connection string starts a database server. For example, if your connection
starts a database, you can specify the database name using the
DatabaseName (DBNYonnection parameter or using tfizgatabaseSwitch

DBS) parameter.

Here are some recommendations and notes for situations where connection
parameters conflict:

¢

Specify database files using DBF You can specify a database file on
the StartLine (START) parameter or using tHeatabaseFile (DBF)
connection parameter (recommended).

Specify database names using DBN You can specify a database name
on theStartLine (START) parameter, th®atabaseSwitch (DBS)
connection parameter, or using thatabaseName (DBNxonnection
parameter (recommended).

Use the Start parameter to specify cache size Even though you use
the DatabaseFile (DBF)connection parameter to specify a database file,
you may still want to tune the way in which it starts. You can use the
StartLine (START) connection parameter to do this.

For example, if you are using the Java features of Adaptive Server
Anywhere, you should provide additional cache memory on the
StartLine (START) connection parameter. The following sample set of
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embedded database connection parameters describes a connection that
may use Java features:

DBF=path \asademo.db
dbn=Sample
ENG=Sample Server
uid=DBA

pwd=SQL
Start=dbeng9 -c 8M
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Troubleshooting connections

Who needs to read this
section?

In many cases, establishing a connection to a database is straightforward
using the information presented in the first part of this chapter.

However, if you are having problems establishing connections to a server,
you may need to understand the process by which Adaptive Server
Anywhere establishes connections in order to resolve your problems. This
section describes how Adaptive Server Anywhere connections work.

For more information about network-specific issues, including connections
across firewalls, set€lient/Server Communications” on page.93

The software follows exactly the same procedure for each of the following
types of client application:

¢ ODBC Any ODBC application using the SQLDriverConnect function,
which is the common method of connection for ODBC applications.
Many application development systems, such as Sybase PowerBuilder
and Power++, belong to this class of application.

¢ Embedded SQL Any client application using Embedded SQL and
using the recommended function for connecting to a database
(db_string_connect).
The SQL CONNECT statement is available for Embedded SQL
applications and in Interactive SQL. It has two forms: CONNECT AS...
and CONNECT USING. All the database administration tools, including
Interactive SQL, use db_string_connect.

[l For more troubleshooting tips, s€Eroubleshooting server startup” on
page 34and“Troubleshooting network communications” on page .105

The steps in establishing a connection

To establish a connection, Adaptive Server Anywhere carries out the
following steps in order:

1. Locate the interface liborary ~ The client application must locate the
ODBC driver or Embedded SQL interface library.

2. Assemble a list of connection parameters Since connection
parameters may appear in several places (such as data sources, a
connection string assembled by the application, or an environment
variable) Adaptive Server Anywhere assembles the parameters into a
single list.

3. Locate a server  Using the connection parameters, Adaptive Server
Anywhere locates a database server on your machine or over a network.
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4. Locate the database ~ Adaptive Server Anywhere locates the database
you want to connect to.

5. Start a personal server  If Adaptive Server Anywhere fails to locate a
server, it attempts to start a personal database server and load the
database.

The following sections describe each of these steps in detail.

Locating the interface library

ODBC driver location

Embedded SQL interface
library location

When the library is
located

76

The client application makes a call to one of the Adaptive Server Anywhere
interface libraries. In general, the location of this DLL or shared library is
transparent to the user. Here we describe how to locate the library in case of
problems.

For ODBC, the interface library is also called an ODBC driver. An ODBC
client application calls the ODBC driver manager, and the driver manager
locates the Adaptive Server Anywhere driver.

The ODBC driver manager looks in the supplied data source iodthe.ini

file or registry to locate the driver. When you create a data source using the
ODBC Administrator, Adaptive Server Anywhere fills in the current location
for your ODBC driver.

Embedded SQL applications call the interface library by name. The name of
the Adaptive Server Anywhere Embedded SQL interface library is as
follows:

¢ Windows NT/2000/XP and Windows 95/98/Me  dblib9.dll

¢ UNIX dblib9 with an operating-system-specific extension

¢ NetWare dblib9.nlm

The locations that are searched depend on the operating system:

¢ PC operating systems  On PC operating systems such as Windows,
files are looked for in the current directory, in the system path, and in the
WindowsandWindows\systendirectories.

4 UNIX operating systems ~ On UNIX, files are looked for in the system
path and the user library path.

¢ NetWware On NetWare, files are looked for in the search path, and in the
sys:systendirectory.

Once the client application locates the interface library, it passes a
connection string to it. The interface library uses the connection string to
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assemble a list of connection parameters, which it uses to establish a
connection to a server.

Assembling a list of connection parameters

The following figure illustrates how the interface libraries assemble the list
of connection parameters they use to establish a connection.

v

Read Read parameters
s there a data
parameters from not already .
. o source in the
the connection specified from varameter list?
string SQLCONNECT ’
Yes No

Is there a
compatible data
source?

Does the data
source exist?

Yes

No

Failure Yes

Read parameters
not already
specified from the

Connection
parameters
complete

data source

Notes Key points from the figure include:

¢ Precedence Parameters held in more than one place are subject to the
following order of precedence:
1. Connection string
2. SQLCONNECT
3. Data source

That is, if a parameter is supplied both in a data source and in a connection
string, the connection string value overrides the data source value.

¢ Failure Failure at this stage occurs only if you specify in the connection
string or in SQLCONNECT a data source that does not exist in the client

connection file.

¢ Common parameters  Depending on other connections already in use,
some connection parameters may be ignored, including:
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» AutoStop Ignored if the database is already loaded.

e CommLinks The specifications for a network protocol are ignored if
another connection has already set parameters for that protocol.

* CommBufferSize If CommBufferSize is specified on the client, the
connection uses the minimum value of either the engine’s buffer size or
the CommBufferSize value. If it is not specified on the client, the
connection uses the engine’s buffer size.

» Unconditional  Ignored if the database is already loaded or if the
server is already running.

The interface library uses the completed list of connection parameters to
attempt to connect.

In the next step towards establishing a connection, Adaptive Server
Anywhere attempts to locate a server. If the connection parameter list
includes a server name&iigineName (ENG)connection parameter), it

carries out a search first for a local server (personal server or network server
running on the same machine) of that name, followed by a search over a
network. If noEngineName (ENG)connection parameter is supplied,
Adaptive Server Anywhere looks for a default server.
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Notes

Is ENG supplied?

s there a local
server named
ENG?

Is there a default
personal server?

No
Yes

Locate
database on
server

e ports specifi
in CommLinks
eady available?

Yes

Yes No

Start up required

network protocol —»
ports

Attempt to locate
a server named
ENG using
available ports

Can a server be
located?

No

Attempt to start a
personal server

[ If Adaptive Server Anywhere locates a server, it tries to locate or load
the required database on that server. For informationlseeting the
database” on page 80

[l If Adaptive Server Anywhere cannot locate a server, it attempts to start a
personal server. For information, s&tarting a personal server” on page 81

¢ For local connections, locating a server is simple. For connections over a
network, you can use theommLinks (LINKS) connection parameter to
tune the search in many ways by supplying network communication
parameters.

+ The network search involves a search over one or more of the protocols
supported by Adaptive Server Anywhere. For each protocol, the network
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library starts a single port. All connections over that protocol at any one
time use a single port.

You can specify a set of network communication parameters for each
network port in the argument to tl@mmLinks (LINKS) connection
parameter. Since these parameters are necessary only when the port first
starts, the interface library ignores any connection parameters specified in
theCommLinks (LINKS) connection parameter for a port already

started.

Each attempt to locate a server (the local attempt and the attempt for each
network port) involves two steps. First, Adaptive Server Anywhere looks

in the server name cache to see if a server of that name is available.
Second, it uses the available connection parameters to attempt a
connection.

If Adaptive Server Anywhere successfully locates a server, it then tries to
locate the database. For example:
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Attempt to
connect

Is there a default

. No
database running?

Failure

a databa
running whose
ame is the root o
DBF?

Attempt to
connect

Attempt to
connect

*—Yes

Failure
Load and attempt to
connect

Starting a personal server

If no server can be located, the interface libraries attempt to start a personal
server using other parameters. The START and DBF parameters can be used
to start a personal server.

81



Is there a START
parameter?

Is there a DBF
parameter?

Y
es Failure Use the START
parameter

Attempt to start a
personal server on
the file

The StartLine (START) connection parameter takes a personal database
server command line. If a Start parameter is unavailable, Adaptive Server
Anywhere attempts to start a personal server on the file indicated by the
DatabaseFile (DBF) If both anEngineName (ENG)parameter and a
DatabaseFile (DBF)parameter appear, tlisngineName (ENG)parameter
becomes the name of the server.

Server name caching for faster connections

Tuning the broadcast

Caching server
information

82

When theDoBroadcast (DOBROAD)communication parameter is set to
DIRECT or ALL , the network library looks for a database server on a
network by broadcasting over the network using@wemnmLinks (LINKS)
connection parameter.

The CommLinks (LINKS) parameter takes as argument a string listing the
protocols to use and, optionally for each protocol, a variety of network
communication parameters that tune the broadcast.

L1 For more information about network communications parameters, see
“Network communications parameters” on page .201

Broadcasting over large networks searching for a server of a specific name
can be time-consuming. Leaving tb®Broadcast (DOBROAD)
communication parameter at the default valdel( ) speeds up network
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connections by saving the protocol the first connection to a server was found
on, and its address, to a file and using that information for subsequent
connections.

The server information is saved in a cached file naasabrv.ini The file
contains a set of sections, each of the following form:

[Server name]
Link=protocol_name
Address=address_string

The asasrv.infiile is located in your Adaptive Server Anywhere executable
directory (the same directory as the ODBC/ DBLib DLL).

Note:
It is very important that each server has a unique name. Giving different
servers the same name can lead to identification problems.

How the cache is used If the server name and protocol in the cache match the connection string,
Adaptive Server Anywhere tries to connect using the cached address first. If
that fails, or if the server name and protocol in the cache do not match the
connection string, the connection string information is used to search for the
server using a broadcast. If the broadcast is successful, the server name entry
in the cache is overwritten. If no server is found, the server name entry in the
cache is removed.

Interactive SQL connections

The Interactive SQL utility has a different behavior from the default
Embedded SQL behavior when a CONNECT statement is issued while
already connected to a database. If no database or server is specified in the
CONNECT statement, Interactive SQL connects to the current database,
rather than to the default database. This behavior is required for database
reloading operations.

[l For more information, see “CONNECT statement [ESQL] [Interactive
SQL]” [ASA SQL Referencpage 287]
Testing that a server can be found

The dbping utility is provided to help in troubleshooting connections. In
particular, you can use it to test if a server with a particular name is available
on your network.

The dbpingutility takes a connection string as an option, but by default only
those pieces required to locate a server are used. It does not attempt to start a
server.
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The following command line tests to see if a server named Waterloo is
available over a TCP/IP connection:

dbping -c "eng=Waterloo;CommLinks=tcpip"

The following command tests to see if a default server is available on the
current machine.
dbping

[0 For more information omlbpingoptions, se&The Ping utility” on
page 514
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Using integrated logins

Operating systems
supported

Benefits of an integrated
login

Theintegrated login feature allows you to maintain a single user ID and
password for both database connections and operating system and/or
network logins. This section describes the integrated login feature.

Integrated login capabilities are available for the Windows NT server only. It
is possible for Windows 95/98/Me clients, as well as Windows NT/2000/XP
clients, to use integrated logins to connect to a network server running on
Windows NT/2000/XP.

An integrated login is a mapping from one or more Windows NT/2000/XP
user profiles to an existing user in a database. A user who has successfully
navigated the security for that user profile and logged in to their machine can
connect to a database without providing an additional user ID or password.

To accomplish this, the database must be enabled to use integrated logins
and a mapping must have been granted between the user profile used to log
in to the machine and/or network, and a database user.

Using an integrated login is more convenient for the user and permits a
single security system for database and network security. Its advantages
include:

+ When connecting to a database using an integrated login, the user does
not need to type a user ID or password.

+ If you use an integrated login, the user authentication is done by the
operating system, not the database: a single system is used for database
security and machine or network security.

¢ Multiple user profiles can be mapped to a single database user ID.

¢ The name and password used to login to the Windows NT/2000/XP
machine do not have to match the database user ID and password.

Caution
Integrated logins offer the convenience of a single security system but there
are important security implications which database administrators should

be familiar with.

[0 For more information about security and integrated logins; Seeurity
concerns: unrestricted database access” on page 89

Using integrated logins

Several steps must be implemented in order to connect successfully via an
integrated login.
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O To use an integrated login

1. Enable the integrated login feature in a database by setting the value of
the LOGIN_MODE database option to either Mixed or Integrated (the
option is case insensitive), in place of the default value of Standard. This
step requires DBA authority).

2. Create an integrated login mapping between a user profile and an existing
database user. This can be done using a SQL statement or a wizard in
Sybase Central. In Sybase Central, all users with integrated login
permission appear in the Integrated Logins folder.

3. Connect from a client application in such a way that the integrated login
facility is triggered.

Each of these steps is described in the sections below.
Enabling the integrated login feature

The LOGIN_MODE database option determines whether the integrated
login feature is enabled. As database options apply only to the database in
which they are found, different databases can have a different integrated
login setting even if they are loaded and running within the same server.

The LOGIN_MODE database option accepts one of following three values
(which are case insensitive).

¢ Standard With this setting, integrated logins are not permitted. This is
the default setting. An error occurs if an integrated login connection is
attempted.

¢+ Mixed With this setting, both integrated logins and standard logins are
allowed.

¢ Integrated With this setting, all logins to the database must be made
using integrated logins.

Caution
Setting the LOGIN_MODE database option to Integrated restricts
connections to only those users who have been granted an integrated
login mapping. Attempting to connect using a user ID and password

generates an error. The only exception to this is users with DBA
authority (full administrative rights).

Example The following SQL statement sets the value of the LOGIN_MODE database
option to Mixed, allowing both standard and integrated login connections:

SET OPTION Public.LOGIN_MODE = Mixed
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Creating an integrated login

Example

User profiles can only be mapped to an existing database user ID. When that
database user ID is removed from the database, all integrated login
mappings based on that database user ID are automatically removed.

A user profile does not have to exist for it to be mapped to a database user
ID. More than one user profile can be mapped to the same user ID.

Only users with DBA authority are able to create or remove an integrated
login mapping.

An integrated login mapping is made either using a wizard in Sybase Central
or a SQL statement.

To map an integrated login (Sybase Central)
1. Connect to a database as a user with DBA authority.
2. Click the New Integrated Login button on the toolbar.

3. On the first page of the wizard, specify the name of the system
(computer) user for whom the integrated login is to be created.

Also, select the database user ID this user maps to. The wizard displays
the available database users. You must select one of these. You cannot
add a new database user ID.

4. Follow the remaining instructions in the wizard.

To map an integrated login (SQL)
1. Connect to a database with DBA authority.
2. Execute a GRANT INTEGRATED LOGIN TO statement.

The following SQL statement allows Windows NT uséen_whitney and
matthew_cobbto log in to the database as the uBBA, without having to
know or provide the DBA user ID or password.

GRANT INTEGRATED LOGIN
TO fran_whitney, matthew_cobb
AS USER DBA

[0 For more information, see “GRANT statemefSA SQL Reference,
page 456]

Revoking integrated login permission

You can remove an integrated login mapping using either Sybase Central or
Interactive SQL.
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O To revoke an integrated login permission (Sybase Central)

1. Connect to a database with DBA authority.
2. Open the Integrated Logins folder.

3. In the right pane, right-click the user/group you would like to remove the
integrated login permission from and choose Delete from the popup
menu.

To revoke an integrated login permission (SQL)
1. Connect to a database with DBA authority.
2. Execute a REVOKE INTEGRATED LOGIN FROM statement.

The following SQL statement removes integrated login permission from the
Windows NT user pchin.

REVOKE INTEGRATED LOGIN
FROM pchin

[0 For more information, see the “GRANT statemejKSA SQL Reference,
page 456]

Connecting from a client application

Interactive SQL
Examples
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A client application can connect to a database using an integrated login in
one of the following ways:

+ Setthelntegrated (INT) parameter in the list of connection parameters
to YES.

+ Specify neither a user ID nor a password in the connection string or
Connect dialog. This method is available only for Embedded SQL
applications, including the Adaptive Server Anywhere administration
utilities.

If Integrated=YES s specified in the connection string, an integrated
login is attempted. If the connection attempt fails and the LOGIN_MODE
database option is set to Mixed, the server attempts a standard login.

If an attempt to connect to a database is made without providing a user ID or
password, an integrated login is attempted. The attempt succeeds or fails
depending on whether the current user profile name matches an integrated
login mapping in the database.

For example, a connection attempt using the following Interactive SQL
statement will succeed, providing the user has logged on with a user profile
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Integrated logins via
ODBC

name that matches a integrated login mapping in a default database of a
server:

CONNECT USING 'INTEGRATED=yes’

The Interactive SQL statement

CONNECT
can connect to a database if all the following are true:
¢ Aserver is currently running.

+ The default database on the current server is enabled to accept integrated
login connections.

¢ Anintegrated login mapping has been created that matches the current
user’s user profile name.

¢ If the user is prompted with a dialog by the server for more connection
information (such as occurs when using the Interactive SQL utility), the
user clicks OKwithout providing more information.

A client application connecting to a database via ODBC can use an
integrated login by including thimtegrated (INT) parameter among other
attributes in its Data Source configuration.

Setting the attributéntegrated=YES  in an ODBC data source causes
database connection attempts using that DSN to attempt an integrated login.
If the LOGIN_MODE database option is set to Standard, the ODBC driver
prompts the user for a database user ID and password.

Security concerns: unrestricted database access

The integrated login feature works using the login control system of

Windows NT/2000/XP in place of the Adaptive Server Anywhere security
system. Essentially, the user passes through the database security if they can
log in to the machine hosting the database, and if other conditions, outlined

in “Using integrated logins” on page 8&re met.

If the user successfully logs in to the Windows NT/2000/XP server as
“dsmith”, they can connect to the database without further proof of
identification provided there is either an integrated login mapping or a
default integrated login user ID.

When using integrated logins, database administrators should give special
consideration to the way Windows NT/2000/XP enforces login security in
order to prevent unwanted access to the database.
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In particular, be aware that by default a “Guest” user profile is created and
enabled when Windows NT Workstation or Server is installed.

Caution
Leaving the user profile Guest enabled can permit unrestricted access to a
database that is hosted by that server.

If the Guest user profile is enabled and has a blank password, any attempt to
log in to the server will be successful. It is not required that a user profile
exist on the server, or that the login ID provided have domain login
permissions. Literally any user can log in to the server using any login ID
and any password: they are logged in by default to the Guest user profile.

This has important implications for connecting to a database with the
integrated login feature enabled.

Consider the following scenario, which assumes the Windows NT server
hosting a database has a Guest user profile that is enabled with a blank
password.

+ An integrated login mapping exists between the disar_whitney and
the database user IDBA. When the usefran_whitney connects to the
server with her correct login ID and password, she connects to the
database aBBA, a user with full administrative rights.

But anyone else attempting to connect to the servénaas whitney will
successfully log in to the server regardless of the password they provide
because Windows NT will default that connection attempt to the Guest
user profile. Having successfully logged in to the server using the
fran_whitney login ID, the unauthorized user successfully connects to
the database d&3BA using the integrated login mapping.

Disable the Guest user profile for security
The safest integrated login policy is to disable the Guest user profile on

any Windows NT machine hosting an Adaptive Server Anywhere datapase.
This can be done using the Windows NT User Manager utility.

Setting temporary public options for added security

90

Setting the value of the LOGIN_MODE option for a given database to
Mixed or Integrated using the following SQL statement permanently enables
integrated logins for that database.

SET OPTION Public.LOGIN_MODE = Mixed

If the database is shut down and restarted, the option value remains the same
and integrated logins are still enabled.



Chapter 2. Connecting to a Database

Changing the LOGIN_MODE option temporarily will still allow user access
via integrated logins. The following statement will change the option value
temporarily:

SET TEMPORARY OPTION Public.LOGIN_MODE = Mixed

If the permanent option value is Standard, the database will revert to that
value when it is shut down.

Setting temporary public options can be considered an additional security
measure for database access since enabling integrated logins means that the
database is relying on the security of the operating system on which it is
running. If the database is shut down and copied to another machine (such as
a user’s machine) access to the database reverts to the Adaptive Server
Anywhere security model and not the security model of the operating system
of the machine where the database has been copied.

[0 For more information on using the SET OPTION statement see “SET
OPTION statement[ASA SQL Referencpage 556]

Network aspects of integrated logins

If the database is located on a network server, then one of two conditions
must be met for integrated logins to be used:

¢ The user profile used for the integrated login connection attempt must
exist on both the local machine and the server. As well as having
identical user profile names on both machines, the passwords for both
user profiles must also be identical.

For example, when the user jsmith attempts to connect using an
integrated login to a database loaded on a network server, identical user
profile names and passwords must exist on both the local machine and
application server hosting the database. jsmith must be permitted to login
to both the local machine and the server hosting the network server.

¢ If network access is controlled by a Microsoft Domain, the user
attempting an integrated login must have domain permissions with the
Domain Controller server and be logged in to the network. A user profile
on the network server matching the user profile on the local machine is
not required.

Creating a default integrated login user
A default integrated login user ID can be created so that connecting via an

integrated login will be successful even if no integrated login mapping exists
for the user profile currently in use.
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For example, if no integrated login mapping exists for the user profile name
JSMITH, an integrated login connection attempt will normally fail when
JSMITH is the user profile in use.

However, if you create a user ID named Guest in a database, an integrated
login will successfully map to the Guest user ID if no integrated login
mapping explicitly identifies the user profile JSMITH.

The default integrated login user permits anyone attempting an integrated
login to successfully connect to a database if the database contains a user ID
named Guest. The authorities granted to the Guest user ID determine the
permissions and authorities granted to the newly-connected user.
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Client/Server Communications

About this chapter Each network environment has its own peculiarities. This chapter describes
those aspects of network communication that are relevant to the proper
functioning of your database server, and provides some tips for diagnosing
network communication problems. It describes how networks operate, and
provides hints on running the network database server under each protocol.

Network database server only

The material in this chapter applies only to the network server. You do not
need to read this chapter if you are using the personal database server.

Contents

Topic: page
Supported network protocols 94
Using the TCP/IP protocol 95
Using the SPX protocol 100
Using Named Pipes 101
Adjusting communication compression settings to improve perfor-102
mance

Troubleshooting network communications 105
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Properly configured Adaptive Server Anywhere servers run under the
following networks and protocols:

+ Windows NT/2000/XP and Windows 95/98/Me  TCP/IP or SPX
protocols.

¢ Windows CE TCP/IP protocol.
+ Netware All Novell networks using the SPX or TCP/IP protocols.
¢ UNIX TCP/IP protocol.

In addition, the Named Pipes protocol is provided for communication from a
client application running on the same machine but built for a different
operating system.

¢ Windows NT/2000/XP  Named Pipes is used for same-machine
communication between any application and the server, but is generally
not recommended for this purpose. Named Pipes is not used for network
communications.

The client library for each platform supports the same protocols as the
corresponding server. In order for Adaptive Server Anywhere to run
properly, the network protocols (TCP/IP and/or SPX) must be installed and
configured properly on both the client and server computers.
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Using the TCP/IP protocol

TCP/IP is a suite of protocols originally implemented by the University of
California at Berkeley for BSD UNIX. TCP/IP has gained widespread use
with the expansion of the Internet and the World wide web.

UDP is a transport layer protocol that sits on top of IP. Adaptive Server
Anywhere uses UDP on top of IP to do initial server name resolution and
TCP for connection and communication after that.

When you use the TCP/IP protocol, you can force strong encryption of
client/server communications using ECC_TLS (formerly Certicom) or
RSA_TLS encryption technology.

[l For more information about strong encryption, $€acrypting
client/server communications” on page

Using TCP/IP with Windows

The TCP/IP implementation for Windows NT/2000/XP is written to the
Winsock 2.0 standard, and the implementation for Windows 95/98/Me and
Windows CE uses the Winsock 1.1 standard.

If you do not have TCP/IP installed, chose TCP/IP Protocol from the Control
Panel, Network Settings.

Tuning TCP/IP performance

Increasing the packet size may improve query response time, especially for
gueries transferring a large amount of data between a client and a server
process. You can set the packet size usinggheption in the database

server command, or by setting tB®mmBufferSize (CBSIZE) connection
parameter in your connection profile.

[l For more information, seep server option” on page 154r
“CommBufferSize connection parameter [CBSIZE]” on page.178

Connecting across a firewall

There are restrictions on connections when the client application is on one
side of a firewall, and the server is on the other. Firewall software filters
network packets according to network port. Also, it is common to disallow
UDP packets from crossing the firewall.

When connecting across a firewall, you must use a set of communication
parameters in th€ommLinks (LINKS) connection parameter of your
application’s connection string.
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¢ ClientPort  Set this parameter to a range of allowed values for the client
application to use. You can then configure your firewall to allow these
packets across. You can use the short form CPort.

¢ Host Set this parameter to the host name on which the database server

is running. You can use the short form IP.

¢ ServerPort If your database server is not using the default port of 2638,
you must specify the port it is using. You can use the short form Port.

¢ DoBroadcast=NONE  Set this parameter to prevent UDP from being
used when connecting to the server.

The following connection string fragment restricts the client application to
ports 5050 through 5060, and connects to a server nanyedgrunning on
the machine at addressyhostusing the server port 2020. No UDP
broadcast is carried out because of the DoBroadcast option.

Eng=myeng;Links=tcpip(ClientPort=5050-
5060;Host=myhost;Port=2020;DoBroadcast=NONE)

[0 For more information, see the following:

¢ “CommLinks connection parameter [LINKS]” on page 179

¢ “ClientPort communication parameter [CPORT]" on page 204
+ “ServerPort communication parameter [PORT]” on page 215
+ “Host communication parameter [IP]” on page 207

¢ “DoBroadcast communication parameter [DOBROAD]” on page 206

Connecting on a dial-up network connection
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You can use connection and communications parameters to assist with
connecting to a database across a dial-up link.

On the client side, you should specify the following communications
parameters:

¢ Host parameter  You should specify the host name or IP address of the
database server using tHest (IP) communication parameter.

[0 For more information, se#Host communication parameter [IP]” on
page 207

¢ DoBroadcast parameter  If you specify theHost (IP) communication
parameter, there is no need to do a broadcast search for the database
server. For this reason, use direct broadcasting.
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[1 For more information, se®oBroadcast communication parameter
[DOBROAD]” on page 206

¢ MylP parameter  You should seMylP=NONE on the client side.

0 For more information, seéylP communication parameter [ME]”
on page 213

¢ TIMEOUT parameter Set theTIMEOUT (TO) communication
parameter to increase the time the client will wait while searching for a
server.

[l For more information, see th&@imeout communication parameter
[TO]” on page 217

A typical CommLinks (LINKS) connection parameter may look as follows:

Links=tcpip(MylP=NONE;DoBroadcast=DIRECT;Host=server_ip)

Encrypting client/server communications over TCP/IP

By default, communication packets are not encrypted; this poses a potential
security risk. For greater security, you can force client/server network
communications over the TCP/IP port to be encrypted using ECC_TLS
(formerly Certicom) or RSA_TLS encryption technology. TCP/IP is the

only network protocol that supports this strong encryption.

For information about forcing encryption of client/server communications
from the server, sekec server option” on page 141

[0 For information about forcing encryption of client/server
communications from a particular client, s&cryption connection
parameter [ENC]” on page 188

Connecting using an LDAP server

You can specify a central LDAP server to keep track of all servers in an
enterprise if you are operating on a Windows (except CE and Win64), Unix
or NetWare platform. When the database server registers itself with an
LDAP server, clients can query the LDAP server and find the server they are
looking for regardless of whether they are on a WAN or LAN, or going
through firewalls. They do not need to specify an IP address (HOST=)
either. The Server Location utility [dblocate] can use the LDAP server to
find other such servers as well.

LDAP is only used with TCP/IP, and only on network servers.

To enable this feature, a file containing information on how to find and
connect to the LDAP server must be created on both the server machine and
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on each client machine. By default the name of this filedaldap.inibut it
is configurable. If this file doesn’t exist, LDAP support is silently disabled.

The file must be located in the same directory as the ASA executables (for
example %asany%\win32n Windows) unless a full path is specified with
the LDAP parameter. The file must be in the following format:

[LDAP]

server=< machine running LDAP server >

port=< port number of LDAP server >

basedn=< Base DN>

authdn=< Authentication DN >

password=< password for authdn >

search_timeout=<  age of timestamps to be ignored >
update_timeout=<  frequency of timestamp updates >

server the name or IP address of the machine running the LDAP server.
Required on NetWare and Unix. If this entry is missing on Windows,
Windows looks for an LDAP server running on the local domain controller.

port the port number used by the LDAP server. The default is 389.

basedn the domain name of the subtree where the Adaptive Server
Anywhere entries are stored. This defaults to the root of the tree.

authdn the authentication domain name. The domain name must specify
an existing user object in the LDAP directory that has write access to the
basedn. This is required for the server, and ignored on the client.

password the password for authdn. This is required for the server, and
ignored on the client.

search_timeout  the age of timestamps at which the timestamp will be
ignored by the client and/or the Server Location [dblocate] utility. A value of
0 disables this option so that all entries are assumed to be current. Default is
600 seconds (10 minutes).

update_timeout  The frequency of timestamp updates in the LDAP
directory. A value of 0 disables this option so that the server never updates
the timestamp. The default is 120 seconds (2 minutes).

The following is a sample asaldap.ini file:

[LDAP]

server=ldapserver

basedn=dc=iAnywhere,dc=com
authdn=cn=ASAServer,ou=iAnywhereASA,dc=iAnywhere,dc=com
password=secret

The entries are stored in a subtree of the basedn called iAnywhereASA. This
entry must be created before Adaptive Server Anywhere can use LDAP. To
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create the subtree, you can use the LDAPADD utility, supplying the
following information:

dn: ou=iAnywhereASA,< basedn >
objectClass: organizationalUnit
objectClass: top

ou: iAnywhereASA

When the server starts up, it checks for an existing entry with the same name
in the LDAP file. If one is found, it is replaced if either

¢ the location entries in LDAP match the server attempting to start, or

¢ the timestamp field in the LDAP entry is more than 10 minutes old (the
timeout value is configurable)

If neither of these is true, then there is another server running with the same
name as the one attempting to start, and startup fails.

To ensure that entries in LDAP are up-to-date, the server updates a
timestamp field in the LDAP entry every 2 minutes. If an entry’s timestamp
is older than 10 minutes, clients ignore the LDAP entry. Both of these values
are configurable.

On the client, the LDAP directory is searched before doing any
broadcasting, so if the server is found, no broadcasts are sent. The LDAP
search is very fast, so if it fails, there is no discernible delay.

The Server Location utility [dblocate] also uses LDAP - all servers listed in
LDAP are added to the list of servers returned. This allows the Server
Location utility [dblocate] to list servers that wouldn’t be returned normally,
for example, those which broadcasts wouldn't reach. Entries with
timestamps older than 10 minutes are not included.

99



Using the SPX protocol

Connecting via SPX
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SPX is a protocol from Novell. Adaptive Server Anywhere for NetWare,
Windows NT/2000/XP, and Windows 95/98/Me can all employ the SPX
protocol. This section provides some tips for using SPX under different
operating systems.

SPX is not supported on 64-bit operating systems.

Some machines can use the NetWare bindery. These machines are NetWare
servers or Windows NT/2000/XP or Windows 95/98/Me machines where the
Client Service for NetWare is installed. A client application on one of these
machines does not need to use broadcasts to connect to the server if the
server to which it is connecting is also using the bindery.

Applications running on machines not using the bindery must connect using
one of the following:

¢ Anexplicitaddress  You can specify an explicit address using the
HOST (IP) communication parameter.

[0 For more information, see thélost communication parameter [IP]”
on page 207

¢ Broadcast If a server is not found in the bindery, the client will attempt
to find it using a broadcast. This can be disabled with by setting the
DoBroadcast (DOBROAD)communication parameter dMONE
(client-side) oINO (server-side).

[J For more information, see tf{®oBroadcast communication
parameter [DOBROAD]” on page 206
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Using Named Pipes

Named Pipes is a facility for interprocess communication. Named Pipes can
be used for communication between processes on the same computer or on
different computers.

Adaptive Server Anywhere for Windows NT/2000/XP uses local Named
Pipes for same-machine communication.

1 For more information, s€&upported network protocols” on page.94

Adaptive Server Anywhere does not use Named Pipes for client/server
communications between different machines.
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Adjusting communication compression settings
to improve performance

Enabling Compression
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Enabling compression for one or all connections, as well as setting the
minimum size at which packets are compressed can significantly improve
Adaptive Server Anywhere performance in some circumstances.

To determine if enabling compression will help in your particular situation,
we recommend that you conduct a performance analysis on your particular
network and using your particular application before using communication
compression in a production environment. Performance results will vary
according to the type of network you are using, your applications, and the
data you transfer.

The most basic way of tuning compression is as simple as enabling or
disabling theCompression (COMP)connection parameter on either a
connection or server level. More advanced methods of fine tuning
compression performance include adjusting@mnmBufferSize
(CBSIZE) and/or theCompressionThreshold (COMPT)connection
parameters.

Enabling compression increases the quantity of information stored in data
packets, thereby reducing the number of packets required to transmit a
particular set of data. By reducing the number of packets, the data can be
transmitted more quickly.

For more information about performance analysis, Segformance
Monitor statistics” on page 638r “sa_conn_compression_info system
procedure’JASA SQL Referencpage 708]

Enabling compression for a connection (or all connections) can significantly
improve Adaptive Server Anywhere performance under some circumstances,
including:

+ when used over slow networks such as some wireless networks, some
modems, serial links and some WANS.

+ when used in conjunction with Adaptive Server Anywhere encryption
over a slow network with built-in compression, since packets are
compressed before they are encrypted.

Enabling compression, however, can sometimes also cause slower
performance. For instance,

¢ communication compression uses more memory and more CPU. It may
cause slower performance, especially for LANs and other fast networks.
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Modifying the
CommBufferSize setting

Modifying the
compression threshold

¢ most modems and some slow networks already have built-in
compression. In these cases, Adaptive Server Anywhere communication
compression will not likely provide additional performance benefits
unless you are also encrypting the data.

[0 For more information about compression, $8empress connection
parameter [COMP]” on page 18%pc server option” on page 154

While CommBufferSize (CBSIZE)is not a compression parameter in

itself, adjusting this parameter can benefit compression, especially if you are
transferring a large amount of data between a client and server. A larger
packet size can improve performance for multi-row fetches and fetches of
larger rows, as well as inserting or retrieving BLOBSs.

As always, however, there are tradeoffs with performance improvements.
Since each connection has its own pool of buffers, a large buffer size also
increases the memory usage. Be sure to analyze your particular situation to
make sure that the benefits of increasing the CommBufferSize outweigh the
costs.

[l For more information se&uning TCP/IP performance” on page abe
“CommBufferSize connection parameter [CBSIZE]” on page, bi&he“-p
server option” on page 154

You can also adjust the compression threshold to improve Adaptive Server
Anywhere performance. For most networks, the compression threshold does
not need to be changed.

When compression is enabled, individual packets may or may not be
compressed, depending on their size. For example, Adaptive Server
Anywhere does not compress packets smaller than the compression
threshold, even if communication compression is enabled. As well, small
packets (less than about 100 bytes) usually do not compress at all. Since
CPU time is required to compress packets, attempting to compress small
packets could actually decrease performance.

Generally speaking, lowering the compression threshold value may improve
performance on very slow networks, while raising the compression threshold
may improve performance by reducing CPU usage. However, since lowering
the compression threshold value will increase CPU usage on both the client
and server, a performance analysis should be done to determine whether or
not changing the compression threshold is beneficial.

[0 For more information seéCompressionThreshold connection
parameter [COMPTH]” on page 1&hd"-pt server option” on page 155
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0 To adjust Adaptive Server Anywhere compression settings

1.

Enable communication compression.

Large data transfers with highly compressible data and larger packet sizes
tend to get the best compression rates.

For more information about enabling compression,“€mmpress
connection parameter [COMP]” on page 1&id“-pc server option” on
page 154

. Adjust the CommBufferSize setting.

Increasing Adaptive Server Anywhere’s packet size can improve
compression performance.

[l For more information about adjusting the CommBufferSize setting,
see“CommBufferSize connection parameter [CBSIZE]” on page @78
“-p server option” on page 154

. Adjust the CompressionThreshold setting.

Lowering the compression threshold value may improve performance on
very slow networks, while raising the compression threshold may
improve performance by reducing CPU usage.

For more information about adjusting t@®mpressionThreshold
(COMPT) connection parameter, s&@ompressionThreshold
connection parameter [COMPTH]” on page 1&8®1“-pt server option”
on page 155
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Troubleshooting network communications

Ensure that you are

Network software involves several different components, increasing the
likelihood of problems. Although we provide some tips concerning network
troubleshooting here, the primary source of assistance in network
troubleshooting should be the documentation and technical support for your
network communications software, as provided by your network
communications software vendor.

using compatible protocols

Ensure that the client and the database server are using the same protocol.
The-x option for the server selects a list of protocols for the server to use,
and theCommLinks (LINKS) connection parameter does the same for the
client application.

You can use these options to ensure that each application is using the same
protocol.

By default, both the database server and client library use all available
protocols. The server supports client requests on any active protocol, and the
client searches for a server on all active protocols.

[l For more information about the option, see thé-x server option” on
page 162

[0 For information about th€ommLinks (LINKS) connection parameter,
see“CommLinks connection parameter [LINKS]” on page 179

Ensure that you have current drivers

Old network adapter drivers can be a source of communication problems.
You should ensure that you have the latest version of your network adapter.
You should be able to obtain current network adapter drivers from the
manufacturer or supplier of the card.

Testing the TCP/IP protocol

Using ping to test the IP
layer

Theping utility can be useful for testing that TCP/IP is installed and
configured properly.

Each IP layer has an associated address—a four-integer, period-separated
number (such as 191.72.109.12). Ping takes as an argument an IP-address
and attempts to send a single packet to the address.

First, determine if your own machine is configured correctly by “pinging”
yourself. If your IP-address is 191.72.109.12, you would type:
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ping 191.72.109.12

at the command prompt and wait to see if the packets are routed at all. If
they are, the output will appear similar to the following:

c:> ping 191.72.109.12

Pinging 191.72.109.12 with 32 bytes of data:

Reply from 191.72.109.12: bytes=32 time<.10ms TTL=32
Reply from 191.72.109.12: bytes=32 time<.10ms TTL=32
Reply from 191.72.109.12: bytes=32 time<.10ms TTL=32

If this works, it means that the computer is able to route packets to itself.
This is reasonable assurance that the IP layer is set up correctly. You could
also ask someone else running TCP/IP for their IP address and try pinging
them.

You should ensure that you can ping the computer running the database
server from the client computer before proceeding.

Diagnosing wiring problems

Faulty network wiring or connectors can cause problems that are difficult to
track down. Try recreating problems on a similar machine with the same
configuration. If a problem occurs on only one machine, it may be a wiring
problem or a hardware problem.

A checklist of common problems
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The following list presents some common problems and their solutions.

[l For information about troubleshooting connections to the database or
database server, s€Eroubleshooting connections” on page &bd
“Troubleshooting server startup” on page 34

If you receive the messagnable to start--server not found
when trying to start the client, the client cannot find the database server on
the network. Check for the following problems:

+ Under the TCP/IP protocaol, clients search for database servers by
broadcasting a request. Such broadcasts will typically not pass through
gateways, so any database server on a machine in another (sub)network,
will not be found. If this is the case, you must supply the host name of the
machine on which the server is running usingtheoption.

+ A firewall between the client and server may be preventing the
connection. For more information, s&onnecting across a firewall” on
page 95
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¢ Your network drivers are not installed properly or the network wiring is
not installed properly.

¢ If you receive the messag@able to initialize any
communication links , no link can be established. The probable cause
is that your network drivers have not been installed. The server tries to
start communication links using all available protocols unless you have
specified otherwise using the option. Check your network
documentation to find out how to install the driver you wish to use.

¢ You must use the TCP/IP protocol if you are connecting via jConnect.

¢ If you are trying to connect to a database server on your local machine,
make sure the Search Network For Database Servers option on the
Database tab of the Connect dialog is cleared. You can select this option
if you are trying to connect to a database server running on a machine
other than your local machine.

[J For more information about network communication parameters, see
“Network communications parameters” on page 201

Adjusting timeout values
If you are experiencing problems with connections unexpectedly

terminating, consider adjusting either the liveness or the idle timeout values.

[l For more information about liveness timeout values, see
“LivenessTimeout connection parameter [LTO]” on page, k3 the'-tl
server option” on page 159

[0 For more information about connection timeouts, se€itie
connection parameter [IDLE]” on page 1,%hd thé'-ti server option” on
page 159

107






CHAPTER 4

Adaptive Server Anywhere as an Open

Server

About this chapter

Contents

Adaptive Server Anywhere can appear to client applications as an Open
Server. This feature enables Sybase Open Client applications to connect
natively to Adaptive Server Anywhere databases.

This chapter describes how to use Adaptive Server Anywhere as an Open
Server, and how to configure Open Client and Adaptive Server Anywhere to
work together.

[0 For information on developing Open Client applications for use with
Adaptive Server Anywhere, see “The Open Client InterfdesA
Programming Guidepage 447]
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Open Servers, and TDS

This chapter describes how Adaptive Server Anywhere fits into the Sybase
Open Client/Open Server client/server architecture. This section describes
the key concepts of this architecture, and provides the conceptual
background for the rest of the chapter.

If you simply wish to use a Sybase application with Adaptive Server
Anywhere, you do not need to know any details of Open Client, Open
Server, or TDS. However, an understanding of how these pieces fit together
may be helpful for configuring your database and setting up applications.
This section explains how the pieces fit together, but avoids any discussion
of the internal features of the pieces.

Adaptive Server Anywhere and other members of the Adaptive Server family
act asOpen Servers This means that you can develop client applications
using theOpen Client libraries available from Sybase. Open Client includes
both the Client Library (CT-Library) and the older DB-Library interfaces.

Open Clients and Open Servers exchange information using an application
protocol called théabular data stream (TDS). All applications built using

the Sybase Open Client libraries are also TDS applications because the Open
Client libraries handle the TDS interface. However, some applications (such
as Sybase jConnect) are TDS applications even though they do not use the
Sybase Open Client libraries—they communicate directly using TDS

protocol.

While many Open Servers use the Sybase Open Server libraries to handle the
interface to TDS, some applications have a direct interface to TDS of their
own. Sybase Adaptive Server Enterprise and Adaptive Server Anywhere

both have internal TDS interfaces. They appear to client applications as an
Open Server, but do not use the Sybase Open Server libraries.

Adaptive Server Anywhere supports two application protocols. Open Client
applications and other Sybase applications such as Replication Server and
OmniConnect use TDS. ODBC and Embedded SQL applications use a
separate application protocol specific to Adaptive Server Anywhere.

Application protocols such as TDS sit on top of lower-level communications
protocols that handle network traffic. Adaptive Server Anywhere supports
TDS only over the TCP/IP network protocol. In contrast, the Adaptive
Server Anywhere-specific application protocol supports several network
protocols, as well as a shared memory protocol designed for same-machine
communication.
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Sybase applications and Adaptive Server Anywhere

Replication Server
support

OmniConnect support

The ability of Adaptive Server Anywhere to act as an Open Server enables
Sybase applications such as Replication Server and OmniConnect to work
with Adaptive Server Anywhere.

The Open Server interface enables support for Sybase Replication Server:
Replication Server connects through the Open Server interface, enabling
databases to act as replicate sites in Replication Server installations.

For your database to act as a primary site in a Replication Server installation,
you must also use the Replication Agent for Sybase Adaptive Server
Anywhere, also called bog Transfer Manager.

[J For information on the Replication Agent, séeplicating Data with
Replication Server” on page 425

Sybase OmniConnect provides a unified view of disparate data within an
organization, allowing users to access multiple data sources without having
to know what the data looks like or where to find it. In addition,
OmniConnect performs heterogeneous joins of data across the enterprise,
enabling cross-platform table joins of targets such as DB2, Sybase Adaptive
Server Enterprise, Oracle, and VSAM.

Using the Open Server interface, Adaptive Server Anywhere can act as a
data source for OmniConnect.
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Setting up Adaptive Server Anywhere as an Open

Server

This section describes how to set up an Adaptive Server Anywhere server to
receive connections from Open Client applications.

System requirements

Server-side requirements

Client-side requirements

There are separate requirements at the client and server for using Adaptive
Server Anywhere as an Open Server.

You must have the following elements at the server side to use Adaptive
Server Anywhere as an Open Server:

¢

Adaptive Server Anywhere server components You must use the
network serverd@bsrv9.exgif you want to access an Open Server over a
network. You can use the personal senaidng9.expas an Open Server
only for connections from the same machine.

TCP/IP You must have a TCP/IP protocol stack to use Adaptive Server
Anywhere as an Open Server, even if you are not connecting over a
network.

You need the following elements to use Sybase client applications to connect
to an Open Server (including Adaptive Server Anywhere):

¢

Open Client components ~ The Open Client libraries provide the
network libraries your application needs to communicate via TDS, if
your application uses Open Client.

jConnect If your application uses JDBC, you need jConnect and a Java
runtime environment.

DSEdit You needDSEdit the directory services editor, to make server
names available to your Open Client application. On UNIX platforms,
this utility is calledsybinit

DSEditis not included with SQL Anywhere Studio, but is included with
Open Server software.

Starting the database server as an Open Server

112

If you wish to use Adaptive Server Anywhere as an Open Server, you must
ensure that you start it using the TCP/IP protocol. By default, the server
starts all available communications protocols, but you can limit the protocols
started by listing them explicitly in the command. For example, the

following commands are both valid:
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Port numbers

Open Client settings

dbsrv9 -x tcpip,spx asademo.db
dbsrv9 -x tcpip -n myserver asademo.db

The first command uses both TCP/IP and SPX protocols, of which TCP/IP is
available for use by Open Client applications. The second line uses only
TCPI/IP.

You can use the personal database server as an Open Server for
communications on the same machine because it supports the TCP/IP
protocol.

The server can serve other applications through the TCP/IP protocol or other
protocols using the Adaptive Server Anywhere-specific application protocol
at the same time as serving Open Client applications over TDS.

Every application using TCP/IP on a machine uses a distinct TGio#Pso

that network packets end up at the right application. The default port for
Adaptive Server Anywhere is port 2638. It is recommended that you use the
default port number as Adaptive Server Anywhere has been granted that port
number by the Internet Assigned Numbers Authority (IANA). If you wish to
use a different port number, you can specify which one using#reerPort
(PORT) communication parameter:

dbsrv9 -x tcpip(ServerPort=2629) -n myserver asademo.db

You may also need to supply an EngineName if more than one local
database server is running, or if you wish to connect to a network server.

To connect to this server, the interfaces file at the client machine must
contain an entry specifying the machine name on which the database server
is running, and the TCP/IP port it uses.

[1 For details on setting up the client machine, €@enfiguring Open
Servers” on page 114
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Configuring Open Servers

The interfaces file

Adaptive Server Anywhere can communicate with other Adaptive Servers,
Open Server applications, and client software on the network. Clients can
talk to one or more servers, and servers can communicate with other servers
via remote procedure calls. For products to interact with one another, each
needs to know where the others reside on the network. This network service
information is stored in the interfaces file.

The interfaces file is usually name&L.ini on PC operating systems and
interfacesor interfacon UNIX operating systems.

Like an address book, the interfaces file lists the name and address of every
database server known to Open Client applications on your machine. When
you use an Open Client program to connect to a database server, the program
looks up the server name in the interfaces file and then connects to the server
using the address.

The name, location, and contents of the interfaces file differ between
operating systems. Also, the format of the addresses in the interfaces file
differs between network protocols.

When you install Adaptive Server Anywhere, the setup program creates a
simple interfaces file that you can use for local connections to Adaptive
Server Anywhere over TCP/IP. It is the System Administrator’s
responsibility to modify the interfaces file and distribute it to users so that
they can connect to Adaptive Server Anywhere over the network.

Using the DSEdIit utility

Starting DSEdit
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The DSEdit utility is a Windows utility that allows you to configure the
interfaces file SQL.ini). The following sections explain how to use the
DSEdit utility to configure the interfaces file.

[0 These sections describe how to uB8Editfor those tasks required for
Adaptive Server Anywhere. It is not complete documentation fo2B&dit
utility. For more information orDSEdit see theJtility Programsbook for
your platform, included with other Sybase products.

The DSEditexecutable is in th& YBASE\bindirectory, which is added to
your path on installation. You can stddSEdit either from the command
prompt or from the Explorer in the standard fashion.
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When you starDSEdit the Select Directory Service dialog appears.

Select Directory Service

Selecta Directary Senvice to Open:

DS Mame:

Cancel |

Configuration File:
;f:\sybase\iniuibtcl..:fg

Opening a Directory Services session

The Select Directory Service window allows you to open a session with a
directory service. You can open a session to edit the interfaceStpé.¢ni),
or any directory service that has a driver listed in kbécl.cfg file.

0 To open a session

1. Click the local name of the directory service you want to connect to, as
listed in the DS Name box, and click OK.

For Adaptive Server Anywhere, select the Interfaces Driver.

SYBASE environment variable must be set
The DSEdit utility uses the SYBASE environment variable to locate the
libtcl.cfg file. If the SYBASE environment variable is incorre@SEdit
cannot locate thébtcl.cfg file.
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B DSEDIT1 - InterfacesDriver H=l 3 |

Server Attributes VYalues

Path

e

You can add, modify, or delete entries for servers, including Adaptive Server
Anywhere servers, in this window.

Adding a server entry

0 To add a server entry

1. Choose Add from the Server Object menu.
The Input Server Name window appears.

2. Type a server name in the Server Name box, and click OK to enter the
server name.

The server name entry must match the name you used to start Adaptive
Server Anywhere with. The servaddresss used to identify and locate
the server. The server name field is an identifier for Open Client. For
Adaptive Server Anywhere, if the server has more than one database
loaded, theDSEditserver name entry identifies which database to use.

The server entry appears in the Server box. To specify the attributes of
the server, you must modify the entry.

Adding or changing the server address

Once you have entered a Server Name, you need to modify the Server
Address to complete the interfaces file entry.
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O To enter a Server Address

1. Select a server entry in the Server box.
2. Right-click the Server Address in the Attributes box.

3. Choose Modify Attribute from the popup menu. A window appears,
showing the current value of the address. If you have no address entered,
the box is empty.

Network Address Attribute

Protocol MNetwork Address

Add =i Delote

Cancel

4. Click Add. The Network Address for Protocol window appears.

5. Select NLWNSCK from the Protocol list box (this is the TCP/IP
protocol) and enter a value in the Network Address text box.

Input Network Address For Protocol

Protocal: MNetwork Address:
[NLwNSCK =zl [lecathostzezd

carce_|

For TCP/IP addresses, use one of the following two forms:
¢ computer name, name, port number

¢ IP-address, porthumber
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Machine name

Port Number

The address or computer name is separated from the port number by a
comma.

A name (or an IP address) identifies the machine on which the server is
running. On Windows operating systems, you can find the machine name in
Network Settings, in the Control Panel.

If your client and server are on the same machine, you must still enter the
machine name. In this case, you can lesalhostto identify the current
machine.

The port number you enter must match the port number you used to start the
Adaptive Server Anywhere database server with, as descrid&farting

the database server as an Open Server” on pagerht2default port

number for Adaptive Server Anywhere servers is 2638. This number has
been assigned to Adaptive Server Anywhere by the Internet Adapter Number
Authority (IANA), and use of this port is recommended unless you have
good reasons for explicitly using another port.

The following are valid server address entries:

elora,2638
123.85.234.029,2638

Verifying the server address
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You can verify your network connection using the Ping command from the
Server Object menu.

Database connections not verified
Verifying a network connection confirms that a server is receiving requests
on the machine name and port number specified. It does not verify anything
about database connections.

To ping a server

1. Ensure that the database server is running.
2. Click the server entry in the Server box of tBSEdit session window.

3. Choose Ping Server from the Server Object menu. The Ping window
appears.

4. Select the address you want to ping. Click Ping.

A message box appears, notifying you whether or not the connection is
successful. A message box for a successful connection states that both
Open Connection and Close Connection succeeded.
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Renaming a server entry

You can rename server entries from {DEEdit session window.

[0 Torename a server entry

1. Select a server entry in the Server box.

2. Choose Rename from the Server Object menu. The Input Server Name
window appears.

3. Type a new name for the server entry in the Server Name box.

4. Click OK to make the change.

Deleting server entries

You can delete server entries from tRSEdit session window.
O To delete a server entry
1. Click a server entry in the Server box.

2. Choose Delete from the Server Object menu.

Configuring servers for JDBC

The JDBC connection address (URL) contains all the information required
to locate the server.

[0 For information on the JDBC URL, see “Supplying a URL for the
server’[ASA Programming Guid@age 112]
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Characteristics of Open Client and jConnect

connections

Default settings

How the startup options

are set

120

When Adaptive Server Anywhere is serving applications over TDS, it
automatically sets relevant database options to values compatible with
Adaptive Server Enterprise default behavior. These options are set
temporarily, for the duration of the connection only. The client application

can override them at any time.

The database options set on connection using TDS include:

Option Set to
ALLOW_NULLS_BY_DEFAULT OFF
ANSINULL OFF
ANSI_BLANKS ON
ANSI_INTEGER_OVERFLOW ON
AUTOMATIC_TIMESTAMP ON

CHAINED OFF
CONTINUE_AFTER_RAISERROR | ON
DATE_FORMAT YYYY-MM-DD
DATE_ORDER MDY
ESCAPE_CHARACTER OFF
ISOLATION_LEVEL 1
FLOAT_AS_DOUBLE ON
QUOTED_IDENTIFIER OFF
TIME_FORMAT HH:NN:SS.SSS

TIMESTAMP_FORMAT
TSQL_HEX_CONSTANT
TSQL_VARIABLES

YYYY-MM-DD HH:NN:SS.SSS
ON
ON

The default database options are set for TDS connections using a system
procedure named sp_tsql_environment. This procedure sets the following

options:
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SET TEMPORARY OPTION TSQL_VARIABLES="ON’;

SET TEMPORARY OPTION ANSI_BLANKS='ON’;

SET TEMPORARY OPTION TSQL_HEX_CONSTANT="ON’;

SET TEMPORARY OPTION CHAINED='OFF’

SET TEMPORARY OPTION QUOTED_IDENTIFIER="OFF’;

SET TEMPORARY OPTION ALLOW_NULLS_BY_DEFAULT='OFF’;
SET TEMPORARY OPTION AUTOMATIC_TIMESTAMP="ON’;

SET TEMPORARY OPTION ANSINULL="OFF’;

SET TEMPORARY OPTION CONTINUE_AFTER_RAISERROR="ON’;
SET TEMPORARY OPTION FLOAT_AS_DOUBLE='ON’

SET TEMPORARY OPTION ISOLATION_LEVEL=1";

SET TEMPORARY OPTION DATE_FORMAT=YYYY-MM-DD’;

SET TEMPORARY OPTION TIMESTAMP_FORMAT=YYYY-MM-DD HH:NN:SS.SSS’;
SET TEMPORARY OPTION TIME_FORMAT="HH:NN:SS.SSS’;

SET TEMPORARY OPTION DATE_ORDER='MDY’;

SET TEMPORARY OPTION ESCAPE_CHARACTER='OFF’

Do not edit the sp_tsql_environment procedure
Do not alter the sp_tsql_environment procedure yourself. It is for system
use only.

The procedure sets options only for connections that use the TDS
communications protocol. This includes Open Client and JDBC connections
using jConnect. Other connections (ODBC and Embedded SQL) have the
default settings for the database.

You can change the options for TDS connections.

To change the option settings for TDS connections

1. Create a procedure that sets the database options you want. For example,
you could use a procedure such as the following:

CREATE PROCEDURE my_startup_procedure()
BEGIN
IF connection_property(CommProtocol’)="TDS’ THEN
SET TEMPORARY OPTION QUOTED_IDENTIFIER="OFF"
END IF
END

This particular procedure example changes only the
QUOTED_IDENTIFIER option from the default setting.

2. Set the LOGIN_PROCEDURE option to the name of a new procedure:

SET OPTION LOGIN_PROCEDURE= 'DBA.my_startup_procedure’

Future connections will use the procedure. You can configure the procedure
differently for different user IDs.
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1 For more information about database options,“8sgtabase Options”
on page 555

O
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CHAPTER 5

The Database Server

About this chapter This chapter describes the line options for the Adaptive Server Anywhere
database server.

It also contains information for the options of the client executable (provided
for compatibility with Version 5 software).

The database server 124
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The database server

Function Start a personal database server or network database server.

Syntax {dbeng9 | dbsrv9 }[

server-options ] [

database-file [

database-options ] ...]

NetWare syntax load dbsrv9 [

server-options ] [

database-file [

database-options ] ...]

Server options

Server Option

Description

@environment-
variable

@filename

2

-c size

-ca0

-ch size

-cl size

-ct{+]-}

124

Read in options from an environment variable. See
“@environment-variable server option” on page 131

Read in options from a configuration file. S&@file-
name server option” on page 131

Display usage information. Sée? server option” on
page 133

Run in bulk operations mode. S&é server option” on
page 133

Setinitial cache size. Sée server option” on page 133

Disable dynamic cache sizing [Windows NT/2000/XP,
Windows 95/98/Me, UNIX]. Seé&-ca server option” on
page 135

Set the cache size upper limit [Windows NT/2000/XP,
Windows 95/98/Me]. Seé-ch server option” on
page 136

Set the cache size lower limit [Windows NT/2000/XP].
See"-cl server option” on page 136

Display cache usage in database server window. See
“-cs server option” on page 137

Turn character-set translation on and off [not NetWare
or Windows CE]. Seé-ct server option” on page 137
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Server Option

Description

-Cw

-d
-ec encryption-
options

-ep

_ga

-gb level

-gcnum

-gd level

-gesize

_gf

-gk level

-gl level

-gm num

-gn num

Enable use of Address Windowing Extensions on Win-
dows 2000 and Windows XP for setting the size of
the database server cache. Ses server option” on
page 138

Use POSIX I/O [NetWare]. Seed server option” on
page 141

Enable packet encryption [network server]. Sest
server option” on page 141

Prompt for encryption key. Sé'eep server option” on
page 143

Automatically unload the database after the last con-
nection closed. In addition, shut down after the last
database is closed [Not NetWare]. Sega server
option” on page 144

Set database process priority classldgwel [Win-
dows NT/2000/XP]. Seé-gb server option” on
page 144

Set maximum checkpoint timeout periodiam min-
utes. Seé-gc server option” on page 144

Set database starting permission. Sgd server option”
on page 145

Set the stack size for threads that run external functions
[not UNIX]. See“-ge server option” on page 146

Disable firing of triggers. Setgf server option” on
page 146

Set the permission required to stop the server.“Sge
server option” on page 146

Set the permission required to load or unload data. See
“-gl server option” on page 147

Set the maximum number of connections. Segn
server option” on page 147

Set the maximum number of concurrent requests the
database server can handle at one time.“Sgeserver
option” on page 148
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Server Option

Description

-gp size

-gr minutes

-gsssize

-gt num

-gu level

-n name

-o filename

-oefilename

-0ssize

-p packet-size

-pc

-pt size_in_bytes

_q|

Set the maximum page size size bytes. Seé-gp
server option” on page 149

Set the maximum recovery time fmwm minutes. See
“-gr server option” on page 149

Set the thread stack size $izebytes [not applicable to
Windows]. Seé-gss server option” on page 149

Set the number of operating processors used by the
database server. Stgt server option” on page 150

Set the permission level for utility commandsility -
db, all, none or DBA. See“-gu server option” on
page 150

Set the number of operating system threads assigned to
the database server process. [Windows NT/2000/XP,
Windows 95/98/Me]. Seé-gx server option” on

page 150

Truncate the transaction log after each checkpoint, for
all databases. Séem server option” on page 151

Usenameas the name of the database server. Note that
the-n switch is positional. Se&n server option” on
page 152

Output messages to the specified file. Seeserver
option” on page 153

Filename to log startup errors, fatal errors and assertions
to. Se€'-oe server option” on page 153

Limit the size of the log file for messages. Sees
server option” on page 154

Set the maximum network packet size [network server].
See"-p server option” on page 154

Compress all connections except same-machine connec-
tions. Seé-pc server option” on page 154

Set the minimum network packet size to compress. See
“-pt server option” on page 155

Do not display database server tray icon or screen. See
“-qi server option” on page 156
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Server Option

Description

-ap

_qs

-S

sb{ 0|1}

-ti minutes

-tl seconds

-tmf

-tmt milliseconds

-tg time

-ud

-ut minutes

Suppress messages about performance in the database
server window. See&qp server option” on page 156

Suppress startup error dialogs. Segs server option”
on page 156

Do not display database server screen. ‘Sg& server
option” on page 157

Opens database in read-only mode. Seeserver
option” on page 157

Set the syslog facility ID [UNIX]. Seé&-s server option”
on page 158

Specify how the server reacts to broadcasts. “Sde
server option” on page 158

Disable the shared memory port, and enable Named
Pipes. [Windows NT/2000/XP]. Séesc server option”
on page 158

Client idle time before shutdown—default 240 minutes.
See"-ti server option” on page 159

Default liveness timeout for clients in seconds—default
120 seconds. Sédl server option” on page 159

Force transaction manager recovery for distributed
transactions [Windows NT/2000/XP]. Seémf server
option” on page 160

Set the reenlistment timeout for distributed transactions
[Windows NT/2000/XP]. Seé&-tmt server option” on
page 160

Set quitting time [network server]. Séeq time server
option” on page 161

Use buffered disk 1/0. Se&u server option” on
page 161

Run as a daemon [UNIX]. Seeud server option” on
page 162

Touch temporary files evemyin minutes [UNIX]. See
“-ut server option” on page 162
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Recovery options

Database options
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Server Option

Description

-V

-X list

Y

-zo filename
-zr { all | SQL |

none}

-zssize

Recovery Option

Display database server version and stop.“Seserver
option” on page 162

Comma-separated list of communication links to try.
See"-x server option” on page 162

Run as a Windows 95/98/Me service [Win-
dows 95/98/Me]. Seky server option” on page 165

Provide diagnostic information on communication links
[network server]. Se&z server option” on page 165

Turn on capturing of the most recently-prepared SQL
statement for each connection. Sed server option”
on page 166

Redirect request-level logging information to a separate
file. See"-zo server option” on page 166

Turn on logging of SQL operations. The default is
NONE. Seé€"-zr server option” on page 167

Limit the size of the log file used for request-level
logging. Se€-zs server option” on page 167

Description

-a filename

Apply the named transaction log file. Sta recovery
option” on page 167

Force the database to start without a transaction log. See
“-f recovery option” on page 168
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Description

Cache size

Server differences

Platform availability

Database Option Description

-ek key Specify encryption key. Seeek database option” on
page 168

-m Truncate (delete) the transaction log after each check-

point for the specified database. See database
option” on page 169

-n name Name the database. Note that time switch is posi-
tional. Sed'-n database option” on page 170

-r Opens the specified database(s) in read-only mode.
Database modifications not allowed. Seedatabase
option” on page 170

Thedbeng9command starts a personal database serverdibie9
command starts a network database server.

The amount of cache memory available to the database server can be a key
factor in affecting performance. The database server takes an initial amount
of cache memory that is either specified by #eoption or is a default

value.

[l For information on the default cache size, $&eserver option” on
page 133

On Windows NT/2000/XP, Windows 95/98/Me, and UNIX, the database
server automatically takes more memory for use in the cache as needed,
determined by a heuristic algorithm.

[l For more information, see “Using the cache to improve performance”
[ASA SQL User’'s Guid@age 176]

You can use database options to configure the upper cache limitcbee
server option” on page 13&s well, you can force the cache to remain at its
initial amount: seé-ca server option” on page 135

The personal database server has a maximum of ten concurrent connections,
uses at most two CPUs for request processing, and does not support network
client/server connections.

In addition, there are other minor differences, such as the default permission
level that is required to start new databases, or the permissions required to
execute the CHECKPOINT statement.

Both personal and network database servers are supplied for each supported
operating system, with the following exceptions:

¢ Novell Netware  Only the network server is supplied.
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NetWare notes

Suppressing
Windows event log
messages

See also

Operating quietly

130

¢ Windows CE  Only the network server is supplied. The support for
TCP/IP in the network server enables you to carry out tasks from your
desktop machine, including database management, with Sybase Central.

In NetWare, the database file and the transaction log file must be on a
NetWare volume, and the paths must be fully specified. NetWare allows you
to have volumes that span two or more hard disks.

Database file ~The database-filspecifies the database filename. If
database-filés specified without a file extension, Adaptive Server
Anywhere looks first foldatabase-filavith extensionwrt (a write file)
followed by database-filavith extensiondh.

If you use a relative path, it is read relative to the current working directory.
You can supply a full path. Also, you can supply a path that conforms to the
Universal Naming Convention (UNC) format:

\\server \volume \path \file.ext

If you run the database server as a Windows service, you can suppress
Windows event log entries by setting a registry entry. The registry entry is

Software \Sybase \Adaptive Server Anywhere \9.0

To control event log entries, set the EventLogMask key, which is of type
REG_DWORD. The value is a bit mask containing the internal bit values for
the different types of event messages:

errors EVENTLOG_ERROR_TYPE 0x0001
warnings  EVENTLOG_WARNING_TYPE 0x0002
information EVENTLOG_INFORMATION_TYPE 0x0004

For example, if the EventLogMask key is set to zero, no messages appear at
all. A better setting would be 1, so that informational and warning messages
do not appear, but errors do. The default setting (no entry present) is for all
message types to appear.

“Running the Database Server” on page 3
“Network communications parameters” on page 201

The database server supports quiet mode. You determine how quiet you

want the server to operate, ranging from suppressing messages or the icon in
the system tray, to complete silence. To operate a completely silent database
server on Windows, specify thei -gs options. With these options set, there

is no visual indication that the server is running, as all icons and all possible
startup error messages are suppressed. If you run the database server in quiet
mode, you can use either (or both) Hoeor -oe options to diagnose errors.

Note that theqgi and-qs options do not suppress error dialogs caused by the
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-v (version) andep (prompt for database encryption password) server
options.

Database server options

These options apply to the server as a whole, not just to an individual
database.

@environment-variable server option

Function Read in server options from the supplied environment variable.

Syntax {dbsrv9 | dbeng9 } @env-var ...

Applies to All operating systems and servers.

Description The environment variable may contain any set of options. For example, this

statement (typed all on one line) sets an environment variable that holds
options for a database server that starts with a cache size of 4 Mb and loads
the sample database.

set envvar=-c 4096 "c: \Program Files \Sybase \SQL Anywhere 9\
asademo.db"

This statement starts the database server using the environment variable.

dbsrv9 @envvar

Environment variable given priority
If you have both a file and an environment variable with the value of your
@ option, the environment variable is used.

@filename server option

Function Read in server options from the supplied file. The number sign (#) must
precede comments.

Syntax {dbsrv9 | dbeng9 } @filename ...

Applies to All operating systems and servers, as well as all database utilities except

Interactive SQL [dbisql], the Debugger utility [dbprdbg], the Language
utility [dblang], and the Console utility [dbconsole].

Description The command file may contain line breaks, and may contain any set of
options.

If you want to protect the information in a configuration file (for example,
because it contains passwords) you can use the File Hiding [dbfhide] utility
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to obfuscate the contents of configuration files.

[0 For more information about the File Hiding utility, s€Ehe File Hiding
utility” on page 466

All database utilities except Interactive SQL [dbisql], the Debugger utility
[dbprdbg], the Language utility [dblang], and the Console utility [dbconsole]
accept the @filename parameter. The filename can occur at any point in the
command line, and parameters contained in the file are inserted at that point.
Multiple files can be specified, and the file specifier can be used with
command line switches. The @file syntax is not supported within a file.

@file parameters will be left untouched if they occur after the -w switch.
This can be useful, for example, if you want to use the Service Creation
utility [dbsvc] and to create a service where the server (or MobilLink) reads
the parameter file itself.

Examples The following reads all parameters from dbinit.in
dbinit @dbinit.in
The following example is the same disinit -q -ja -p 2048 -b
new.db

echo "-ja -p 2048" > dbinit.in
dbinit -g @dbinit.in -b new.db

In the following example, dbsvc_parms will be read by dbsvc, but
dbsrv_parms will not. The service will be created with the command line
dbsrv9.exe @dbsrv_parms

dbsvc @dbsvc_parms -w mysvc dbsrv9.exe @dbsrv_parms

The following command file holds a set of options for a server named
myserver that starts with a cache size of 4 Mb and loads the sample
database:

-c 4096
-n myserver
"c: \Program Files \Sybase \SQL Anywhere 9 \asademo.db"

If this configuration file is saved as\config.txt it can be used in a
command as follows:

dbsrv9 @c: \config.txt

The following command file contains comments:
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—7? server option

Function

Syntax

Applies to

Description

—b server option

Function

Syntax

Applies to

Description

—C server option

Function

#This is the server name:
-n MyServer

#These are the protocols:
-X tcpip

#This is the database file
my.db

Display usage information.
{dbsrv9 | dbeng9 }-?

All operating systems and servers.

Display a short description of each server option. The database does not
carry out any other task.

Use bulk operation mode.
{dbsrv9 | dbeng9 }-b ...

All operating systems and servers.

This is useful for using the Interactive SQL INPUT command to load large
guantities of data into a database.

The-b option should not be used if you are using LOAD TABLE to bulk
load data.

When you use this option, the database server allows only one connection by
one application. It keeps a rollback log, but it does not keep a transaction
log. The multi-user locking mechanism is turned off.

When you first start the database server after loading data with the
option, you should use a new log file.

Bulk operation mode does not disable the firing of triggers.

Set the initial memory reserved for caching database pages and other server
information.
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Syntax

Applies to

Description
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{dbsrv9 | dbeng9 }-c {
integer |
integerG |
integerK |
integerM |
integerP } ...

All operating systems and servers.

The amount of memory available for use as a database server cache is one of
the key factors controlling performance. You can set the initial amount of
cache memory using the server option

The more cache memory that can be given the server, the better its
performance.

The unitsG, K, andM can be either lower case or upper casé&s, 1K, or M

is not supplied, any integer less than 10 000 is assumed to be in kilobytes,
and any integer 10 000 or greater is assumed to be in bytes. For example,
4096 means 4096 kb or 4 194 304 bytes, whereag00 000 means (an
unreasonably small) cache of 200 000 bytes.

The unitP is a percentage of the physical system memory, and if you use

this, the argument is a percentage. You can use % as an alternative to P, but
as most non-UNIX operating systems use % as an environment variable
escape character, you must escape the % character. To use 50 percent of the
physical system memory, you would use the following:

dbeng9 -c 50%% ...

If no -c option is provided, the database server computes the initial cache
allocation as follows:

1. It uses the following operating-system-specific default cache sizes:
¢ Windows CE 600K
¢ Windows NT/2000/XP, Windows 95/98/Me, NetWare 2 Mb
¢ UNIX 8Mb

2. It computes a runtime-specific minimum default cache size, which is the
lesser of the following items:

¢ 25% of the machine’s physical memory
¢ The sum of the sizes of the main database files specified on the
command line. Additional dbspaces apart from the main database files

are not included in the calculation. If no files are specified, this value is
zero.

3. It allocates the greater of the two values computed.
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Example

See also
—ca server option

Function

Syntax

Applies to

Description

Example

See also

NetWare database server
There is a tradeoff between memory for the database server and memory
for the NetWare file system buffers. A larger database server cache|will
improve database server performance at the expense of NetWare file system
performance. If the database server cache is too big, NetWare will report
an error that there is insufficient memory for cache buffers.

NetWare memory requirements increase with every new directory and file
on the file server. To track memory usage on the NetWare server, Ipad
monitor.nIm(if it is not already loaded) and select “Resource Utilizatign”.
Extra memory for your NetWare server computer could improve datapase

performance and/or file server performance dramatically.

The following example, entered all on one line, starts a server named
myserver that starts with a cache size of 3 Mb and loads the sample
database:

dbeng9 -c 3M -n myserver "C: \Program Files \Sybase \SQL Anywhere
9\asademo.db"

“-ch server option” on page 136

Enforces a static cache size. The zero argument is required.

{dbsrv9 | dbeng9 }-caO...

Windows NT/2000/XP, Windows 95/98/Me, UNIX

You can disable automatic cache increase due to high server load by
specifying-ca 0 on the command line. If you do not set 0, the

database server automatically takes additional cache as needed. The cache
size still increases if the database server would otherwise run into the error
Fatal Error: dynamic memory exhausted , or if the Java VM

requires memory that would lead to a fatal error.

This server option should be used only in the fona 0. If -ca is omitted,
automatic cache growth is enabled.

The following example starts a server namnmegserver that has a static
cache that is 40% of the available physical memory and loads the sample
database:

dbsrv9 -c 40P -ca O -n myserver "C: \Program Files \Sybase \SQL
Anywhere 9 \asademo.db"

“-c server option” on page 133
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—ch server option

Function

Syntax

Applies to

Description

Example

See also

—cl server option

Function

Syntax

Applies to

Description

136

“-ch server option” on page 136

Sets a maximum cache size, as a limit to automatic cache growth.

{dbsrv9 | dbeng9 }-ch {
integer |
integerG |
integerK |
integerM |
integerP } ...

Windows NT/2000/XP, Windows 95/98/Me, and UNIX

This option limits the cache that the database server can take during
automatic cache growth. By default the upper limit is approximately the
lower of 256 Mb and 90% of the physical memory of the machine.

[J For the meaning and usage of the cache size arguments a6 khe
M, andP characters, seec server option” on page 133

The following example starts a server named silver that has a maximum
cache size of 2 Mb and loads the sample database:

dbeng9 -ch 2M -n silver "C:
asademo.db"

\Program Files \Sybase \SQL Anywhere 9\

“-c server option” on page 133
“-ca server option” on page 135

“-cl server option” on page 136

Sets a minimum cache size as a lower limit to automatic cache resizing.

{dbsrv9 | dbeng9 } -cl {integer |
integerG |
integerK |
integerM |
integerP } ...

Windows NT/2000/XP, Windows 95/98/Me, UNIX

This option sets a lower limit to the cache. The default minimum cache size

is the initial cache size.

[0 For the meaning and usage of the cache size arguments a6 khe
M, andP characters, seec server option” on page 133
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Example

See also

—CS server option

Function

Syntax

Applies to

Description

—ct server option

Function

Syntax

Applies to

Description

Example

See also

The following example starts a server nansider that has a minimum
cache size of 5 Mb and loads the sample database:

dbeng9 -cl 5M -n silver “C:
asademo.db"

\Program Files \Sybase \SQL Anywhere 9\

“-c server option” on page 133
“-ca server option” on page 135

“-ch server option” on page 136

Display cache size changes in the database server window.
{dbsrv9 | dbeng9 }-cs ...

All platforms with dynamic cache sizing.

For troubleshooting purposes, display cache information in the database
server window whenever the cache size changes.

To turn character set translation on and off.
{dbsrv9 | dbeng9 }-ct {+]-}...

All operating systems except Windows CE.

By default, character set translation is turned on. Character set translation
converts strings between character sets that represent the same characters,
but at different values. This is useful when the client machine and the
database use different character sets. Character set translation is disabled
with the-ct- server option. If this argument is supplied-ats- , character

set translation is turned on.

In version 7.x and earlier of Adaptive Server Anywhere,ther - values are
not accepted: specifying thet option enabled character set translation.

The following example starts a server with character set translation disabled
and loads the sample database:

dbeng9 -ct- "C:  \Program Files \Sybase \SQL Anywhere 9 \asademo.db"

“Turning off character set translation on a database server” on page 329

“Starting a database server using character set translation” on page 329
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—CW server option

Function Enables use of Address Windowing Extensions (AWE) on Windows 2000,
Windows XP, and Windows Server 2003 for setting the size of the database
server cache.

Syntax {dbsrv9 | dbeng9 }-cw ...
Applies to Windows 2000, Windows XP, Windows Server 2003, and higher.
Description The amount of memory available for use as a database server cache is one of

the key factors controlling performance. Because Windows 2000,
Windows XP, and Windows Server 2003 support Address Windowing
Extensions, you can use thev option to take advantage of large cache
sizes based on the maximum amount of physical memory in the system.

Operating system Maximum non- Maximum amount of phys-

AWE cache size ical memory supported by
Windows

Windows 2000 Profes- | 1.8 Gb 4 Gb

sional

Windows 2000 Server | 1.8 Gb* 4 Gb

Windows 2000 Ad- 2.7 Gb* 8 Gb

vanced Server

Windows 2000 Datacent 2.7 Gb* 64 Gb

ter Server

Windows XP Home 1.8Gb 2Gb

Edition

Windows XP Profes- 1.8Gb 4 Gb

sional

Windows Server 2003, | 1.8 Gb 2 Gb

Web Edition

Windows Server 2003, | 1.8 Gb 4 Gb

Standard Edition

Windows Server 2003, | 2.7 Gb* 32Gb
Enterprise Edition

Windows Server 2003, | 2.7 Gb* 64 Gb
Datacenter Edition
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*You must boot the operating system using t8@B option to use a cache
of this size.

When using an AWE cache, almost all of the available physical memory in
the system can be allocated for the cache.

If you can set a cache of the desired size using a non-AWE cache, this is
recommended because AWE caches allocate memory that can only be used
by the database server. This means that while the database server is running,
the operating system and other applications cannot use the memory allocated
for the database server cache. AWE caches do not support dynamic cache
sizing. Therefore, if an AWE cache is used and you specifydheor -cl

options to set the upper and lower cache size, they are ignored.

[l For information about specifying the cache size, ‘seserver option”
on page 133
[] To start a database server with an AWE cache, you must do the following

¢ Have at least 130 Mb of memory available on your system.

¢ If your system has between 2 Gb and 16 Gb of memory, ad3¢®
option to the Windows boot line in the “[operating systems]” section of
the boot.inifile.

If your system has more than 16 Gb of memory, do not add3tB

option to the Windows boot line in the “[operating systems]” section of
the boot.ini file because Windows will not be able to address memory
beyond 16 Gb.

+ If your system has more than 4 Gb of memory, add/E#E option to the
Windows boot line in the “[operating systems]” section of treot.ini
file.

¢ Grant the “Lock pages in memory” privilege to the user ID under which
the server is run. The following steps explain how to do this on Windows
2000.
1. Log on to Windows as Administrator.

. From the Start menu, choose Settimg€ontrol Panel.

. Open the Administrative Tools folder.

. Double-click Local Security Policy.

. Open Local Policies in the left pane.

. Double-click User Rights Assignment in the left pane.

. Double-click the Lock Pages In Memory policy in the right pane.
The Local Security Policy Setting dialog appears.

~N o ok WwN
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8. In the Local Security Policy Setting dialog, click Add.
The Select Users or Groups dialog appears.

9. Select the user ID from the list and click Add.
10. In the Local Security Policy Setting dialog, click OK.
11. Restart the computer for the setting to take effect.

If you specify thecw option and thec option on the command line, the
database server attempts the initial cache allocation as follows:

1. The AWE cache is no larger than the cache size specified by the
option. If the value specified by the option is less than 2 Mb, AWE is
not used.

2. The AWE cache is no larger than all available physical memory less
128 Mb.

3. The AWE cache is no smaller than 2 Mb. If this minimum amount of
physical memory is not available, AWE is not used.

When you specify thecw option and do not specify the option, the
database server attempts the initial cache allocation as follows:

1. The AWE cache uses 100% of all available memory except for 128 Mb
that is left free for the operating system.

2. The AWE cache is no larger than the sum of the sizes of the main
database files specified on the command line. Additional dbspaces apart
from the main database files are not included in the calculation. If no files
are specified, this value is zero.

3. The AWE cache is no smaller than 2 Mb. If this minimum amount of
physical memory is not available, an AWE cache is not used.

When the server uses an AWE cache, the cache page size is at least 4 Kb and
dynamic cache sizing is disabled. On 64-bit Windows platforms, the cache
page size is at least 8 Kb.

For more information about dynamic cache sizing, see “Using the cache to
improve performancelASA SQL User's Guidpage 176]

Example The following example starts a server namnmegserver that starts with a
cache size of 12 Gb and loads the sample database:

dbeng9 -c 12G -cw asademo.db

See also “-c server option” on page 133
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—d server option

Function

Syntax

Applies to

Description

-ec server option

Function

Syntax

Description

Use POSIX I/O.
{dbsrv9 | dbeng9 }-d...

NetWare. The use of this option on Windows platforms has been deprecated.

The-d option forces the use of POSIX I/O rather than DFS (Direct File
System) I/O. This switch is provided as a workaround for bugs in old
versions of DFS. Note that asynchronous I/O is not available when using
POSIX I/O.

This option applies to NetWare systems only.

Encrypt all native Adaptive Server Anywhere packets (DBLib, ODBC, and
OLEDB) transmitted to and from all clients. TDS packets are not encrypted.

{ dbsrv9 | dbeng9} -ecencryption-options. .
encryption-options{ NONE
| SIMPLE

| ECC_TLS (CERTIFICATE= filename
CERTIFICATE_PASSWORD= password

| RSA_TLS (CERTIFICATE= filename
CERTIFICATE_PASSWORD= password

|ALL }, ...

The-ec option instructs the database server to acoefyt connections

from ODBC, OLE DB, or embedded SQL interfaces that are encrypted

using one of the specified types. Connections over the TDS protocol, which
include Java applications using jConnect, are always accepted, regardless of
encryption.

By default, communication packets are not encrypted, which poses a
potential security risk. If you are concerned about the security of network
packets, use thec option. Encryption affects performance only

marginally. Theec option controls the server’s encryption settings and
requires one or more of the following parameters in a comma-separated list:

none accepts only connections that are not encrypted.

simple accepts connections that are encrypted with simple encryption.
This type of encryption is supported on all platforms, as well as on previous
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versions of Adaptive Server Anywhere. Simple encryption is not as strong as
Certicom encryption.

ECC_TLS Formerly called Certicom encryption, this parameter accepts
connections that are encrypted using the elliptic curve-based Certicom
encryption technology. To use this type of encryption, both the server and
the client must be operating on Solaris, Linux, NetWare, or any supported
Windows platform except Windows CE, and the connection must be over the
TCP/IP port. UNIX platforms, except for Solaris and Linux, do not

recognize the client or servB&iCC_TLS parameter. Specifying

CERTICOM is accepted to meadBCC_TLS. This parameter accepts the
following arguments:

+ certificate  the file name of the certificate. The default value is
sample.crt

+ certificate_password  the password for the certificate named above.
The password fosample.crts tJ1#m6+W.

RSA TLS this parameter accepts connections that are encrypted using
RSA-based encryption technology. To use this type of encryption, both the
server and the client must be operating on Solaris, Linux, NetWare, or any
supported Windows platform except Windows CE, and the connection must
be over the TCP/IP port. UNIX platforms, except for Solaris and Linux, do
not recognize the client or servBSA_TLS parameter. This parameter
accepts the following arguments:

+ certificate  the file name of the certificate. The default value is
rsaserver.crt

+ certificate_password  the password for the certificate named above.
The password forsaserver.cris test

Caution
The sample certificate should be used for testing purposes only. The sample
certificate provides no security in deployed situations because it and the
corresponding password are widely distributed with Sybase software. To
protect your system, you must create your own certificate.

You can use thgencertutility provided with SQL Anywhere Studio to
generate new certificates in Adaptive Server Anywhere.

[l For information about thgencertutility and creating certificates, see
“Self-signed certificates{MobiLink Synchronization User's Guideage 347]

all accepts connections that are not encrypted (none), or encrypted with
simple encryption (simple). This is the default.
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Example 1

Example 2

Example 3

See also

-ep server option

Function

Syntax

Description

The dbtls9.dllanddbrsa9.dlffiles contain the Certicom code used for
encryption and decryption. When you connect to the server, if the
appropriate file cannot be found, or if an error occurs, a message appears on
the server console in debug mode. The server does not start if the types of
encryption specified cannot be initiated.

The client’s and the server’s encryption settings must match or the
connection will fail. The server automatically encrypts client transmissions
that request encryption if theone parameter is not used with thec

option.

dbsrv9 -ec simple,certicom(certificate=sample.crt; certificate_
password=tJ1#m6+W) -x tcpip asademo.db

dbsrv9 -ec ecc_tls(certificate=sample.crt; certificate
password=tJ1#m6+W) -x tcpip asademo.db

dbsrv9 -ec rsa_tls(certificate=rsaserver.crt; certificate_
password=test) -x tcpip asademo.db

“Encryption connection parameter [ENC]” on page 188

“Encrypting client/server communications” on pagfe

To prompt the user for the encryption key upon starting a strongly encrypted
database.

{dbsrv9 | dbeng9 }-ep...

The-ep option instructs the database server to display a dialog box for the
user to enter the encryption key. This server option provides an extra
measure of security by never allowing the encryption key to be seen in clear
text.

When used with supported tools, this option always prompts the user for the
encryption key, even if a key is not necessary. If the dialog box prompt
appears and you know that a key is not necessary, you can click Cancel to
continue.

When used with the engine, this option prompts the user for the encryption
key only if all of the following are true:

+ the-ep option is specified

+ the engine is either a Windows personal server, or the engine is just
starting up

+ akey is required to start a database
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Example

See also

—ga server option

Function

Syntax

Applies to

Description

—gb server option

Function

Syntax

Applies to

Description

—gc server option

Function

Syntax

Applies to

Description
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¢ the engine is either not a Windows service, or it is a Windows service
with the interact with desktop option turned ON

+ the engine is not a daemon (UNIX)

dbsrv9 -ep -x tcpip myencrypted.db

“Encryption connection parameter [ENC]” on page 188
“Encrypting client/server communications” on pagfe

“-ek database option” on page 168

Unload database after last connection is dropped.

{dbsrv9 | dbeng9 }-ga...

All operating systems except NetWare.

Specifying this option on the network server causes each database to be
unloaded after the last connection to it is dropped. In addition to unloading
each database after the last connection is dropped, the personal server shuts
down when the last database is stopped.

Set the database process priority class.
{dbsrv9 | dbeng9 }-gb {idle | normal | high | maximum }...
Windows NT/2000/XP

Set the database process priority class. The vdleds provided for
completeness, andaximum may interfere with the running of your
computerNormal andhigh are the commonly used settings.

Set maximum desired interval between checkpoints.

{dbsrv9 | dbeng9 }-gc
integer ...

All operating systems and servers.

Set themaximumdesired length of time in minutes that the database server
runs without doing a checkpoint on each database.

The default value is 60 minutes.
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See also

—gd server option

Function

Syntax

Applies to

Description

Example

When a database server is running with multiple databases, the checkpoint
time specified by the first database started is used unless overridden by this
option. If a value of O is entered, the default value of 60 minutes is used.

Checkpoints generally occur more frequently than the specified time.

[J For more information, seéHow the database server decides when to
checkpoint” on page 363

“CHECKPOINT_TIME option [database]” on page 582
“Checkpoints and the checkpoint log” on page 360

Set permissions required to start or stop a database.
{dbsrv9 | dbeng9 }-gd { DBA |all [none }...

All operating systems and servers.

This is the permission required for a user to cause a new database file to be
loaded by the server, or to stop a database on a running database server. The
level can be one of the following:

¢ DBA Only users with DBA authority can start or stop databases.
¢ all Allusers can start or stop databases.

¢ none Starting and stopping databases is not allowed apart from when
the database server itself is started and stopped.

The default setting i&\LL for the personal database server &RA for the
network database server. Both uppercase and lowercase syntax is acceptable.

Note that when this option is set to DBA, the client application must already
have a connection to the server in order to start or stop a database. Providing
a DBA username and password on a new connection is not sufficient.

The following set of steps illustrates how to use i@ option for the
network database server.

1. Enter a password in thatil_db.ini file in the directory that holds the
database server executable:

[UTILITY_DB]
pwd=mypwd

2. Start the network database server:

dbsrv9 -x tcpip -n myserver -gd DBA
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—ge server option

Function

Syntax

Applies to

Description

—gf server option

Function

Syntax

Applies to
Description

See also
—gk server option

Function

Syntax

Applies to

Description
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3. Connect to the utility database from Interactive SQL.

The following command assumes tmayserver is the default database
server:

dbisgl -c "uid=DBA;pwd=mypwd;dbn=utility_db "

4. Start a database:

start database asademo
on myserver;

5. Connect to the database you have started:

connect

to myserver

database asademo

user DBA identified by SQL

Set stack size for external functions.

{dbsrv9 | dbeng9 }-ge integer ...

Windows 95/98/Me, Windows NT/2000/XP, NetWare

Sets the stack size for threads running external functions, in bytes. The
default is 32K.

Disable firing of triggers by the server.
{dbsrv9 | dbeng9 }-of ...

All operating systems and servers.
The-gf server option instructs the server to disable the firing of triggers.

“FIRE_TRIGGERS option [compatibility]” on page 592

Set the permission required to stop the network server and personal server
usingdbstop

{dbsrv9 | dbeng9 }-gk { DBA | all | none }...

All operating systems and servers.

The allowed values include:



Chapter 5. The Database Server

—gl server option

Function

Syntax

Applies to

Description

—gm server option

Function

Syntax

¢ DBA Only users with DBA authority can us#bstopto stop the server.
This is the default for the network server.

¢ all  All users can uselbstopto stop the server. This is the default for the
personal server.

¢ none The server cannot be stopped usiftstop

Both uppercase and lower case syntax is acceptable.

Set the permission required to load data using LOAD TABLE, and to unload
data using UNLOAD or UNLOAD TABLE.

{dbsrv9 | dbeng9 }-gl { DBA |all | none }...

All operating systems and servers.

Using the UNLOAD TABLE or UNLOAD statements places data in files on
the database server machine, and the LOAD TABLE statement reads files
from the database server machine.

To control access to the file system using these statementg) theerver
option allows you to control the level of database permission that is required
to use these statements.

The allowed values are as follows:

¢ DBA Only users with DBA authority can load or unload data from the
database.

¢ all  Allusers can load or unload data from the database.
¢ none Data cannot be unloaded or loaded.

Both uppercase and lower case syntax is acceptable.

The default settings al for personal database servers on non-UNIX
operating systems, ameBA for the network database server and the UNIX
personal server. These settings reflect the fact that, on non-UNIX platforms,
the personal database server is running on the current machine, and so the
user already has access to the file system.

Limit the number of concurrent connections to the server.

{dbsrv9 | dbeng9 }-gm
integer ...
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Applies to All operating systems and servers.

Description Defines the connection limit for the server. If this number is greater than the
number that is allowed under licensing and memory constraints, it has no
effect.

The database server allows one extra DBA connection above the connection
limit to allow a DBA to connect to the server and drop other connections in
an emergency.

—gn server option

Function Set the maximum number of active requests (both user and system) that the
database server can handle concurrently.
Syntax {dbsrv9 | dbeng9 }-gn
integer ...
Applies to All operating systems and servers.
Description Set the number of active user and system requests that the databse server can

handle concurrently. If the maximum number of active requests are already
in use when the database server receives an additional request, the new
request must wait until another request is completed.

Each connection uses a thread for each request, and when the request is
completed the thread is returned to the pool for use by other connections. As
no connection can have more than one request in progress at one time, no
connection uses more than one thread at a time. An exception to this rule is
if a Java application uses threads. Each thread in the Java application is a
database server execution thread.

The default is 20 threads for the network database server, and 10 threads for
the personal database server. The number of threads cannot be greater than
the number of server connections, so the maximum number of threads for
the personal database server is also 10.

You may want investigate the Performance Monitor readingR&auests:
Active andRequests: Unscheduledlf the number of active requests is
always less thargn , you can lowergn . If the number of total requests
(active + unscheduled) is often larger thgn , then you might want to
increasegn . The Performance Monitor is not available for UNIX or Linux
platforms.

See also “Controlling threading from the command line” on page 14
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—gp server option

Function

Syntax

Applies to

Description

—gr server option

Function

Syntax

Applies to

Description

—gss server option

Function

Syntax

Applies to

Description

Set the maximum allowed database page size.

{dbsrvo | dbengd }-gp { 1024 | 2048 | 4096 | 8192 | 16384 | 32768 } ...

All operating systems and servers.

Database files with a page size larger than the page size of the server cannot
be loaded. This option explicitly sets the page size of the server, in bytes.

If you do not use this option, then the page size of the first database on the
command line is used.

The minimum page size on all UNIX platforms is 2048 bytes. You can still
use databases with smaller page sizes, but cache memory is used very
inefficiently. If you do not use this option and start a server with no
databases loaded, the default value is 2048.

On all other platforms, if you do not use this option and start a server with
no databases loaded, the default value is 1024.

Set the maximum length of time (in minutes) for recovery from system
failure.

{dbsrv9 | dbeng9 }-gr
integer ...

All operating systems and servers.

When a database server is running with multiple databases, the recovery
time that is specified by the first database started is used unless overridden
by this option.

[0 For more information, sSe|RECOVERY_TIME option [database]” on
page 621

Set the stack size per internal execution thread in the server.

{dbsrv9 | dbeng9 }-gss {
integer | integerK | integerM } . ..

This option has no effect on Windows operating systems.

The number of internal execution threads is controlled bydheoption,
and has a default value of 20. The default stack size per internal execution
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See also
—gt server option

Function

Syntax

Applies to

Description

See also
—gu server option

Function

Syntax

Applies to

Description

—gXx server option

Function

Syntax

Applies to
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thread is 64 kb for NetWare and UNIX, and the maximum stack size is 1 M.
The-gss option allows you to lower the memory usage of the database
server in environments with limited memory.

“Controlling threading from the command line” on page 14

Sets the maximum number of requests that can run simultaneously by the
database server. This option is only useful on multiprocessor systems.

{dbsrv9 | dbeng9 } -gt
integer ...

All operating systems and servers except NetWare.

By default, on Windows operating systems, the network database server uses
all CPUs available on the machine, the personal database server is limited to
two processors, and the runtime database server uses a single processor. On
UNIX, all database servers use all available processors by default.

“Controlling threading from the command line” on page 14

Set permission levels for utility commands.

{dbsrv9 | dbeng9 }-gu {all | none | DBA | utility_db }...

All operating systems and servers.

Sets permission levels for utility commands such as CREATE DATABASE
and DROP DATABASE. The level can be set to one of the following:
utility_db, all, none, DBA. The default iDBA.

Theutility_db level restricts the use of these commands to only those users
who can connect to the utility database. Etle none, andDBA levels

permit all users, no users, or users with DBA authority to execute utility
commands.

Set the maximum number of requests that can concurrently execute blocking
system calls.

{dbsrv9 | dbeng9 } -gx
integer ...

Windows 95/98/Me, Windows NT/2000/XP
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Description

See also
—m server option

Function

Syntax

Applies to

Description

This option is only of use on Windows NT. On other platforms e value
is equivalent to the-gt value.

Meaningful values are in the range specified by-tjteoption value and the

-gn option value. By default, this option is set to a value one greater than the
number of CPUs on the machine. The additional process permits the use of
remote data access between databases on a single database server.

The primary cost of increasingx is reduced address space (not physical
memory) available for the cache. This option is only of use if you are using
omni, java, or external stored procedures (and in the case of java/external
stored procedures, those if features are being used to implement servers). If
you are using omni/java/external stored procedures and the engine hangs for
no apparent reason, increashyx might solve the problem. Setting thgx

option beyond thegn option has no benefit.

You may want to increase the option setting beyond the default to reserve
capacity for external tasks, separate from standard database tasks. For
example, you may want to increase the valuegafby one for each

concurrent connection using remote data access, or for connections using
Java in the database to listen on an external port. In other circumstances, this
option should be left at the default value.

On UNIX, each task is executed in its own thread, so that the number of
tasks {gn ) also determines the number of threads.

“Controlling threading from the command line” on page 14

Delete the transaction log when a checkpoint is done.
{dbsrv9 | dbeng9 }-m ...

All operating systems and servers.

This option deletes the transaction log when a checkpoint is done, either at
shutdown or as a result of a checkpoint scheduled by the server.

Caution
When this option is selected, there is no protection against media failiire on
the device that contains the database files.

This provides a way to automatically limit the growth of the transaction log.
Checkpoint frequency is still controlled by the CHECKPOINT_TIME and
RECOVERY_TIME options (which you can also set on the command line).

The-m option is useful for limiting the size of the transaction log in
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situations where high volume transactions requiring fast response times are
being processed, and the contents of the transaction log are not being relied
upon for recovery or replication. Then option provides an alternative to
operating without a transaction log at all, in which case a checkpoint would
be required following each COMMIT and performance would suffer as a
result. When them option is selected, there is no protection against media
failure on the device that contains the database files. Other alternatives for
managing the transaction log (for example, using the BACKUP statement
and events) should be considered before usingntheption.

To avoid database file fragmentation, it is recommended that where this
option is used, the transaction log be placed on a separate device or partition
from the database itself.

Replicated and Synchronized databases
Do not use them option with databases that are being replicated or
synchronized. Replication and Synchronization, used by SQL Remote and
MobiLink, inherently rely on transaction log information.

Set the name of the database server.

{dbsrv9 | dbeng9 }-n
database-file-name. . .

All operating systems and servers.

By default, the database server receives the name of the database file with
the path and extension removed. For example, if the server is started on the
file c:\Program Files\Sybase\SQL Anywhere 9lasademarabno-n

option is specified, the name of the serveasademo

The server name is interpreted according to the character set of the machine,
as no database collation exists at startup time. Multi-byte characters are not
recommended in server names.

Names must be a valid identifier. Long engine names are truncated to
different lengths depending on the protocol.
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See also

—0 server option
Function

Syntax

Applies to
Description

—0e server option

Function

Protocol Truncation Length
Unix shared memory 31 bytes
non-Unix shared memory 40 bytes
TCP/IP 40 bytes

SPX 32 bytes
Named Pipes 8 bytes

The server name specifies the name to be used iBrtggeName (ENG)
connection parameter of client application connection strings or profiles.

With shared memory, there is a default database server that will be used if no
server name is specified provided that at least one database server is running
on the computer.

Running multiple servers with the same name is not recommended.

There are two -n options
The-n option is positional. If it appears before a database file name, [tis a

server option and names the server. If it appears after a database file name,
it is a database option and names the database.

For example, the following command names the server SERV and the
database DATA:

dbsrv9 -n SERV asademo.db -n DATA

For more information, seen database option” on page 170

“Identifiers” [ASA SQL Referencpage 7]

“EngineName connection parameter [ENG]” on page 187

Print all server window output to a file.

{dbsrv9 | dbeng9 }-o
filename ...

All operating systems and servers.

Print all server message window output to a file.

Specifies a filename to log startup errors, fatal errors and assertions.

153



Syntax

Applies to

Description

—0s server option

Function

Syntax

Applies to

Description

See also
—p server option

Function

Syntax

Applies to

Description

See also

—pc server option

Function

Syntax
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{dbsrv9 | dbeng9 } -oe filename

All operating systems and servers.

Each line in this file is prefixed with the date and time. Startup errors include

such errors as:

¢ Could not open/read database fitedatabase file

+ A database server with that name has already started

Fatal errors and assertions are logged to the Windows Application Event Log
(except on Window CE) or the Unix system log regardless of whether -oe is

specified.

Limit the file size for the server window output.
{dbsrv9 | dbeng9 }-os {integer | integerG | integerK | integerM }...
All operating systems and servers.

Limits the size of the log file used by the option. The unitss, K, andM
can be either lower case or upper casé IK, or M is not supplied, any
integer less than 10 000 is assumed to be in kilobytes, and any integer
10 000 or greater is assumed to be in bytes.

“-0 server option” on page 153

Set the maximum size of communication packets.

{dbsrv9 | dbeng9 }-p
integer ...

All operating systems and servers.

The default is 1460 bytes. The minimum value is 300 bytes and the
maximum is 16 000.

“CommBufferSize connection parameter [CBSIZE]” on page 178

Specifying this option compresses all connections except for same-machine

connections. This option can be overridden for a particular client by
specifyingCOMPRESS=NOin the client's connection parameters.

{dbsrv9 }-pc ...
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Applies to

Description

See also

—pt server option

Function

Syntax

Applies to

Description

See also

All operating systems and network servers.

The packets sent between an Adaptive Server Anywhere client and server
can be compressed using tipe option. Compressing a connection may
improve performance under some circumstances. Large data transfers with
highly compressible data tend to get the best compression rates.

The default is not to compress connections. Specifyinggbeoption
compresses all connections except same-machine connections and TDS
connections. TDS connections (including jConnect) do not support Adaptive
Server Anywhere communication compression.

Same-machine connections over any communication link will not enable
compression, even if thg¢c option orCOMPRESS=YESconnection
parameter is used.

“Adjusting communication compression settings to improve performance”
on page 102

“Compress connection parameter [COMP]” on page 181

“Try using Adaptive Server Anywhere’s compression featufaSA SQL
User’s Guide page 166]

To increase or decrease the size limit at which packets are compressed.

{dbsrv9 } -pt
size_in_bytes ...

All operating systems and network servers.

This parameter takes an integer value representing the minimum byte-size of
packets to be compressed. Values less than 80 are not recommended. The
default is 120 bytes.

Under some circumstances, changing the compression threshold can help
performance of a compressed connection by allowing you to only compress
packets when compression will increase the speed at which the packets are
transferred. The default setting should be appropriate for most cases.

If both client and server specify different compression threshold settings, the
client setting applies.

“Adjusting communication compression settings to improve performance”
on page 102

“CompressionThreshold connection parameter [COMPTH]” on page 182
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—Qp server option

Function

Syntax

Applies to

Description

—(Qs server option

Function

Syntax

Applies to

Description
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“Try using Adaptive Server Anywhere’s compression featufaSA SQL
User's Guidepage 166]

Do not display the database server tray icon and window.
{dbsrv9 | dbeng9 }-qi ...
Windows platforms, excluding Windows CE

This option leaves no visual indication that the engine is running, other than
possible startup error dialogs. You can use either (or bothatbe-oelogs
to diagnose errors.

Do not display messages about performance in the database server window.
Messages that are suppressed include the following:

+ No unique index or primary key for table ‘table_name’
+ Database file “mydatabase.db” consists of nnn fragments
{dbsrv9 | dbeng9 }-gp ...

All operating systems and servers.

Do not display messages about performance in the database server window.
Messages that are suppressed include the following:

+ No unique index or primary key for table ‘table_name’

+ Database file “mydatabase.db” consists of nnn fragments

Suppress startup error dialogs.

{dbsrv9 | dbeng9 }-gs ...

Windows only

This option suppresses startup error dialogs. Startup errors include errors
such as:

¢ Could not open/read database filedatabase file

+ A database server with that name has already started
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—gw server option

Function

Syntax

Applies to

Description

—r server option

Function

Syntax

Applies to

Description

On Windows platforms, if the engine is not being autostarted, these errors
appear in a dialog and must be cleared before the server stops. These dialogs
do not appear if the -gs switch is used.

If there is an error loading the language DLL, no dialog appeacsitvas
specified on the command line and not in @environment-variable or
@filename syntaxes. This error is not logged to-ther -oelogs, but rather
to the Windows Application Event Log (except on Window CE).

Do not display database server screen.

{dbsrv9 | dbeng9 }-qw ...

All operating systems and servers except NetWare.

This option suppresses the database server window (Windows platforms)
and display messages on the console (hon-Windows platforms).

All databases started on the server are read-only. No changes to the
database(s) are allowed: the server does not modify the database file(s) and
transaction log files. This option is position dependent.

{dbsrv9 | dbeng9 }-r...

All operating systems and servers.

Opens all database files as read-only with the exception of the temporary file
when the option is specified before any database names on the command
line. If the-r server option is specified after a database name, only that
specific database is read-only. You can make changes on temporary tables,
but ROLLBACK has no effect, since the transaction and rollback logs are
disabled.

Databases distributed on CD-ROM devices, and compressed databases are
examples of database files that cannot be modified. You can either create a
write file to allow changes to the database outside the database file, or run in
read-only mode.

If you attempt to modify the database, for example with an INSERT or
DELETE statement, a SQLSTATE_READ_ONLY_DATABASE error is
returned.

Databases that require recovery cannot be started in read-only mode. For
example, database files created using an online backup cannot be started in
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—S server option
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—sb server option

Function

Syntax

Applies to

Description

—ScC server option

Function

Syntax

Applies to
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read-only mode if there were any open transactions when the backup was
started, since these transactions would require recovery when the backup
copy is started.

To open two databases in read-only mode
dbeng9 -r databasel.db database2.db

To open only the first of two databases in read-only mode.

dbeng9 databasel.db -r database2.db

Set the user ID fosyslogmessages.

{dbsrv9 | dbeng9 }-s { none | user |
login-id } ...

UNIX

Sets the system user ID used in messages teytslegfacility. The default
is user, which uses the user ID for the database server process. A value of
none prevents any syslog messages from being logged.

Specify how the server reacts to broadcasts.
{dbsrv9 | dbeng9 }-sb {0|1}...
SPX, TCP/IP

Using-sb 0 causes the server not to start up any TCP/UDP broadcast
listeners. In addition to forcing clients to use theBroadcast=NONEand
HOST= options to connect to the server, this option causes the server to be
unlisted when using dblocate.

Using-sb 1 causes the server to not respond to broadcasts from dblocate,
while leaving connection logic unaffected. You can connect to the server by
specifyingLINKS=tcpip andENG=<name>.

Disable the shared memory communications protocol and use Named Pipes.
{dbsrv9 | dbeng9 }-sc ...

Windows NT/2000/XP
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Description

—ti server option

Function

Syntax

Applies to

Description

See also
—tl server option

Function

Syntax

Applies to
See also

Description

This option disables the shared memory communications protocol that is
used for same-machine communications, and starts the Named Pipes
protocol.

This option is implemented as part of an initiative to obtain C2 security
certification. It is likely to be of general use only for customers wanting to
run in a C2-certified environment.

Disconnect inactive connections.

{dbsrv9 | dbeng9 } -ti
minutes ...

All operating systems and servers.

Disconnect connections that have not submitted a requestifartes The
default is 240 (4 hours). A client machine in the middle of a database
transaction holds locks until the transaction is ended or the connection is
terminated. Theti option is provided to disconnect inactive connections,
freeing their locks.

The-ti option is very useful when used in conjunction withsrvg since
most connections will be over network links (TCP or SPX).

The-ti option is useful withdbeng9only for local TCPIP connections.
Using-ti has no effect on connections to a local engine using shared
memory.

Setting the value to zero disables checking of inactive connections, so that
no connections are disconnected.

“sa_server_option system proceduf@5A SQL Referencpage 739]

Set the period at which to send liveness packets.

{dbsrv9 | dbeng9 } -l
seconds ...

All database servers using TCP/IP or SPX.
“sa_server_option system proceduf@5A SQL Referencpage 739]

A liveness packet is sent periodically across a client/server TCP/IP or SPX

communications protocol to confirm that a connection is intact. If the server
runs for a LivenessTimeout period (default 2 minutes) without detecting a
liveness packet, on a connection, the communication is severed, and the
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—tmt server option
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Syntax
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Description

—tmf server option

Function

Syntax
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server drops the connection associated with that client. UNIX non-threaded
clients and TDS connections do not do liveness checking.

The-tl option on the server sets the LivenessTimeout value for all clients
that do not specify a liveness period.

Liveness packets are sent when a connection has not sent any packets for
between one third and two thirds of the LivenessTimeout value.

When there are more than 200 connections, the server automatically
calculates a higher LivenessTimeout value based on the stated
LivenessTimeout value. This enables the server to handle a large number of
connections more efficiently. Liveness packets are sent between one third
and two thirds of the LivenessTimeout on each idle connection. Large
number of liveness packets are not sent at the same time. If liveness packets
take a long time to send (depending on the network, the machine’s hardware,
and the CPU and network load on the machine), it is possible that liveness
packets will sent after two thirds of the LivenessTimeout. A warning appears
in the engine console if the liveness sends take a long time. If this warning
occurs, consider increasing the LivenessTimeout value.

Although it is not generally recommended, you can disable liveness by
specifying:
dbsrv9 -tl O

Rather than disabling the LivenessTimeout option, consider increasing the
value to 1 hour as follows:

dbsrv9 -tl 6000

To set a reenlistment timeout for participation in distributed transactions.

{dbsrv9 | dbeng9 } -tmt
milliseconds ...

Windows NT/2000/XP only.

Used during recovery of distributed transactions. The value specifies how
long the database server should wait to be reenlisted. By default there is no
timeout (the database server waits indefinitely).

For recovery from distributed transactions in unusual circumstances.
{dbsrv9 | dbeng9 }-tmf ...
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Applies to

Description

—tg time server option

Function

Syntax

Applies to

Description

See also
—u server option

Function

Syntax

Applies to

Description

Windows NT/2000/XP only.

Used during recovery of distributed transactions when the distributed
transaction coordinator is not available. It could also be used if starting a
database with distributed transactions in the transaction log, on a platform
where the distributed transaction coordinator is not available.

Caution
If you use this option, distributed transactions are not recovered properly.
It is not for routine use.

Shut down the server at a specified time.

{dbsrv9 | dbeng9 }-tq {
datetime |
time}...

All operating systems and servers.

This is useful for setting up automatic off-line backup procedures (see
“Backup and Data Recovery” on page 33The format for the time is in
hh:mm (24 hour clock), and can be preceded by an optional date. If a date is

specified, the date and time must be enclosed in double quotes and be in the

formatYYYY/MM/DD HH :MM.

“sa_server_option system procedufR5A SQL Referencpage 739]

Open files using the operating system disk cache.
{dbsrv9 | dbeng9 }-u ...

Windows NT/2000/XP, Windows 95/98/Me, UNIX

Files are opened using the operating system disk cache in addition to the
database cache.

While the operating system disk cache may improve performance in some
cases, in general better performance is obtained without this option, using
the database cache only.

If the server is running on a dedicated machine, you should not use the
option, as the database cache itself is generally more efficient. You may
want to use theu option if the server is running on a machine with several
other applications (so that a large database cache may interfere with other
applications) and yet |O-intensive tasks are run intermittently on the server
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—ut server option
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—V server option
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—X server option
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(so that a large cache will improve performance).

Run as a daemon.

{dbsrv9 | dbeng9 }-ud ...

UNIX

Using this option lets you run the server so that it continues running after the
current operating system session ends.

Touch temporary files.

{dbsrv9 | dbeng9 } -ut
minutes ...

UNIX

This option causes the server to touch temporary files at specified intervals.

Display the software version.
{dbsrv9 | dbeng9 }-v...

All operating systems and servers.

Supplies the database server version in a message box, and then stops.

To specify server side network communications protocols.

dbsrv9 -x { all | none | srv-protocols } ...

srv-protocols:

{[ namedpipes | spx | tcpip ] parmlist },...
parmlist:

( parm=value;...)

dbeng9 -x {all | none | eng-protocols } ...

eng-protocols:

{ namedpipes |tcpip [ parmlist]},...
parmlist:

( parm=value;...)
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Applies to

Description

All operating systems and servers.

Use the-x option to specify which communications protocols, in addition to
shared memory, you want to use to listen for client connection broadcasts.

If you do not specify thex option, the server attempts to listen for client
connection broadcasts using all protocols supported by the database server
running on your operating system, including shared memory.

If you specify the-x option with one or more protocols, the server attempts
to listen for client connection broadcasts using the specified protocol(s) and
also using a shared-memory protocol.

If you are running Windows CE and specify the option, the server
only attempts to listen for client connection broadcasts using the TCP/IP
protocol unless you explicitly request otherwise.

Regardless of which settings you choose for-theption, the server always
listens for connection broadcasts using the shared memory protocol. In
addition to the shared memory protocol, you can also specify the following:

¢ ALL Listen for connection attempts by the client using all
communications protocols that are supported by the server on this
platform, including shared memory. This is the default.

+ NamedPipes (NP) Listen for connection attempts by the client using
the NamedPipes protocol. NamedPipes is supported on
Windows NT/2000/XP as an alternative means of same-machine
communication.

¢ NONE Listen for connection attempts by the client using only the
shared memory protocol.

¢ SPX Listen for connection attempts by the client using the SPX
protocol. The SPX protocol is supported by NetWare,
Windows NT/2000/XP, and Windows 95/98/Me network servers.

¢ TCPIP (TCP) Attempt to connect to the client using the TCP/IP
protocol. The TCP/IP protocol is supported by the network server on all
operating systems, and by the personal database server for same-machine
communications.
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By default, the database server listens for broadcasts on port 2638, and
redirects them to the appropriate port. This ensures a connection injmost
cases.

You can override this default and cause the server not to listen on port
2638 by setting the option -sb 0, or by turning off the BroadcastListener
option (BroadcastListener=0). Additionally, if the client and server are
communicating through a firewall, the client must send the packet to the
exact port the server is listening on by specifying DoBroadcast=None and
Host=.

[l Forinformation, seéServerPort communication parameter [PORT]" on
page 215

For some protocols, additional parameters may be provided, in the format

-X tcpip(PARM1=valuel;PARM2=value2;...)

[l For a description of available parameters, ‘§éetwork
communications parameters” on page 201

For UNIX, quotation marks are required if more than one parameter is
supplied:

-x "tcpip(PARM1=valuel;PARM2=value2;...)"

Allow only shared memory, TCP/IP and SPX communications:

-X tcpip,spx

“CommLinks connection parameter [LINKS]” on page 179

To specify server side web services communications protocols.

{dbeng9 | dbsrv9 }-xs { all | none | web-protocols}...

web-protocols:

{[http | https ] parmlist },. ..
parmlist:

( parm=value;...)

All operating systems and servers.

Use thexs option to specify which web protocols you want to use to listen
for client connection broadcasts.

If you do not specify thexs s option, the server does not attempt to listen
for web requests.
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If you specify thexs option with one or more protocols, the server attempts
to listen for client requests using the specified protocol(s).

Regardless of which settings you choose for-#3e option, the server
always listens for connection broadcasts using the shared memory protocol.
You can specify any of the following:

¢ ALL Listen for connection attempts by the client using all
communications protocols that are supported by the server on this
platform, including shared memory.

¢ HTTP Listen for connection attempts by the client using the HTTP
protocol. The default port on which to list is 80.

¢ HTTPS Listen for connection attempts by the client using the HTTPS
protocol. The default port on which to list is 443.

¢ NONE Listen for connection attempts by the client using only the
shared memory protocol. This is the default.

For a description of available parameters, ‘§éetwork communications
parameters” on page 201

For UNIX, quotation marks are required if more than one parameter is
supplied:

-xs "http(PARM1=valuel;PARM2=value2;...)"

Examples Allow only shared memory, TCP/IP and SPX communications:

dbeng9 web.db -xs http(port=80)
See also “CommLinks connection parameter [LINKS]” on page 179

—y server option

Function Run as a Windows service.

Syntax {dbsrv9 | dbeng9 }-y...

Applies to Windows 95/98/Me

Description If the server registered as a Windows service, it continues to operate whether

users log on or off, and shutdown commands are ignored.
—z server option

Function Display communications operations on startup for troubleshooting purposes.
Syntax {dbsrv9 | dbeng9 }-z...
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—zI server option
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See also

—Z0 server option
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Syntax
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See also
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All operating systems and servers.

This should only be used when tracking problems. The information appears
in the database server window.

Turn on capturing of the most recently-prepared SQL statement for each
connection to databases on the server.

{dbsrv9 | dbeng9 }-zl ...

All operating systems and servers.

This feature can also be turned on using the remember_last_statement server
setting. You can obtain the most recently-prepared SQL statement for a
connection using theastStatementproperty function. The

sa_conn_activity stored procedure allows you to obtain the most
recently-prepared SQL statement for all current connections to databases on
the server.

For stored procedure calls, only the outermost procedure call appears, not
the statements within the procedure.

“Connection-level properties” on page 647
“sa_conn_activity system proceduff&SA SQL Referencpage 708]

“sa_server_option system procedufa5A SQL Referencpage 739]

Redirect request-level logging information to a file separate from the regular
log file.

{dbsrv9 | dbeng9 }-z...

All operating systems and servers.

Request-level logging is turned on using the option. You can direct the
output from this file to a separate file from that specified em aption.

This option also prevents request-level logging from appearing in the
console.

“-zr server option” on page 167

“-zs server option” on page 167
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—zr server option

Function

Syntax

Applies to

Description

See also
—zSs server option
Function

Syntax

Applies to

Description

See also

Recovery options

—a recovery option

Function

Syntax

Applies to

Description

Enable request-level logging of operations.

{dbsrv9 | dbeng9 }-zr {all | SQL | none | SQL+hostvars }...

All operating systems and servers.

This should only be used when tracking problems. The information appears
in the database server window or is sent to the logging file.

“sa_server_option system procedufR5A SQL Referencpage 739]

Limit the size of the request-level logging file.

{dbsrv9 | dbeng9 }-zs
size ...

All operating systems and servers.

Request-level logging is turned on using tke option, and redirected to a
separate file using the -zo option. You can limit the size of the file using the
—zs option.

By default there is no limit. The value is in kilobytes.
“-z0 server option” on page 166

“-zr server option” on page 167

These options are for use in recovery situations only.

Apply the named transaction log.

{dbsrv9 | dbeng9 }-a
log-filename . ..

All operating systems and servers.

This is used to recover from media failure on the database file. When this
option is specified, the database server applies the log and then
terminates—it will not continue to run.

Specifying a cache size when starting the server can reduce recovery time.
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—f recovery option

Function

Syntax

Applies to

Description

Example

Database options

-ek database option

Function

Syntax
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[l For information on recovery, sé¢Backup and Data Recovery” on
page 337

[0 The following example, entered all on one line, applies the log file
asademo.logo the sample database.

dbeng9 "C: \Program Files \Sybase \SQL Anywhere 9\asademo.db" -a
"C: \backup \asademo.log"

Force the database server to start after the transaction log has been lost.
{dbsrv9 | dbeng9 }-f...

All operating systems and servers.

If there is no transaction log, the database server carries out a checkpoint
recovery of the database and then terminates—it does not continue to run.
You can then restart the database server without theption for normal
operation.

If there is a transaction log in the same directory as the database, the
database server carries out a checkpoint recovery, and a recovery using the
transaction log, and then terminates—it does not continue to run. You can
then restart the database server withoutth@ption for normal operation.

During recovery, you should use the same server that you use in production.
For example, if you use the network database seiiesr{/9.exgduring
production, then you should use the network server for recovery because you
may encounter problems as a result of the personal server’s 10 connection
limit. Specifying a cache size when starting the server can reduce recovery
time.

[0 For more information setBackup and Data Recovery” on page 337

dbeng9 "c: \Program Files \Sybase \SQL Anywhere 9\asademo.db" -f

These options are entered after the database name, and apply only to that
database.

To specify the key for a strongly encrypted database.

{dbsrv9 | dbeng9 } [ server-options ]
database-file -ek key ...
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Description

Example

See also

—m database option

Function

Syntax

Applies to

Description

Example

The-ek database option must be provided after a database filename on the
command line. You must provide the KEY value with thé option to start

an encrypted database. The KEY is a string, including mixed cases,
numbers, letters, and special characters.

dbsrv9 -x tcpip asademo.db -ek "Akmm9u70y"

“Encryption connection parameter [ENC]” on page 188
“Encryption Key connection parameter [DBKEY]” on page 190
“Encrypting client/server communications” on pefe

“-ep server option” on page 143

Truncate the transaction log when a checkpoint is done.

{dbsrv9 | dbeng9 }[
server-options ]
database-file -m ...

All operating systems and servers.

Truncate (delete) the transaction log when a checkpoint is done, either at
shutdown or as a result of a checkpoint scheduled by the server. This
provides a way to automatically limit the growth of the transaction log.
Checkpoint frequency is still controlled by the CHECKPOINT_TIME and
RECOVERY_TIME options (which you can also define on the command
line).

The-m option is useful where high volume transactions requiring fast
response times are being processed, and the contents of the transaction log
are not being relied upon for recovery or replication. When this option is
selected, there is no protection against media failure on the device that
contains the database files.

To avoid database file fragmentation, it is recommended that where this
option is used, the transaction log be placed on a separate device or partition
from the database itself.

This option is the same as tha server option, but applies only to the
current database or the database identified bylftiebase-fil@ariable.

Replicated databases
Do not use them option with databases that are being replicated. Replica-
tion inherently relies on transaction log information.

The following example starts a database server named silver and loads the
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sample database. When a checkpoint is done, the transaction log is

truncated.
dbsrv9 -n silver "c: \Program Files \Sybase \SQL Anywhere 9\
asademo.db" -m
—n database option
Function Set the name of the database.
Syntax {dbsrv9 | dbeng9 }[

server-options ]
database-file -n string ...

Applies to All operating systems and servers.

Description Both database servers and databases can be named. Since a database server
can load several databases, the database name is used to distinguish the
different databases.

By default, the database receives the name of the database file with the path
and extension removed. For example, if the database is started on
c:\asalasademo.dind no-n option is specified, the name of the database is
asademo

Example The following example starts the database server with a cache size of 3Mb,
loads the sample database, and names the sample database “test”.

dbsrv9 -c 3Mb "c:  \Program Files \Sybase \SQL Anywhere 9\
asademo.db” -n "test"

There are two -n options
The-n option is positional. If it appears before a database file name, {tis a

server option and names the server. If it appears after a database filel name,
it is a database option and names the database.

For example, the following command names the server SERV and the
database DATA:

dbsrv9 -n SERV asademo.db -n DATA

For more information, seen server option” on page 152

—r database option
Function Starts the named database as read-only. No changes to the database(s) are

allowed: the server does not modify the database file(s) and transaction log
files. This option is position dependent.
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Syntax

Applies to

Description

Example

{dbsrv9 | dbeng9 }-r...

All operating systems and servers.

Opens all database files as read-only with the exception of the temporary file
when the option is specified before any database names on the command
line. If the-r server option is specified after a database name, only that
specific database is read-only. You can make changes on temporary tables,
but ROLLBACK has no effect, since the transaction and rollback logs are
disabled.

Databases distributed on CD-ROM devices, and compressed databases are
examples of database files that cannot be modified. You can either create a
write file to allow changes to the database outside the database file, or run in
read-only mode.

If you attempt to modify the database, for example with an INSERT or
DELETE statement, a SQLSTATE_READ_ONLY_DATABASE error is
returned.

Databases that require recovery cannot be started in read-only mode. For
example, database files created using an online backup cannot be started in
read-only mode if there were any open transactions when the backup was
started, since these transactions would require recovery when the backup
copy is started.

To open two databases in read-only mode
dbeng9 -r databasel.db database2.db

To open only the first of two databases in read-only mode.

dbeng9 databasel.db -r database2.db

171






CHAPTER 6

Connection and Communication

Parameters
About this chapter This chapter provides a reference for the parameters that establish and
describe connections from client applications to a database.
Contents Topic: page
Connection parameters 174
Network communications parameters 201
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Connection parameters

Notes

174

This section describes each connection parameter. Connection parameters
are included in connection strings. They can be entered in the following
places:

¢

In an application’s connection string.

[0 For more information, se#ssembling a list of connection
parameters” on page 77

In an ODBC data source.

[J For more information, se&\Vorking with ODBC data sources” on
page 53

In the Adaptive Server Anywhere Connect dialog.

[0 For more information, se&onnecting from Adaptive Server
Anywhere utilities” on page 51

The ODBC configuration dialog and the Adaptive Server Anywhere Connect
dialog for Windows operating systems share a common format. Some of the
parameters correspond to checkboxes and fields in these dialogs, while
others can be entered in the text box at the end on the Advanced tab.

¢

¢

Connection parameters are case insensitive.

The Usage for each connection parameter describes the circumstances
under which the parameter is to be used. Common usage entries include
the following:

* Embedded databases = When Adaptive Server Anywhere is used as
an embedded database, the connection starts a personal server and
loads the database. When the application disconnects from the
database, the database is unloaded and the server stops.

* Running local databases  This refers to the case where an Adaptive
Server Anywhere personal server is already running, and the database
is already loaded on the server.

* Network servers ~ When Adaptive Server Anywhere is used as a
network server, the client application must locate a server already
running somewhere on the network and connect to a database.

You can use the dbping utility to test connection strings. For example, if a
personal server with the name asademo is running the databademo
(which can be started with the command “dbeng9 asademo.db”)

The following string returns the messagiag database
successful
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dbping -d -c "eng=asademo;dbn=asademo;uid=db;pwd=sql"

The following command, however, returns the mesg$ing database
failed - Database server not running

dbping -d -c "eng=other_engine;uid=dba;pwd=sql"

[1 For more information, se&he Ping utility” on page 514

ApplInfo connection parameter [APP]

Function

Usage
Values
Default

Description

To assist administrators in identifying the origin of particular client
connections from a database server.

Anywhere
String
Empty string

This connection parameter is sent to the database server from
Embedded SQL, ODBC, or OLE DB clients. It is not available from Open
Client or jConnect applications such as Interactive SQL or Sybase Central.

It consists of a generated string that holds information about the client
process, such as the IP address of the client machine, the operating system it
is running on, and so on. The string is associated in the database server with
the connection, and you can retrieve it using the following statement:

select connection_property( 'appinfo’ )

Clients can also specify their own string, which is appended to the generated
string. The Applnfo property string is a sequence of semi-colon-delimited
key=valuepairs. The valid keys are as follows:

¢ APl Either DBLIB or ODBC.

¢ APPINFO If you specified Applnfo in the connection string, the string
entered.

¢ EXE The name of the client executable (Windows and NetWare only)
¢ HOST The host name of the client machine
¢ IP The IP address of the client machine (UNIX and NetWare only)

¢ 0OS The operating system name and version number (for example,
Windows NT 4.0, NetWare 5.1)

¢ PID The process ID of the client (Windows and UNIX only)
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THREAD The thread ID of the client (Windows and UNIX only)

TIMEZONEADJUSTMENT the number of minutes that must be added to
the Coordinated Universal Time (UTC) to display time local to the
connection.

VERSION The version of the connection protocol in use, including
major and minor values, and a build number (for example 9.0.00.3642)

If you specify a debug log file in your client connection parameters, the
APPINFO string is added to the file.

+ Connect to the default database from the C++ version of Interactive SQL:

dbisglc -c uid=DBA;pwd=SQL
View the application information:
select connection_property('appinfo’)

The result is as follows (in a single string):

HOST=machine-name;
OS=Windows NT 4.0;
PID=0x11b;
THREAD=0x102;
VERSION=9.0.00.3642

Connect to the default database from the C++ version of Interactive SQL,
appending your own information to the Appinfo property:

dbisqlc -c "uid=DBA;pwd=SQL;app=ISQL connection"
View the application information:

select connection_property('appinfo’)

The result is as follows (in a single string):

HOST=machine-name;
OS=Windows NT 4.0;
PID=0x10e;
THREAD=0xel;
VERSION=9.0.00.3642;
APPINFO=ISQL connection

AutoStart connection parameter [ASTART]

Function

Usage

176

To prevent a local database server from being started if no connection is
found.

Anywhere
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Values YES, NO
Default YES
Description By default, if no server is found during a connection attempt, and a database

file is specified, then a database server is started on the same machine. You
can turn this behavior off by setting tiheitoStart (ASTART) connection
parameter ttNO or OFF in the connection string.

AutoStop connection parameter [ASTOP]

Function To prevent a database from being stopped as soon as there are no more open
connections.

Usage Embedded databases

Values YES, NO

Default YES

Description By default, any server that is started from a connection string is stopped

when there are no more connections to it. Also, any database that is loaded
from a connection string is unloaded as soon as there are no more
connections to it. This behavior is equivaleniiatoStop=YES .

If you supplyAutoStop=NO , any database that you start in that connection
remains running when there are no more connections to it. As a
consequence, the database server remains operational as well.

The AutoStop (ASTOP) connection parameter is used only if you are
connecting to a database that is not currently running. It is ignored if the
database is already started.

CharSet connection parameter [CS]

Function To specify the character set to be used on this connection.
Usage Anywhere

Values String

Default The local character set.

[l For information on how this is determined, $&etermining locale
information” on page 326

Description If you supply a value for CharSet, the specified character set is used for the
current connection. SettifgharSet=nonedisables character set conversion
for the connection.
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[0 For a list of valid character set values, $Eharacter set labels” on
page 304

CommBufferSize connection parameter [CBSIZE]

Function
Usage
Values

Default

Description

Example

178

To set the maximum size of communication packets, in bytes.
Anywhere
Integer

If no CommBufferSize value is set, the CommBufferSize is controlled by the
setting on the server, which defaults1d60bytes.

The CommBufferSize (CBSIZE) connection parameter specifies the size of
communications packets, in bytes. The minimum value of
CommBufferSize (CBSIZE)is 300, and the maximum is 16000.

The protocol stack sets the maximum size of a packet on a network. If you
set CommBufferSize to be larger than that permitted by your network, the
largest buffers are broken up by the network software. You should set the
buffer size to be somewhat smaller than that allowed by your network
because the network software may add information to each buffer before
sending it over the network.

A larger packet size improves performance for multi-row fetches and fetches
of larger rows. As each connection has its own pool of buffers, a large buffer
size increases the memory usage. The application side uses four
default-sized buffers per connection, and on the server side, there are two.

If CommBufferSize is not specified on the client, the connection uses the
engine’s buffer size. If CommBufferSize is specified on the client, the
connection uses the minimum of either the engine’s buffer size or the
CommBufferSize value.

This corresponds to the SQL Anywhere VersiodHEglient-p option. Using
the-p option to set the CommBufferSize causes all clients which do not
specify their own CommBufferSize, as well as all clients which specify a
CommBufferSize larger than the engine’s CommBufferSize, to use the size
specified in thep option.

+ To set the buffer size to 400 bytes:

CommBufferSize=400

Alternatively, you can set this parameter by entering its value in the Buffer
Size text box of the Network tab of the ODBC Configuration dialog.
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CommLinks connection parameter [LINKS]

Function

Usage

Values
Default

Description

To specify client side network communications protocols.

Anywhere. TheCommLinks (LINKS ) connection parameter is optional for
connections to a personal server, and required for connections to a network
server.

String
Use only the shared memory communications protocol to connect.

If you do not specify &ommLinks (LINKS ) connection parameter, the

client searches for a server on the current machine only, and only using a
shared memory connection. This is the default behavior, and is equivalent to
CommLinks=ShMem The shared memory protocol is the fastest
communication link between a client and server running on the same
machine, as is typical for applications connecting to a personal database
server.

If you specifyCommLinks=ALL, the client searches for a server using all
available communication protocols. Since there may be an impact on
performance if you specif@¢ommLinks=ALL , use this setting only when you
don’t know which protocol to use.

If you specify one or more protocols in ti@mmLinks (LINKS)

connection parameter, the client uses the named communication protocol(s),
in the order specified, to search for a network database server. A connection
error appears and the connection attempt aborts if the connection fails to
connect using a specified protocol, even if there are protocols remaining in
the list to try.

CommLinks (LINKS) connection parameter values are case insensitive,
and include:

¢ SharedMemory (ShMem)  Start the shared memory protocol for
same-machine communication. This is the default setting. The client tries
shared memory first if it appears in a list of protocols, regardless of the
order in which protocols appear.

¢ ALL Attemptto connect using the shared memory protocol first,
followed by all remaining and available communications protocols. Use
this setting if you are unsure of which communication protocol(s) to use.

+ NamedPipes (NP) For C2 security purposes, connect from a
Windows NT/2000/XP client to a database server on the same machine
that was started with thec option.
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TCPIP (TCP) Start the TCP/IP communications protocol. TCP/IP is
supported on all operating systems.

SPX Start the SPX communications protocol. The SPX protocol is
supported for Windows and NetWare clients.

Each of these values can have additional network communications
parameters supplied.

[l For a list of parameters, sésetwork communications parameters” on
page 201

You may wish to use a specific protocol, as opposed to ALL, for the
following reasons:

¢

The network library starts slightly faster if the client uses only necessary
network protocols.

Connecting to the database may be faster.

You must specify the protocol explicitly if you wish to tune the broadcast
behavior of a particular protocol by providing additional network
communications parameters.

TheCommLinks (LINKS ) connection parameter corresponds to the
database servex option.

¢

The following connection string fragment starts the TCP/IP protocol
only:

CommLinks=tcpip

The following connection string fragment starts the shared memory
protocol and searches for the database server over shared memory. If the
search fails, it then starts the TCP/IP port and searches for the server on
the local network. If that fails, it starts the SPX port and searches for the
engine over SPX.

CommLinks=tcpip,shmem,spx

The following connection string fragment starts the SPX port and
searches for the engine over SPX. If the search fails, it then starts the
TCP port and searches for the server on the local network, as well as the
host kangaroo. Note that if the server is found over SPX, the TCP port is
NOT started.

CommLinks=spx,tcpip(HOST=kangaroo)
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See also

“Network communications parameters” on page 201
“Client/Server Communications” on page 93

“-x server option” on page 162

Compress connection parameter [COMP]

Function

Usage

Values

Default

Description

Examples

To turn compression ON or OFF for a connection. Compressing a
connection may improve performance under some circumstances.

Anywhere except with TDS connections. TDS connections (including
jConnect) do not support Adaptive Server Anywhere communication
compression.

YES, NO

In the case of a difference between client and server settings, the client
setting applies.

NO

If no Compress value is set, the compression status is controlled by the
setting on the server, which defaults to no compression.

The packets sent between an Adaptive Server Anywhere client and server
can be compressed using tiempress (COMP)connection parameter.
Large data transfers with highly compressible data tend to get the best
compression rates.

Available values of th€ompress (COMP)connection parameter are case
insensitive, and include:

¢ YES Turn communication compression on for this connection.
¢ NO Turn communication compression off for this connection.

To save yourself time and possible disappointment, it is wise to conduct a
performance analysis on the particular network and using the particular
application before using communication compression in a production
environment.

To enable compression for all remote connections on the server, uge the
server option.

Note that same-machine connections over any communication link will not
enable compression, even if theg  option orCOMPRESS=YHB$arameter is
used.

+ The following connection string fragment turns packet compression ON:

Compress=YES
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See also

¢ The following connection string fragment turns packet compression OFF:

Compress=NO

“-pc server option” on page 154

“Adjusting communication compression settings to improve performance”
on page 102

CompressionThreshold connection parameter [COMPTH]

Function

Usage

Values

Default

Description

Example

See also

182

To increase or decrease the size limit at which packets are compressed.
Changing the compression threshold can help performance of a compressed
connection by allowing you to only compress packets when compression

will increase the speed at which the packets are transferred.

Anywhere except TDS. Only applies to compressed connections.

Integer representing the minimum byte-size of packets to be compressed.
Values less than 80 are not recommended.

If both client and server specify different compression threshold settings, the
client setting applies.

120

If no CompressionThreshold value is set, the compression threshold value is
controlled by the setting on the server, which defaults to 120 bytes.

When compression is enabled, individual packets may or may not be
compressed, depending on their size. For example, Adaptive Server
Anywhere does not compress packets smaller than the compression
threshold, even if communication compression is enabled. As well, small
packets (less than about 100 bytes) usually do not compress at all. Since
CPU time is required to compress packets, attempting to compress small
packets could actually decrease performance.

Generally speaking, lowering the compression threshold value may improve
performance on very slow networks, while raising the compression threshold
may improve performance by reducing CPU. However, since lowering the
compression threshold value will increase CPU usage on both the client and
server, a performance analysis should be done to determine whether or not
changing the compression threshold is beneficial.

+ Connect, with a compression threshold of 100 bytes.

CompressionThreshold=100

“-pt server option” on page 155
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“Adjusting communication compression settings to improve performance”
on page 102

ConnectionName connection parameter [CON]

Function

Usage
Values
Default

Description

Example

Names a connection, to make switching to it easier in multi-connection
applications.

Not available for ODBC.
String
No connection name.

An optional parameter, providing a name for the particular connection you
are making. You may leave this unspecified unless you are going to establish
more than one connection, and switch between them.

The connection name is not the same as the data source name.
¢ Connect, naming the connection First_Con:

CON=First_Con

DatabaseFile connection parameter [DBF]

Function

Usage
Values
Default

Description

For use when starting a database that is not already running. The
DatabaseFile connection parameter indicates which database file you want to
load and connect to.

If you want to connect to an already running database, use the
DatabaseName (DSNparameter.

Embedded databases
String
There is no default setting.

The DatabaseFile (DBF)connection parameter is used to load and connect
to a specific database file that is not already running on a database server.

+ If the database you want to connect to is not already running, use the
DatabaseFile (DBF)connection parameter so the database can be
started.

+ If the filename does not include an extension, Adaptive Server Anywhere
looks for a file with the db extension.

¢ The path of the file is relative to the working directory of the database
server. If you start the server from a command prompt, the working
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See also

directory is the directory that you are in when entering the command. If
you start the server from an icon or shortcut, it is the working directory
that the icon or shortcut specifies. It is recommended that you supply a
complete path and file name.

+ If you specify both the database file and the database name, the database
file is ignored and is not used to try to connect to a database that is
already running.

You can also use UNC filenames and Novell NetWare Directory Services file
names.

[ For information about using UNC filenames and Novell NetWare
Directory Services file names, s€khe database server” on page 124

Caution
The database file must be on the same machine as the database server.
Starting a database file that is located on a network drive can lead to file

corruption.

¢+ TheDatabaseFile (DBF)connection parameter in the following example
loads and connects to the sample databasademo.dbinstalled in the
directoryc:\Program Files\Sybase\SQL Anywhere 9

DBF=c: \Program Files \Sybase \SQL Anywhere 9\asademo.db

¢ The following two examples assume that you have started a database file
named cities.db, and renamed the database Kitchener as follows:

dbeng9 cities.db -n Kitchener
» To successfully start and connect to a database and name it Kitchener:

DBN=Kitchener;DBF=cities.db

 SpecifyingDBF=cities.db  would fail to connect to the running
database named Kitchener.

“DatabaseName connection parameter [DBN]” on page 184

DatabaseName connection parameter [DBN]

Function

Usage

184

For use when connecting to a database that is already running. Identifies a
loaded database to which a connection needs to be made.

If you want to connect to a database that is not already running, use the
DatabaseFile (DBF)parameter.

Running local databases or network servers.
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Values
Default

Description

Example

String
There is no default setting.

Whenever a database is started on a server, it is assigned a database name,
either by the administrator using the -n option, or by the server using the
base of the filename with the extension and path removed.

If the database you want to connect to is already running, you should specify
the database name rather than the database file.

A connection will only occur if the name of the running database matches
the name that is specified in tbatabaseName (DBNparameter.

Note
If you specify both the database name and database file, the database file
is ignored and is not used to try to connect to a database that is already

running.

+ To start a database file nameities.dband rename the database
Kitchener, you can use the following command:

dbeng9 cities.db -n Kitchener
¢ Assuming you have run the above command, you can successfully
connect to the running database named Kitchener as follows:
DBN=Kitchener
¢ Alternatively, you could use the following to successfully connect to the
running database named Kitchener:
DBN=Kitchener;DBF=cities.db
+ However, specifying the following would fail to connect to the database
named Kitchener:

DBF=cities.db

DatabaseSwitches connection parameter [DBS]

Function

Usage

Values

Default

To provide database-specific options (switches) when starting a database.

Connecting to a server when the database is not loaded. This connection
parameter autostarts an engine with the specified database and options if a
server is not already running.

String

No options
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Description You should supply DatabaseSwitches only if you are connecting to a
database that is not currently running. When the server starts the database
specified by DatabaseFile, the server uses the supplied DatabaseSwitches to
determine startup options for the database.

Only databas@ptions (switches)

can be supplied using this parameter. Server switches must be supplied using
the StartLine connection parameter.

[0 For information about database options, 4@atabase options” on
page 168

Example ¢ The following command, entered all on one line at a command prompt,
connects to the default database server, loads the database file
asademo.dfDatabaseFile (DBF)connection parameter), names it as
my_db (DBS parameter) and connects to the database of that name
(DatabaseName (DBNYonnection parameter).

dbisgl -c "uid=DBA;pwd=SQL;dbf=c: \Program Files \Sybase \SQL
Anywhere 9 \asademo.db;dbn=my_db;dbs=-n my_db"

See also “The database server” on page 124

“StartLine connection parameter [START]” on page 199

DataSourceName connection parameter [DSN]

Function Tells the ODBC driver manager or Embedded SQL library where to look in
the odbc.inifile or registry to find ODBC data source information.

Usage Anywhere

Values String

Default There is no default data source name.

Description It is common practice for ODBC applications to send only a data source

name to ODBC. The ODBC driver manager and ODBC driver locate the
data source, which contains the remainder of the connection parameters.

In Adaptive Server Anywhere, Embedded SQL applications can also use
ODBC data sources to store connection parameters.

Example + The following parameter uses a data source name:

DSN=Dynamo Demo

See also “FileDataSourceName connection parameter [FILEDSN]” on page 191
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DisableMultiRowFetch connection parameter [DMRF]

Function To turn off multi-row fetches across the network

Usage Anywhere

Values YES, NO

Default NO

Description By default, when the database server gets a simple fetch request, the
application asks for extra rows. You can disable this behavior by setting this
parameter t@®N.

For more information, see “Using cursors in procedures and triges:
SQL User's Guidepage 646]

[l Setting theDisableMultiRowFetch (DMRF) connection parameter to
ON is equivalent to setting theREFETCH database option tOFF. For
more information, see “Prefetching roM&SA Programming Guidpage 42]

Example ¢ The following connection string fragment prevents prefetching:

DMRF=YES

EngineName connection parameter [ENG]

Function Synonym for ServerName. The name of a running database server to which
you want to connect.

Usage Network servers or running personal servers.

Values String

Default The default local database server.

Description EngineName is not needed if you wish to connect to the default local

database server.

You need to supply an EngineName only if more than one local database
server is running, or if you wish to connect to a network server. In the
Connect dialog, and in the ODBC Administrator, this is the Server Name
field.

The server name is interpreted according to the character set of the client
machine. Multi-byte characters are not recommended in server names.

Names must be a valid identifier. Long engine names are truncated to
different lengths depending on the protocol.
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Protocol Truncation Length
Unix shared memory 31 bytes
non-Unix shared memory 40 bytes
TCP/IP 40 bytes
SPX 32 bytes
Named Pipes 8 bytes
Example + Connectto a server named Guelph:
ENG=Guelph
See also “Identifiers” [ASA SQL Referencpage 7]

“-n server option” on page 152

EncryptedPassword connection parameter [ENP]

Function To provide a password, stored in an encrypted fashion in a data source.
Usage Anywhere

Values String

Default None

Description Data sources are stored on disk as a file or in the registry. Storing passwords

on disk may present a security problem. For this reason, when you enter a
password into a data source, it is stored in an encrypted form.

If both thePassword (PWD)connection parameter and the
EncryptedPassword (ENP)connection parameter are specifiedssword
(PWD) takes precedence.

Encryption connection parameter [ENC]

Function To encrypt packets sent between the client application and the server.
Usage For ECC_TLS (Certicom), RSA_TLS, TCP/IP only.
For noneor simple anywhere.
Values String
Default NONE

If an Encryption value is not set, encryption is controlled by the setting on
the server, which defaults to no encryption.

188



Chapter 6. Connection and Communication Parameters

Description

You can use this parameter if you are concerned about the security of
network packets. Encryption does affect performance marginally. The
Encryption (ENC) connection parameter accepts the following arguments:

none accepts communication packets that are not encrypted. This value is
equivalent to NO in previous versions of Adaptive Server Anywhere.

simple accepts communication packets that are encrypted with simple
encryption supported on all platforms and on previous versions of Adaptive
Server Anywhere. This value is equivalent to YES in previous versions of
Adaptive Server Anywhere.

ECC_TLS (formerly Certicom) accepts communication packets that are
encrypted using Certicom encryption technology. To use this type of
encryption, both the server and the client must be operating on Solaris,
Linux, NetWare, and all supported Windows operating systems except
Windows CE, and the connection must be over the TCP/IP port. UNIX
platforms, except for Solaris and Linux, do not recognize the client or server
Certicom parameter. To authenticate the server, the Certicom software
verifies that the server’s certificate values match any values you supply about
the client using the following arguments:

¢ trusted_certificates  specify the certificate file the client uses to
authenticate the server.

¢ certificate_company  specify the value for the organization field. The
server’s value and the client’s value must match.

¢ certificate_unit  specify the value for the organization unit field. The
server’s value and the client’s value must match.

+ certificate_name  specify the certificate’s common name. The server’s
value and the client’s value must match.

RSA TLS accepts communication packets that are encrypted using RSA
encryption technology. To use this type of encryption, both the server and
the client must be operating on Solaris, Linux, NetWare, and all supported
Windows operating systems except Windows CE, and the connection must
be over the TCP/IP port. UNIX platforms, except for Solaris and Linux, do
not recognize the client or serv@SA_TLS parameter. To authenticate the
server, the Certicom software verifies that the server’s certificate values
match any values you supply about the client using the following arguments:

¢ trusted_certificates  specify the certificate file the client uses to
authenticate the server.

¢ certificate_company  specify the value for the organization field. The
server’s value and the client’s value must match.
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See also

¢ certificate_unit  specify the value for the organization unit field. The
server’s value and the client’s value must match.

+ certificate_name  specify the certificate’s common name. The server’s
value and the client’s value must match.

Caution
The sample certificate should be used for testing purposes only. The sample
certificate provides no security in deployed situations because it and the
corresponding password are widely distributed with Sybase software. To
protect your system, you must create your own certificate.

For information about certificates, see “Self-signed certificgtasbilLink
Synchronization User’'s Guidpage 347]

You can use the connection_property system function to retrieve the
encryption settings for the current connection. The function returns one of
three values: none, simple, or Certicom, depending which type of encryption
is being used.

[l For information about using the connection_property system function,
see “CONNECTION_PROPERTY function [SystenifSA SQL Reference,
page 106]

+ The following connection string fragment connects to a database server
myeng with a TCP/IP link, using Certicom encryption and the sample
trusted certificate:

"ENG=myeng; LINKS=tcpip; Encryption=ECC_TLS (trusted_
certificates=sample.crt)"

¢ The following connection string fragment connects to a database server
myeng with a TCP/IP link, using RSA encryption and the sample trusted
certificate:

"ENG=myeng; LINKS=tcpip; Encryption=RSA_TLS (trusted_
certificates=sample.crt)"

“-ec server option” on page 141

“Encrypting client/server communications” on pag®

Encryption Key connection parameter [DBKEY]

Function
Usage

Values
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To start an encrypted database with a connect request.
Anywhere
String
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Default

Description

Example

See also

None

You must specify this parameter when you start an encrypted database with a
connect request. You do not need to specify this parameter if you are
connecting to an encrypted database that is already running.

The encryption key is a string, including mixed cases, numbers, letters, and
special characters.

+ The following fragment illustrates the use of thacryption Key
(DBKEY) connection parameter:

"UID=dba;PWD=sql;ENG=myeng;DBKEY=V3mo0j3952B"
“-ek database option” on page 168
“-ep server option” on page 143

“Encrypting client/server communications” on pefe

FileDataSourceName connection parameter [FILEDSN]

Function

Usage
Values
Default

Description

See also

TheFileDataSourceName (FILEDSN)connection parameter tells the
client library that there is an ODBC file data source holding information
about the database to which you want to connect.

Both ODBC and Embedded SQL applications can use File data sources
Anywhere

String

There is no default name.

File data sources hold the same information as ODBC data sources stored in
the registry. File data sources can be easily distributed to end users so that
connection information does not have to be reconstructed on each machine.

“DataSourceName connection parameter [DSN]” on page 186

ForceStart connection parameter [FORCESTART]

Function
Usage
Values
Default

See also

To start a server without attempting to connect to one.
Only with the db_start_engine function

YES, NO

NO

“db_start_engine functiomMASA Programming Guid@age 216]
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Idle connection parameter [IDLE]

Function

Usage

Values
Default

Description

Example

See also

To specify the connection’s idle timeout period.

Anywhere except with TDS and Shared Memory connections. Shared
Memory and TDS connections (including jConnect) ignore the Adaptive
Server Anywherddle (IDLE) connection parameter.

Integer
240

Theldle (IDLE) connection parameter applies only to the current
connection. You can have multiple connections on the same server set to
different timeout values.

If no connection idle timeout value is set, the idle timeout value is controlled
by the setting on the server, which defaults to 240 minutes. In case of a
conflict between timeout values, the connection timeout value supercedes
any server timeout value whether specified or unspecified.

Optionally, the relevant server command line parameters could be included
for both Idle and Liveness Timeouti( and-tl respectively).

+ The following connection string fragment sets the timeout value for this
connection to 10 minutes:

"ENG=myeng;LINKS=tcpip;|IDLE=10"

“-ti server option” on page 159

Integrated connection parameter [INT]

Function
Usage
Values
Default

Description
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To use the integrated login facility.

Anywhere

YES, NO

NO

Thelntegrated (INT) connection parameter has the following settings:

¢ YES An integrated login is attempted. If the connection attempt fails
and the LOGIN_MODE option is set to Mixed, a standard login is
attempted.

¢ NO This is the default setting. No integrated login is attempted.

For a client application to use an integrated login, the server must be running
with the LOGIN_MODE database option set to Mixed or Integrated.
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Example

See also
Language [LANG]

Function
Usage

Values

Default

Description

¢ The following data source fragment uses an integrated login:

INT=YES

“LOGIN_MODE option [database]” on page 602

Specifies the language of the connection.
Anywhere

The two-letter combination representing a language. For example, setting
LANG=DE sets the default language to German.

The language specified by (in order) ASLANG, dblang.exe, or the installer.

This connection parameter establishes the language for the connection. Any
errors or warnings from the server will be delivered in the specified
language, assuming that the server supports the language.

If no language is specified, the default language is used. The default
language is the language specified by, in order, ASLANG, dblang.exe, or the
installer.

This connection parameter only affects the connection. Messages returned
from Adaptive Server Anywhere’s various tools and utilities will appear in
the default language, while the messages returned from the server will
appear in the connection’s language.

LazyClose connection parameter [LCLOSE]

Function

Usage
Values
Default

Description

Enabling this option causes tll OSEcursor-namelatabase request to be
gueued, and then sent to the server with the next database request. This
eliminates a network request each time a cursor is closed.

Anywhere
YES, NO
NO

When this parameter is enabled, cursors are not actually closed until the next
database request. Any isolation level 1 cursor stability locks still apply to the
cursor while theCLOSEcursor-namelatabase request is queued.

Enabling this option can improve performance if your:

+ network exhibits poor latency

+ application sends many cursor open and close requests
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Note that in rare circumstances, canceling the next request aftet th&E
cursor-namelatabase request can leave the cursor in a state where it appears
to be closed on the client side, but is not actually closed on the server side.
Subsequent attempts to open another cursor with the same name will fail.
Using LazyClose is not recommended if your application cancels requests
frequently.

LivenessTimeout connection parameter [LTO]

Function

Usage

Values

Default

Description

Example

To control the termination of connections when they are no longer intact.
Network server only.

All platforms except non-threaded UNIX applications.

Integer(in seconds)

120

If no LivenessTimeout value is set, the LivenessTimeout is controlled by the
setting on the server, which defaults to 120 seconds.

A liveness packeis sent periodically across a client/server TCP/IP or SPX
communications protocol to confirm that a connection is intact. If the client
runs for the LivenessTimeout period without detecting a liveness request or
response packet, the communication is severed.

Liveness packets are sent when a connection has not sent any packets for
between one third and two thirds of the LivenessTimeout value.

When there are more than 200 connections to a server, the server
automatically calculates a higher LivenessTimeout value based on the stated
LivenessTimeout value. This enables the server to handle a large number of
connections more efficiently.

+ The following sets a LivenessTimeout value of 10 minutes
LTO=600
Alternatively, you can set this parameter by entering its value in the

LivenessTimeout text box of the Network tab of the ODBC Configuration
dialog.

Logfile connection parameter [LOG]

Function
Usage

Values

194

To send client error messages and debugging messages to a file.
Anywhere
String
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Default No log file

Description If you want to save client error messages and debugging messages in a file,
use theLogfile (LOG) connection parameter.

If the file name includes a path, it is relative to the current working directory
of the client application.

TheLogFile (LOG) connection parameter is connection-specific, so from a
single application you can set different LogFile arguments for different
connections.

Example The following command line starts Interactive SQL connecting to the
ASA 9.0 Sample data source withLagFile (LOG) connection parameter:

dbisgl -c "DSN=ASA 9.0 Sample;LOG=d: \logs \test.txt"

Typical log file contents are as follows:
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Fri Oct 27 2000 11:45

Application information:

"HOST=NAME-PC;0S=Windows NT 4.0 (Service Pack
5);PID=0x14b;THREAD=0x148;EXE=C:  \ASA90\WIN32\
DBPING.EXE;VERSION=9.0.0.1271;API=DBLIB;TIMEZONEADJUSTM
ENT=-300"

Attempting to connect using:

UID=dba;PWD=***ENG=name;DBG=YES;LOG=c: \temp\
cli.out;LINKS=shmem,tcpip

Attempting to connect to a running server...

Trying to start SharedMemory link ...

SharedMemory link started successfully

Attempting SharedMemory connection (no asasrv.ini cached
address)

Failed to connect over SharedMemory

Trying to start TCPIP link ...

Loading wsock32.dll

Loading ws2_32.dll

TCP using Winsock version 2.0

My IP address is 172.31.142.196

My IP address is 127.0.0.1

TCPIP link started successfully

Attempting TCPIP connection (address 172.31.143.196:2638 found
in asasrv.ini cache)

Trying to find server at cached address 172.31.143.196:2638
without broadcasting

Server not found (no reply received)

Looking for server with name NAME

| am in a class B network

Sending broadcast to find server

Using broadcast address of: 172.31.255.255:2638

| am in a class A network

Sending broadcast to find server

Using broadcast address of: 127.255.255.255:2638

Found database server at address 172.31.142.196:2638

Found database server NAME on TCPIP link

Connected to server over TCPIP at address 172.31.142.196:2638

Writing server address 172.31.142.196:2638 to asasrv.ini cache

Liveness timeout 120, liveness retransmit period 30

Connected to the server, attempting to connect to a running
database...

Connected to database successfully

Password connection parameter [PWD]

Function
Usage
Values

Default
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To provide a password for the connection.
Anywhere
String

No password provided.



Chapter 6. Connection and Communication Parameters

Description

Example

See also

Every user of a database has a password. The password must be supplied for
the user to be allowed to connect to the database.

ThePassword (PWD)connection parameter is not encrypted. If you are
storing passwords in a data source, you should usEnleeyptedPassword
(ENP) connection parameter. Sybase Central and the Adaptive Server
Anywhere ODBC configuration tool both use encrypted parameters.

If both Password (PWD)connection parameter and the
EncryptedPassword (ENP)connection parameter are specified, the
Password (PWD)connection parameter takes precedence.

+ The following connection string fragment supplies the useDBA and
passwordSQL.

UID=DBA;PWD=SQL

Alternatively, you can set these parameters in the User ID and Password text
boxes in the Connect dialog and ODBC Administrator dialog.

“EncryptedPassword connection parameter [ENP]” on page 188

PrefetchBuffer connection parameter [PBUF]

Function
Usage
Values
Default

Description

Examples

Set the maximum amount of memory for buffering rows, in kilobytes.
Anywhere

Integer

16 (Windows CE)64 (all other platforms)

The PrefetchBuffer (PBUF) connection parameter controls the memory
allocated on the client to store prefetched rows. In some circumstances,
increasing the number of rows prefetched from the database server by the
client can improve query performance. You can increase the number of rows
prefetched using therefetchRows (PROWS)andPrefetchBuffer (PBUF)
connection parameters.

Increasing thérefetchBuffer (PBUF) connection parameter increases the
amount of memory used to buffer GET DATA requests. This may improve
performance for some applications that process many GET DATA
(SQLGetData) requests.

[1 For more information, se#®refetchRows connection parameter
[PROWS]” on page 198

+ The following connection string fragment could be used to determine if
the PrefetchBuffer memory limit is reducing the number of rows
prefetched.
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...PrefetchRows=100;Debug=YES;Lodfile=c: \client.txt

+ The following string could be used to increase the memory limit to 256K:

...PrefetchRows=100;PrefetchBuffer=256

PrefetchRows connection parameter [PROWS]

Function
Usage
Values
Default

Description

Example

Set the maximum number of rows to prefetch when querying the database.
Anywhere

Integer

10

Increasing the number of rows prefetched from the database server by the
client can improve performance on cursors that only fetch relative 0 or 1,
with either single row or wide fetches. Wide fetches include embedded SQL
array fetches and ODBC block fetches.

Improvements occur particularly under the following conditions:

¢ The application fetches many rows (several hundred or more) with very
few absolute fetches.

¢ The application fetches rows at a high rate, and the client and server are
on the same machine or connected by a fast network.

¢ Client/server communication is over a slow network, such as a dial-up
link or wide area network.

The number of rows prefetched is limited both by BrefetchRows
(PROWS) connection parameter and tReefetchBuffer (PBUF)
connection parameter, which limits the memory available for storing
prefetched rows.

1 For more information, se®refetchBuffer connection parameter
[PBUF]” on page 197

+ The following connection string fragment sets the number of prefetched
rows to 100:

...PrefetchRows=100;...

ServerName connection parameter [ENG]
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This is a synonym for th&ngineName (ENG)connection parameter.
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For more information, sedEngineName connection parameter [ENG]” on
page 187

StartLine connection parameter [START]

Function
Usage
Values
Default

Description

Example

To start a database server running from an application.
Embedded databases

String

No StartLine parameter

You should supply &tartLine (START) connection parameter only if you
are connecting to a database server that is not currently running. The
StartLine (START) connection parameter is a command line to start a
personal database server.

[0 For a detailed description of available command line options: Hee
database server” on page 124

+ The following data source fragment starts a personal database server with
a cache of 8 Mb.

StartLine=dbeng9 -c 8M;dbf=asademo.db

Unconditional connection parameter [UNC]

Function
Usage
Values
Default

Description

Example

See also

To stop a server usingbstopeven when there are connections to the server.
Anywhere

YES, NO

NO

The dbstoputility shuts down a database server. If you spetiRC=YESnh

the connection string, the server is shut down even if there are active
connections. If Unconditional is not set to YES, then the server is shut down
only if there are no active connections.

4 The following command line shuts down the server unconditionally:
dbstop -c "UID=DBA;PWD=SQL;ENG=server-name;UNC=YES"

“Stopping a database server using the dbstop command-line utility” on
page 525

Userid connection parameter [UID]

Function

The user ID with which you log on to the database.
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Usage Anywhere

Values String

Default None

Description You must always supply a user ID when connecting to a database.

Example + The following connection string fragment supplies the useDEBA and
passwordsQL:

uid=DBA;pwd=SQL
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Network communications parameters

TCP/IP, HTTP, HTTPS,
and SPX
communications
parameters

Communication parameters (for both the client and the server) enable you to
work around peculiarities of different network protocol implementations.

You can supply the network communication parameters in the server
command. For example:

dbsrv9 -x tcpip(PARM1=valuel;PARM2=value2;. . .),SPX
From the client side, you enter the communications parameters as the
CommLinks (LINKS) connection parameter:
CommLinks=tcpip(PARM1=valuel;PARM2=value2;. . .),SPX
If there are spaces in a parameter, the network communication parameters

must be enclosed in quotation marks to be parsed properly by the system
command interpreter:

dbsrv9 -x "tcpip(PARM1=value 1;PARM2=value 2;...),SPX"
CommLinks="tcpip(PARM1=value 1;PARM2=value 2;...),SPX"

The quotation marks are required under UNIX if more than one parameter is
given because UNIX interprets the semicolon as a command separator.

Boolean parameters are turned on with YES, ON, TRUE, or 1, and are
turned off with any of NO, OFF, FALSE, and 0. The parameters are case
insensitive.

The examples provided should all be entered on a single line; you can also
include them in a configuration file and use the @ server option to invoke the
configuration file.

The parameters currently available for TCP/IP and SPX are as follows.

TCP/IP HTTP & HTTPS SPX
Broadcast [BCAST] BroadcastListener
[BLISTENER]
BroadcastListener DLL
[BLISTENER]
Certificate

Certificate_Password

ClientPort [CPORT] DoBroadcast [DO-
BROAD]
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TCP/IP HTTP & HTTPS SPX
DatabaseName [DBN]
DLL ExtendedName
[ENAME]
DoBroadcast [DO- Host [IP]

BROAD]
Host [IP]

LocalOnly [LOCAL]

LDAP [LDAP]

MyIP [ME]

ReceiveBufferSize
[RCVBUFSZ]

SendBufferSize [SND-
BUFSZ]

ServerPort [PORT]
TDS
Timeout [TO]

VerifyServerName
[VERIFY]

LocalOnly [LOCAL]

LogFile [LOG]
LogMaxSize [LSize]
LogOptions [LOpt]
LogFormat [LF]

MaxConnections [Max-
Conn]

MaxRequestSize [Max-
Size]

MyIP [ME]

ServerPort [PORT]

Timeout [TO]

Broadcast communication parameter [BCAST]

Usage
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TCP/IP

RegisterBindery [REG-
BIN]

SearchBindery [BIN-
SEARCH]

Timeout [TO]
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Values
Default

Description

String (in the form of an IP address)
Broadcasts to all addresses on the same subnet

BROADCAST specifies the IP address used by your TCP/IP protocol
implementation to identify a broadcast message.

Broadcast addresses consist of the network IP address portion, with 255 as
the remaining integers. For example

+ if the network portion is 95 (class A), then the broadcast address would
be 95.255.255.255

+ ifthe network portion is 132.10 (class B), then the broadcast address
would be 132.10.255.255

+ if the network portion is 197.31.175 (class C), then the broadcast address
would be 197.31.175.255

The broadcast IP address 255.255.255.255 broadcasts to all subnets.

BroadcastListener communication parameter [BLISTENER]

Usage
Values
Default

Description

Example

See also

Certificate
Usage
Values
Default

Description

SPX, TCP/IP, Server side

YES, NO

YES

This option allows you to turn broadcast listening OFF for this port.

Using-sb 0 is the same as specifyirBjoadcastListener=NO on both
TCP/IP and SPX.

+ Start a server that accepts both TCP/IP and SPX connections, but require
that TCP/IP connections use BroadcastListener=NO:

dbsrv9 -x tcpip(BroadcastListener=NO),spx ...

“-sb server option” on page 158

HTTP, HTTPS
String
There is no default certificate name.

This option allows you to specify the name of an encryption certificate. The
password for this certificate must be specified with the Certificate_Password
parameter.
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Example + Start a server that requires web connections to use a particular encryption
certificate.

dbsrv9 -xs http(Certificate=cert.file;Certificate_
Password=secret) ...

Certificate_Password

Usage HTTP, HTTPS
Values String
Default There is no default certificate password.
Description This option allows you to specify the password that matches the encryption
certificate specified by the Certificate parameter.
Example ¢ Start a server that requires web connections to use a particular encryption
certificate.

dbsrv9 -xs http(Certificate=cert.file;Certificate_
Password=secret) ...

ClientPort communication parameter [CPORT]

Usage TCP/IP. Client side only.
Values Integer
Default Assigned dynamically per connection by the networking implementation. If

you do not have firewall restrictions, it is recommended that you do not use
this parameter.

Description This option is provided for connections across firewalls, as firewall software
filters according to TCP/UDP port. It is recommended that you do not use
this parameter unless you need to for firewall reasons.

The ClientPort option designates the port number on which the client
application communicates using TCP/IP. You may specify a single port
number, or a combination of individual port numbers and ranges of port
numbers.

It is best to specify a list or a range of port numbers if you want to make
multiple connections using a given Data Source or a given connect string. If
you specify a single port number, then your application will be able to
maintain only one connection at a time. In fact, even after closing the one
connection, there is a short timeout period during which no new connection
can be made using the specified port. When you specify a list and/or range
of port numbers, the application keeps trying port numbers until it finds one
to which it can successfully bind.
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Examples + The following string makes a connection from an application using port
6000 to a server named my_server using port 5000:

CommLinks=tcpip{ClientPort=6000;ServerPort=5000};
ServerName=my_server

¢ The following string makes a connection from an application that can use
ports 5050 through 5060, as well as ports 5040 and 5070 for
communicating with a server named my_server using the default server
port:

CommLinks=tcpip{ClientPort=5040,5050-5060,5070};ServerName=my __
server

See also “Host communication parameter [IP]” on page 207
“DoBroadcast communication parameter [DOBROAD]” on page 206
“ServerPort communication parameter [PORT]” on page 215

“Connecting across a firewall” on page 95

Database Name [DBN]

Usage HTTP, HTTPS

Values AUTO, REQUIRED, database-name

Default AUTO

Description Specifies the name of a database to use when processing web requests, or

uses the REQUIRED or AUTO keyword to specify whether database names
are required as part of the URI.

If this parameter is set to REQUIRED, the URI must specify a database
name.

If this parameter is set to AUTO, the URI may specify a database name, but
does not need to do so. If the URI contains no database name, the default
database on the server is used to process web requests. Since the server mus
guess whether or not the URI contains a database name when set to AUTO,
you should design your web site so as to avoid ambiguity.

If this paramter is set to the name of a database, that database is used to
process all web requests. The URI must not contain a database name.

Example + The following command starts two databases, but permits only one of
them to be accessed via HTTP.

dbsrv9 -xs http(dbn=web) asademo.db web.db
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DLL communication parameter

Usage
Values

Default

Description

Example

TCP/IP, SPX (Windows 95/98/Me, Windows NT/2000/XP)

String

¢ On Windows NT/2000/XP, the defaultvgs2_32.dl (Winsock 2.0).
¢ On Windows 95/98/Me the defaultvgsock32.dll(Winsock 1.1).

To support untested TCP/IP protocol stacks where the required networking
interface functions are in DLLs that differ from the default protocol stack.
The client or server looks for its required functionality in the named DLLs.

¢ The following command starts a server using Winsock 1.1

dbsrv9 -x tcpip(dll=wsock32.dll) asademo

DoBroadcast communication parameter [DOBROAD]

Usage

Values

Default

Description
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TCP/IP (all platforms)

SPX (all platforms except UNIX and CE)
ALL, NONE, DIRECT (Client side)
YES, NO (Server side)

ALL

Clientusage  With DoBroadcast=ALL (formerly DoBroadcast=YES ) a
broadcast is performed to search for a server. The broadcast goes first to the
local subnet. IHOST=is specified, broadcast packets are also sent to each of
the hosts. For TCP, all broadcast packets are UDP packets. For SPX, the
broadcast is only performed if the server is not found in the bindery. For
SPX, all broadcast packets are IPX packets.

With DoBroadcast=DIRECT (formerly DoBroadcast=NO ), no broadcast is
performed to the local subnet to search for a database server. Broadcast
packets are sent only to the hosts listed inf@ST (IP) communication
parameter. If you specifoBroadcast=DIRECT , theHOST (IP)
communication parameter is required.

SpecifyingDoBroadcast=NONE causes no UDP or IPX broadcasts to be
used. A TCP/IP or SPX connection is made directly with the HOST/PORT
specified, and the engine name is verified. With TCP/IP, you can choose not
to verify the engine name by setting tkferifyServerName (VERIFY)
communication parameter dO. TheHOST (IP) communication



Chapter 6. Connection and Communication Parameters

parameter is a required parameter, while SieeverPort (PORT)
communication parameter is optional.

For DIRECT and NONE, you must specify the server host with the HOST
option.

Server usage SettingDoBroadcast=NO prevents the database server
from broadcasting to find other servers with the same name. This is useful in
certain rare circumstances, but it is not generally recommended.

Example + The following command starts a client without broadcasting to search for
a database server. Instead, the server is looked for only on the computer
named silver.

CommLinks=tcpip(DOBROADCAST=DIRECT;HOST=silver) asademo

ExtendedName communication parameter [ENAME]

Usage SPX (platforms other than Windows 95/98/Me or Windows NT/2000/XP)
Values YES, NO

Default NO

Description According to the Novell standard for legal SAP names, the following

characters are not allowed:
N2+ -
If you start a server named “asademo-1”", the default behavior is to strip out

the - and try to start a server asademol. By turning on ExtendedName, the
name is left untouched.

This is an SPX port parameter and is only useful when starting a server.

Caution
Users should be wary of using this option as it is contrary to the SAP
standard.

Example + The following command starts a NetWare server with the name
asademo-1.

load dbsrv9.nlm -x spx(ExtendedName=YES) asademo-1

Host communication parameter [IP]

Usage TCP/IP, SPX (all platforms) Server and client sides
Values String
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Default

Description

Examples

See also

208

No additional machines.

HOST specifies additional machines outside the immediate network to be
searched by the client library. On the server, the search is carried out to
avoid starting a server with a duplicate name.

For TCP/IP, the HOST value theostnameor a dot-separated IP address
may be used. You may optionally specify a PORT value as well.

For SPX, an address of the forab:c:d:e:f/g:h:i:j is used, where
ab:c:d:e:f is the node number (Ethernet card address) of the server, and
g:h:i:j is the network number. You may optionally specify a PORT value.

The server prints addressing information to the database server window
during startup if thez option is used. In addition, the application writes this
information to its logfile if Debug is set to true and LogFile is specified.

You can use a comma-separated list of addresses to search for more than one
machine. You can also append a port number to an IP address, using a colon
as separator. Alternatively, you can specify the host and server ports

explicitly, as inHOST=ab:c:d:e:f/g;h:i:j;PORT=k

To specify multiple values for a single parameter, use a comma-separated
list. When you specify multiple ports and servers, you can associate a
particular port with a specific server by specifying the port inHH@ST (IP)
communication parameter instead of the PORT parameter.

IP andHOST are synonyms when using TCP/IP. For SPX, you must use
HOST. PORT andServerPort are synonyms for both protocols.

+ The following connection string fragment instructs the client to look on
the machines kangaroo and 197.75.209.222 (port 2369) to find a database
server:

LINKS=tcpip(IP=kangar00,197.75.209.222:2369)
+ The following connection string fragment instructs the client to look on

the machines my_server and kangaroo to find a database server. A
connection is attempted to the first host that responds.

LINKS=tcpip(HOST=my_server,kangaroo;PORT=2639)
+ The following connection string fragment instructs the client to look for a
server on hostl running on port 1234 and for a server on host2 running on

port 4567. The client does not look on host1 on port 4567 or on host2 on
port 1234.

LINKS=tcpip(HOST=host1:1234,host2:4567)

“ClientPort communication parameter [CPORT]” on page 204
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LDAP communication parameter [LDAP]

Usage
Values

Default

Description

See also

TCP/IP, server-side only

YES, NO, or filename

ON

The defaultfilenameis asaldap.ini

Having the database server register itself with an LDAP server allows clients
(and the Locate utility [dblocate]) to query the LDAP server. This allows
clients running over a WAN or through a firewall to find servers without
specifying the IP address. It also allows the Locate utility [dblocate] to find
such servers.

SpecifyingLDAP=filenameturns LDAP support on and uses the specified
file as the configuration file. SpecifyindDAP=YES turns LDAP support on
and usesisaldap.inias the configuration file.

LDAP is only used with TCP/IP, and only on network servers.

“Connecting using an LDAP server” on page 97

LocalOnly communication parameter [LOCAL]

Usage
Values
Default

Description

TCP/IP, HTTP, HTTPS
YES, NO
NO

TheLocalOnly (LOCAL) communication parameter allows a client to
choose to connect only to a server on the local machine, if one exists. If no
server with the matching engine name is found on the local machine, a
server will not be autostarted.

TheLocalOnly (LOCAL) communication parameter is only useful if
DoBroadcast=ALL (the default)

LocalOnly=YES uses the regular broadcast mechanism, except that
broadcast responses from servers on other machines are ignored.

You can use the LocalOnly [LOCAL) communication parameter with the
server to restrict connections to the local machine. Connection attempts
from remote machines will not find this server, and the Locate [dblocate]
utility will not see this server. Running a server with the LocalOnly

[LOCAL) communication parameter set to YES allows the network server to
run as a personal server without experiencing connection or CPU limits.
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See also

“Broadcast communication parameter [BCAST]” on page 202

LogFile communication parameter [LOG]

Usage
Values
Default

Description

See also

HTTP, HTTPS
Filename
None

Specify the name of the file to which the database server is to write
information about web requests.

“LogFormat communication parameter [LF]” on page 21®gMaxsize
communication parameter [LSIZE]" on page 21llogOptions
communication parameter [LOPT]” on page 211

LogFormat communication parameter [LF]

Usage
Values
Default

Description

210

HTTP, HTTPS
Format-string
@T-@QW-@I-@P-"@M@U @V' - @R - @L - @E

This parameter controls the format of messages written to the log file and
which fields appear in them. If they appear in the string, the current values
are substituted for the the following codes as each message is written.

¢ @@ The @ character.

¢ @B Date and time that processing of the request started, unless the
request could not be queued due to an error.

¢ @C Date and time that the client connected.

¢+ @D Name of the database associated with the request.

¢ @E Textof the error message, if an error occurred.

¢ @F Date and time that processing of the request finished.
¢ Q@

¢ @L Length of the response, in bytes, including headers and body.

IP address of the client.

¢ @M HTTP request method.
¢ @P Listener port associated with the request.

¢ @Q Date and time that the request was queued for processing, unless
the request could not be queued due to an error.
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¢ @R Status code and delcriltion of the HTTP response.
¢ @S HTTP status code.

¢ @T Date and time that the current log entry was written.
¢ @U Requested URI.

¢ @V Requested HTTP version.

¢+ @W Time taken to process the request (@F — @B), or 0.000 if the
request was not processed due to an error.

See Also “LogFile communication parameter [LOG]" on page 210ogMaxsize
communication parameter [LSIZE]" on page 21llogOptions
communication parameter [LOPT]” on page 211

LogMaxsize communication parameter [LSIZE]

Usage HTTP, HTTPS

Values Size

Default 0

Description When the log file reaches the stated size, it is renamed and another log file is

created. If LogMaxSize is zero, the log file size is unlimited.

See Also “LogFile communication parameter [LOG]” on page 210ogFormat
communication parameter [LF]” on page 21DogOptions communication
parameter [LOPT]” on page 211

LogOptions communication parameter [LOPT]

Usage HTTP, HTTPS

Values NONE, OK, INFO, ERRORS, ALL , status-codefREQHDRS,
RESHDRS HEADERS

Default ALL

Description The values available include keywords that select particular types of

messages, and HTTP status codes. Multiple values may be specified,
separated by commas.

The following keywords control which categories of messages are logged:

¢ NONE Log nothing.

¢ OK Log requests that complete sucessfully (20x HTTP status codes).
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¢

¢

INFO Log requests that return oved or not modified status codes (30x
HTTP status codes).

ERRORS Log all errors (40x and 50x HTTP status codes)

ALL Log all requests.

The following common HTTP status codes are also available. They can be
used to log requests that return particular status codes:

¢

¢

¢

¢

L4

C200 OK

C400 Bad request
C401 Unauthorized
C403 Forbidden

C404 Not Found

C408 Request Timeout
C501 Not implemented

C505 Service unavailable

In addition, the following keywords may be used to obtain more information
about the logged messages:

¢ REQHDRS When logging requests, also write request headers to the
log file.
¢ RESHDRS When logging requests, also write response headers to the
log file.
¢ HEADERS When logging requests, also write both request and
response headers to the log file (same as REQHDRS,RESHDRS).
See Also “LogFile communication parameter [LOG]” on page 210ogFormat

communication parameter [LF]” on page 21DogMaxsize communication
parameter [LSIZE]” on page 211

MaxConnections communication parameter [MAXCONN]

Usage HTTP, HTTPS
Values Size
Default 5 (personal server) or number of licesed connections (network server)
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Description

See Also

The number of simultaneous connections accepted by the server. The value
0 indicates no limit.

“MaxRequestSize communication parameter [MAXSIZE]” on page 213

MaxRequestSize communication parameter [MAXSIZE]

Usage
Values
Default

Description

See Also

HTTP, HTTPS

Size

100 kb

The size of the largest request accepted by the server. If the size of a request
exceeds this limit, the connection is closed and a 413 ENTITY TOO

LARGE response is returned to the client. This value limits only the size of
the request, not that of the response. The value 0 disables this limit, but

should be used with extreme caution. Without this limit, a rogue client could
overload the server or cause it to run out of memory.

“MaxConnections communication parameter [MAXCONN]” on page 212

MyIP communication parameter [ME]

Usage
Values

Description

Example

TCP/IP, HTTP, HTTPS
String

TheMylIP (ME) communication parameter is provided for machines with
more than one network adapter.

Each adapter has an IP address. By default, the database server uses the first
network card it finds. If you want your database server to use more than one
network card, specify the address of each card irMiit® (ME)

communication parameter.

If the keyword NONE is supplied as the IP number, no attempt is made to
determine the addressing information. The NONE keyword is intended for
clients on machines where this operation is expensive, such as machines
with multiple network cards or remote access (RAS) software and a network
card. Itis not intended for use on the server.

Under Windows 95/98/Me or Windows NT/2000/XP, this option can be used
multiple times for machines with multiple IP addresses.

Separate multiple IP addresses with commas. Optionally, you can append a
port number to an IP address, separated from the IP number by a colon.

¢ The following command line (entered all on one line) instructs the server
to use two network cards, one with a specified port number.
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dbsrv -x tcpip(MylP=192.75.209.12:2367,192.75.209.32) "c:
Program Files \Sybase \SQL Anywhere 9\asademo.db"

¢ The following connection string fragment instructs the client to make no
attempt to determine addressing information.

LINKS= tcpip(MylP=NONE)

PreFetchOnOpen communication parameter

Usage
Values
Default

Description

ODBC
YES, NO
NO

Enabling this option sends a prefetch request with a cursor open request,
thereby eliminating a network request to fetch rows each time a cursor is
opened. Columns must already be bound in order for the prefetch to occur
on the open. Rebinding columns between the cursor open and the first fetch
when using PrefetchOnOpen will cause reduced performance.

Calling ODBC's SQLExecute or SQLExecDirect on a query or stored
procedure which returns a result set causes a cursor open.

Enabling this option can improve performance if your:

+ network exhibits poor latency

+ application sends many cursor open and close requests

ReceiveBufferSize communication parameter [RCVBUFSZ]

Usage
Values
Default

Description

TCP/IP
Integer
Machine-dependent

Sets the size for a buffer used by the TCP/IP protocol stack. You may want
to increase the value if blob performance over the network is important.

RegisterBindery communication parameter [REGBIN]

Usage

Values
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Server side only.
YES, TRUE, 1
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Default

Description

NO, FALSE, 0
TRUE

The database server attempts to register its name with any active binderies
on the network when loading the SPX link. To disable this name registration,
set RegisterBindery to NO, FALSE, or 0. In this case, the client library must
be able to locate the database server over SPX by broadcasting packets.

SearchBindery communication parameter [BINSEARCH)]

Usage

Values

Default

Description

SPX (Windows 95/98/Me and Windows NT/2000/XP only)
YES, TRUE, 1

NO, OFF, 0

YES

With SEARCHBINDERY=NO, or OFF, no NetWare bindery is searched for a
database server.

SendBufferSize communication parameter [SNDBUFSZ]

Usage
Values
Default

Description

TCP/IP
Integer
Machine-dependent

Sets the size for a buffer used by the TCP/IP protocol stack. You may want
to increase the value if blob performance over the network is important.

ServerPort communication parameter [PORT]

Usage
Values

Default

Description

TCP/IP (all platforms), HTTP, HTTPS
Integer

The default value for TCP/IP is 2638. The default value for HTTP is 80. The
default value for HTTPS is 443.

The Internet Assigned Numbers Authority has assigned the Adaptive Server
Anywhere database server port number 2638 to use for TCP/IP
communications. However, applications are not disallowed from using this
reserved port, and this may result in an addressing collision between the
database server and another application.

In the case of the database server, the ServerPort option designates the port
number on which to communicate using TCP/IP.
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In a data source, the ServerPort option informs the client of the port or ports
on which database servers are listening for TCP/IP communication. The
client broadcasts to every port that is specified orS8eserPort (PORT)
communication parameter to find the server.

The database server always listens on port 2638, even if you specify a
different port using a network communication parameter. Hence,
applications can connect to the database server without specifying a port
number. An exception is the HP-UX operating system, on which the server
does not listen on port 2638 if it is started on another port.

Connecting on HP/DEC Unix platforms
In Adaptive Server Anywhere version 9.0.0 and higher, the default port
behavior for HP/DEC Unix platforms is equivalent to the way database
servers worked on all platforms in Adaptive Server Anywhere versions 6.X.

In version 9.0.0 and higher, on HP/DEC Unix platforongly, if no port
number is specified, the TCP port starts up on the default port (2638). If
port 2638 is already in use by another application (either TCP or UDP),
TCP does not start at all - the server does NOT automatically choose a
different port to use.

If -x tcpip is specified, and the default port number is in use, then|the
server does not start. If the option is omitted entirely, the server stil
starts up, but TCP is unavailable.

By default, the database server listens on the standard HTTP and HTTPS
ports of 80 and 443, respectively.

Example 1. Start a network database server:

dbsrv9 -x tcpip -n serverl
Port number 2638 is now taken.
2. Attempt to start another database server:
dbsrv9 -x tcpip -n server2

The default port is currently allocated, and so the server starts on another
port.

3. If another web server on your machine is already using port 80 or you do
not have permission to start a server on this low a port number, you may
wish to start a server that listens on an alternate port, such as 8080:

dbsrv9 -xs http(port=8080) -n server3 web.db
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TDS communication parameter

Usage

Values

Default

Description

Example

TCP/IP, NamedPipes
Server side only
YES, NO

YES

To disallow TDS connections to a database server, set TDS to NO. If you
want to ensure that only encrypted connections are made to your server,
these port options are the only way to disallow TDS connections.

¢ The following command starts a database server using the TCP/IP
protocol, but disallowing connections from Open Client or jConnect
applications.

dbsrv9 -x tcpip(TDS=NO) ...

Timeout communication parameter [TO]

Usage

Values
Default

Description

Example

TCP/IP, SPX (Windows 95/98/Me, Windows NT/2000/XP, NetWare),
HTTP, HTTPS

Integer in seconds
5

Timeout specifies the length of time, in seconds, to wait for a response when
establishing communications. It also specifies the length of time to wait for a
response when disconnecting. You may wish to try longer times if you are
having trouble establishing TCP/IP or SPX communications.

In HTTP or HTTPS applications, this parameter specifies the maximum idle
time permitted when receiving a request. If this limit is reached, the
connection is closed and a 408 REQUEST TIMEOUT returned to the client.
The value 0 disables idle timeout, but should be used with extreme caution.
Without this limit, a rogue client could consume the server’s resources and
prevent other clients from connecting.

+ The following data source fragment starts a TCP/IP communications link
only, with a timeout period of twenty seconds.

CommLinks=tcpip(TO=20)
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VerifyServerName communication parameter [VERIFY]

Usage

Values
Default

Description

See also

218

TCP/IP

Client side only
YES, NO

YES

When connecting over TCP using theBraodcast=NONE parameter, the
client makes a TCP connection, then verifies that the name of the server
found is the same as the one it's looking for. Specifying
VerifyServerName=NO  skips the verification of the server name. This
allows Adaptive Server Anywhere clients to connect to an Adaptive Server
Anywhere server if they know only an IP address/port.

The server name must still be specified in the connect string, but it is
ignored. TheverifyServerName (VERIFY) communication parameter is
used only ifDoBroadcast=NONE is specified.

Note
We recommend that you only use this parameter in the rare circumstances

when it is not possible to give each server a unique server name, and use

that unique name to connect. Giving each server a unique server name, and
connecting to the server using that name is still the best way to connect.

“DoBroadcast communication parameter [DOBROAD]” on page 206



CHAPTER 7

Using the Built-in Web Server

About this chapter Adaptive Server Anywhere contains a built-in web server. This server allows
you to write embedded applications that have a HTTP or XML interface. In
addition, it allows you to communicate to built-in applications using the

SOAP format.

Contents Topic: page
About web services 220
Quick start 221
Creating web services 222
Starting a database server that listens for web requests 225
How URLs are interpreted 227
Procedures that handle web requests 229
Working with variables 232
Automatic character-set conversion 234
Errors 235
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About web services

220

When started with HTTP or HTTPS services enabled, Adaptive Server
Anywhere acts much like a traditional web server, except that all requests
are processed using web services defined within a database. GET, HEAD,
and POST methods are supported.

Web services are stored within the database. The collection of web services
within your database together define the available URIs. Each service
provides a set of web pages. Typically, the content of these pages is
generated by procedures that you write and store in your database, although
they can be a single statement or, optionally, allow the users to provide
statements of their own.

You can customize the properties of web services using optional attributes to
the statements that permit you to create and alter web services. For example,
you can control who can use a web service by several means:

+ You can force all clients to provide a valid user name and password.

+ You can create services that are accessible only through secure
connections.

¢ You can permit all database users access to your service, or limit access
to a group of your choosing.

Standard SOAP requests are also supported.
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Quick start

The following procedure describes how to create a new database, start an
Adaptive Anywhere Server with the HTTP server enabled, and access this
database using any popular web browsers.

To set up a simple web server

1. Ensure that you have no web server already running on port 80, or choose
a different port number to use for the rest of this procedure.

2. Navigate to a convenient directory and create a new database named web.
dbinit web.db

3. Start a personal database server to run this new database. The -xs switch
tells the database server to start all communication protocols, including
http.

dbeng9 web.db -xs http(port=80)

4. Start Interactive SQL and connect to your new database using the user id
DBA and the passwor8QL.

5. Using Interactive SQL, execute the following SQL statement, which adds
an HTML service that exposes the SYS.SYSTABLE to HTTP users.
Because authorization is off, no permissions are required to access the
table from a web browser.

CREATE SERVICE tables TYPE 'HTML’
AUTHORIZATION OFF USER DBA
AS SELECT * FROM SYS.SYSTABLE

6. Start your favorite web browser and enter the URL
http://localhost:80/tables

Many properties of the service are controlled by parameters to the -xs
command-line switch.

[0 For more information, sedNetwork communications parameters” on
page 201

As well as starting the database server with the appropriate -xs switch
parameters, you must create web services to respond to incoming requests.
These are defined using the CREATE SERVICE statement.

[0 For more information, se&reating web services” on page 2aad
“CREATE SERVICE statemenf{ASA SQL Referencpage 343]
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Creating web services

Service names

Service types

222

You create web sites by creating services within databases. Services define
which URIs are valid and what they do. A single database can define
multiple services.

The facilities available through your Adaptive Anywhere web server are
defined in databases. Services, created and stored in databases, define which
URIs can be used and what they do. A single database can define multiple
services. It is possible to define services in different databases so that they
appear to be part of a single web site.

Three statements are provided that permit you to create, alter, and delete web
services:

¢+ CREATE SERVICE
¢ ALTER SERVICE
+ DELETE SERVICE

The general syntax of the CREATE SERVICE statement is as follows:

CREATE SERVICE service-name TYPE service-type-string [ attributes ] [ AS
statement ]

As service names will form part of the URI used to access them, they are
flexible in terms of what characters they can contain. In addition to the
standard alpha-numeric characters, the following characters are permitted:
H_”, 13 ”’ H-H, H!H, (l*”’ Hﬂ!’ “(il, and “)H.

In addition, service names may contain the slash, “/”, but some restrictions
apply because this character is a standard URI delimiter and affects how
Adaptive Server Anywhere interprets your URIs. It cannot be the first
character of a service name. In addition, service names cannot contain two
consecutive slashes.

The following service types supported:

¢ RAW The result set is sent to the client without any further formatting.
You can produce formatted documents, in formats such as HTML or
XML, by generating the required tags explicitly within your procedure.

¢ HTML The result set of a statement or procedure are automatically
formatted into an HTML document that contains a table.

¢ XML The result setis assumed to be in XML format. If it is not already
so, it is automatically converted to XML RAW format.
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Statements

Attributes

¢ SOAP The request must be a valid Simple Object Access Protocol, or
SOAP, request. The result set is automatically formatted as a SOAP
response. For more information about the SOAP standards, see
www.w3.0rg/TR/SOAP.

¢ DISH A Deduce Ideal SOAP Handler, or DISH, service acts as a proxy
for one or more SOAP services. In use, it acts as a container that holds
and provides access to a number of soap services. A Web Services
Description Language (WSDL) file is automatically generated for each of
the included SOAP services. The included SOAP services are identified
by a common prefix, which must be specified in the USING clause.

Of the types HTML, XML, and RAW, RAW gives you the most control over
the output. However, it does require that you do more work as you must
explicitly output all the necessary tags. XML format can be tuned to some
extent using an assortment of built-in procedures.

0 For more information, see “CREATE SERVICE statemgaSA SQL
Referencepage 343]

The statement is the command, usually a stored procedure, that is called
when someone access the service. If you define a statement, this is the only
statement that can be run through this service. The statement is mandatory
for SOAP services, and ignored for DISH services. The default is NULL,
which means no statement.

You can create services that do not include statements. The statement is
taken from the URI. Services configured in this way can be useful when you
are testing a service, or want a general way of accessing information. To do
so, either omit the statement entirely or use the phrase AS NULL in place of
the statement.

Services without statements are a serious security risk, as they permit web
clients to execute arbitrary commands. When creating such services, you
must enable authorization, which forces all clients to provide a valid
username and password. Even so, only services that define statements
should be run in a production system.

The following attributes are available. In general, all are optional. However,
some are interdependent.

¢ AUTHORIZATION Authorization controls which users can use the
service. The default setting is ON. Authorization must be ON if no
statement is provided. In addition, the authorization setting affects how
user names are interpreted.

¢ SECURE When setto ON, only secure connections are permitted. All
connections received on the HTTP port are automatically redirected to

223



224

the HTTPS port. The default is OFF, which enables both HTTP and
HTTPS requests, provided these ports are enabled using the appropriate
switches when the database server is started.

USER The USER clause controls which database user accounts can be
used to process service requests. However, the interpretation of this
setting depends on whether authorization is ON or OFF:

When authorization is set to ON, all clients must provide a valid user

name and password when they connect. When authorization is ON, the
USER option may either be NULL, or can be a list of user names. If it is
NULL, any database user can connect make requests. Requests are run
using the account and permissions of that user. If a list of users is
specified, only those users can run requests. Any other database users are
denied permission to use the service.

If authorization is OFF, a statement must be provided. In addition, a user
name must be provided. All requests are run using that user’s account and
permissions. Thus, unless the server is physically isolated, the
permissions of the named user account should be minimal.

URL The URL clause controls the interpretation of URLSs. In particular,
it determines whether URI paths are accepted and, if so, how they are
processed. If the service name ends with the character “/”, the URL must
be set to OFF.

[0 For more information, see “CREATE SERVICE statemea&A SQL
Referencepage 343]
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Starting a database server that listens for web

requests

Protocols

Options

When you want a database server to listen for HTTP or HTTPS requests,
you must specify which types of web requests it is to listen for on the
command line. By default, database servers do not listen for web requests
and there is no way for clients to access the services that may be defined in
your database.

You can also specify various properties of the services, such as on which

port they are to listen. Doing so permits a the database server to act as a web
server. It allows some or all database users to access web services that have
been defined within the databases.

You do not need to open a port for SOAP services. Unlike HTTP and
HTTPS services, SOAP services become available the moment you create
them. No additional command-line switches are required.

O You must also create web services within the database for clients. For
more information, se&Creating web services” on page 222

You use the -xs command-line switch to enable web services. Optional
additional parameters to this switch let you customize access to each type of
service.

The general syntax of the switch is as follows

-xs protocol [ (option=value, ...) ]

The following protocol values are available:

¢ http  Listen for HTTP connections.

¢ https  Listen for HTTPS connections.

¢ all  Start listening for web requests on both HTTP and HTTPS ports.

+ none Do not listen for web service requests. This setting is the default.
The following are some of the options that are available:

¢ ServerPort [PORT]  The port on which to listen for web requests. By
default, Adaptive Server Anywhere listens on port 80 for HTTP requests
and on port 443 for secure HTTP (HTTPS) requests.

For example, if you already have a web server running on port 80, you
could use the following options to start the a database server that listens
for web requests on port 8080:

dbeng9 web.db -xs http(port=8080)

225



226

¢ DatabaseName [DBN]  Specifies the hame of a database to use when

processing web requests, or uses the REQUIRED or AUTO keyword to
specify whether database names are required as part of the URI.

If this parameter is set to REQUIRED, the URI must specify the database
name.

If this parameter is set to AUTO, the URI may specify a database name,
but does not need to do so. If the URI contains no database name, the
default database on the server is used to process web requests.

If this parameter is set to the name of a database, that database is used to
process all web requests. The URI must not contain a database name.

LocalOnly [LOCAL]  When setto YES, this parameter causes the
database server to reject all connections from clients running on the same
machine. The default value is NO, which means accept from clients no
matter where they are located.

LogFile [LOG]  The name of the file to which the database server is to
write information about web requests.

LogFormat [LF]  Controls the format of messages written to the log file
and which fields appear in them. If they appear in the string, current
values are substituted for the codes, such as @T, when each message is
written.

The default value iT - @W - @I - @P - “@M @U @V" - @R - @L
- @E, which produces messages such as the following:

06/15 01:30:08.114 - 0.686 - 127.0.0.1 - 80
- "GET /web/show_table HTTP/1.1" - 200 OK - 55133 -

LogOptions [LOPT]  Allows you specify keyword and error numbers
that control which messages, or types of messages, are written to the log
file.

[0 For a complete list of the available options and detailed information
about them, seNetwork communications parameters” on page 201
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How URLs are interpreted

Host and port

Database name

Service name

Parameters

The URIs used to access web services follow the pattern familiar to you
from browsing the web. Users browsing through a database server need not
be aware that their requests are not being handled by a traditional
stand-alone web server.

Although they don’t look unusual, URIs are necessarily interpreted a bit
differently when sent to an Adaptive Server Anywhere database server. In
addition, they are interpreted differently depending on which options you
specified when you started the database server. The general syntax of the
URL is as follows:

{ http | https } ://host [ :port ] [ /dbn ] /service-name [ parameters ] [
?query ]

Like all standard http requests, the start of the URL contains the host name
or IP number and, optionally, a port number. The IP address or host name,
and port, should be the one on which your server is listening. The address
will be the address of a network card in the machine running Adaptive
Server Anywhere. The port number will the port number you specified using
the -xs option when you started the database server. If you did not specify a
port number, the default port number for that type of service is used. For
example, the server listens by default on port 80 for HTTP requests.

[0 For more information, se&Network communications parameters” on
page 201

The next token, between the slashes, is usually the name of a database. This
database must be running on the server and must contain web services.

The database name can be omitted only if the database server is running only
one database, or if the database name was specified using the dbn parameter
to the -xs switch.

The next portion of the URL is the service name. This service must exist in
the specified database. The service name may extend beyond the next slash
character because web service names can contain slash characters. Adaptive
Server Anywhere matches the remainder of the URL with the defined
services.

If the URL provides no service name, the database server looks for a service
named root. If the named service, or the root service, are not defined, the
server returns a 404 Not Found error.

Depending on the type of the target service, parameters are supplied can be
supplied in different ways. Parameters to HTML, XML, and RAW services
can be passed in any of the following ways:
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Query
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¢ appended to the URL
¢ supplied as an explicit parameters list
¢ supplied as POST data in a POST request

Parameters to SOAP and DISH services must be included as part of a
standard SOAP request. Values supplied in other ways are ignored.

To access parameter values, parameters must be given names. These host
variable names, prefixed with a colon (;) may be included in the statement
that forms part of the web service definition.

For example, a statement that calls the procedure place_order may require
product identification number and size parameters:

call place_order( :product, :quantity )

The query is a list of name = value pairs separated by the & character. This
list is introduced by a question mark. GET requests are formatted in this
manner. If present, the named variables are defined and assigned the
corresponding values.

If you have URL PATH set to ON or ELEMENTS, additional variables are
defined. However, the two are otherwise independent. You can define
variables using a query, by setting PATH to ON or ELEMENTS, or both.

For more information about variables, s&éorking with variables” on
page 232
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Procedures that handle web requests

HTML pages

Generally, it is easiest to write a procedure that handles the requests sentto a
particular service. In general, your procedure should return a web page.
Optionally your procedure can accept arguments, passed as part of the URI,
to customize its output.

The following example, however, is much simpler. It demonstrates how
simple a service can be. This web service simply returns the phrase “Hello
world!”.

CREATE SERVICE hello TYPE 'RAW’
AUTHORIZATION OFF USER DBA
AS select 'Hello world!

Start a server with the -xs switch to enable handling of web requests, then
request the URL http://localhost/hello from any web browser. The words
Hello world will appear in an otherwise plain page.

The above page is displayed in your browser in plain text. This happens
because the default HTTP Content-Type is text/plain. To create a more
normal web page, formatted in HTML, you must do two things:

+ Set the http Content-Type header field to text/html so that the browsers
will expect HTML.

¢ Include HTML tags in the output.

You can write tags to the output in two ways. One way is to use the phrase
TYPE HTML in the CREATE SERVICE statement. Doing so asks Adaptive
Server Anywhere to add HTML tags for you. This can work if quite well if,
for example, you are returning a table.

The other way is to use TYPE RAW and write out all the necessary tags
yourself. This second method provides the most control over the output.
Note that specifying type RAW does not necessarily mean the output is not
in HTML or XML format. It only tells Adaptive Server Anywhere that it can
pass the return value directly to the client without adding tags itself.

The following procedure generates a fancier version of Hello world. For
convenience the body of the work is done in the following procedure, which
formats the web page.

The built-in procedure sa_set_http_header is used to set the HTTP header
type, so browsers will correctly interpret the result. If you omit this
statement, your browser will display all the HTML codes verbatim, rather
than use them to format the document.
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CREATE PROCEDURE hello_pretty_world ()
RESULT (html_doc long varchar)
BEGIN
call dbo.sa_set_http_header( 'Content-Type’, 'text/html’

)i

select '<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN"> \n’

[| '<html> \n’

|| '<head> \n’
|| * <title>Hello Pretty World</title> \n’
|| '</head> \n’
I| '<body> \m’
|| © <hl>Hello Pretty World!</h1> \n’
[| © <p>(If you see the tags in your browser, check that \
n
[l the Content-Type header is set to text/html.) \n’
|| '</body> \n’
|| '</html>";

END

The following statement creates a service that uses this procedure. The
statement calls the above procedure, which generates the Pretty World web

page.

CREATE SERVICE hello_pretty_world TYPE 'RAW’
AUTHORIZATION OFF USER DBA
AS call hello_pretty _world()

Once you have created the procedure and the service, you are ready to access
the web page. Ensure that your database server was started with the -xs
switch, which causes it to listen for web requests, then browse to the URL
http://localhost/hello_pretty world.

You see the results formatted in a simple HTML page, with the title Hello
Pretty World. You can make the web page as fancy as you wish by including
more content, using more tags, using style sheets, or including scripts that
run in the browser. In all cases, you create the necessary services to handle
the browser’s requests.

1 For more information about built-in stored procedures, see “System and
catalog stored procedurefg{SA SQL Referencpage 707]

When no service name is included a URI, Adaptive Server Anywhere looks
for a web service named root. The role of root pages is analogous to the role
of index.html pages in many traditional web servers.

Root services are handy for creating home pages because they can handle
URL requests that contain only the address of your web site. For example,
the following procedure and service implement a simple web page that is
displayed when you browse to the URL http://localhost.
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Examples

CREATE PROCEDURE home_page
RESULT (html_doc long varchar)
BEGIN
call dbo.sa_set_http_header( 'Content-Type’, ’text/html’

select '<IDOCTYPE HTML PUBLIC "-//W3C//IDTD HTML
4.01//[EN"™> \n’

[| '<html> \n’
|| '<head> \n’

|| * <titte>My Home Page<f/title> \n’

|| '</head> \n’
|| <body> \n
[| © <h1>My home on the web<hl> \n’

|| © <p>Thank you for visiting my web site! \n’
[| '</body> \n’
[| '</html>';

END
CREATE SERVICE root TYPE 'RAW’
AUTHORIZATION OFF USER DBA
AS call home_page()

You can access this web page by browsing to the URL http://localhost, as
long as you do not specify that database names are mandatory when you
start the database server.

For example, the request in the Quick Start example includes no database
name and no parameters. In this request, “/tables” identifies the service.

http://localhost:80/tables

[0 More extensive examples are included in 8amples/HTTP
subdirectory of your SQL Anywhere Studio installation.
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Variables in HTTP requests come from one of two sources. First, the URI
may include a query, which includes various hame-value pairs. Get requests
are formatted in this manner.

The second way is through the URI path. Setting the URL PATH to either
ON or ELEMENTS causes the portion of the path, following the service
name, to be interpreted as variable values. This option allows URLSs to
appear to be requesting a file in a particular directory, as would be the case
on a traditional file-based web site, rather than something stored inside a
database.

For example, the URhttp://localhost/gallery/sunset.jpgappears to
request the file sunset.jpg from a directory named gallery, but instead asks
the gallery service to retrieve a picture from a database table.

Parameter passed in HTTP requests depends on the setting of URL PATH.

¢ OFF No path parameters are permitted after the service name.

¢ ON All path elements after the service name are assigned to the
variable url.

¢ ELEMENTS The remainder of the URI path is to be split at the slash
characters into a list of up to 10 elements. These values are assigned the

the variables urll, url2, url3, ..., url10. If there are fewer than 10 values,
the remaining variables are set to NULL. More than ten variables causes
an error.

Apart from the location in which they are defined, their is no difference
between variables. You access and use all HTTP variables the same way. For
example, the values of variables such as urll are accessed in the same way as
paramters that appear as part of a query, su@pasure=sunset.jpg

Accessing parameters There are main ways to access variables. The first is to mention variables in
the statement of the service declaration. For example, the following
statement passes the value of multiple variables to the show_table stored
procedure:

CREATE SERVICE show_table TYPE 'RAW
AUTHORIZATION ON
AS CALL show_table( :user_name, :table_name, :limit, :start )

The other way is to use the built in functions next_http_variable and
http_variable within the stored procedure that handles the request. If you do
not know which variables are defined, you can use the next_http_variable to
find out. The http_variable function returns the variable values.
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The next_http_variable function allows you to iterate through the names of
the defined variables. The first time you call it, you pass in the NULL value.
This returns the name of one variable. Calling it subsequent times, each time
passing in the name of the prevous variable, returns the next variable name.
When the name of the last variable is passed to this function, it returns
NULL.

Iterating through the variable names in this manner guarantees that each
variable name will be returned exactly once. However, the order that the
values are returned may not be related to how they appear in the request. The
order may not be consistent. For example, if you iterate through the names a
second time, they may be returned in a different order.

To get the value of each variable, use the http_variable function. The first
parameter is the name of the variable. Additional parameters are optional. In
the case that multiple values were supplied for a variable, the function
returns the first value if supplied with only one parameter. Supplying an
integer as the second parameter allows you to retrieve additional values.

The third parameter allows you to retrieve variable header-field values from
multi-part requests. Supply the name of a header field to retrieve its value.
For example, the following lines of SQL retrieve three variable values, then
retrieve the header-field values of the image variable.

SET v_id = http_variable( 'id" );

SET v_title = http_variable( 'title’ );

SET v_descr = http_variable( 'descr’ );

SET v_name = http_variable( 'image’, NULL, 'Content-Disposition’

);
SET v_type = http_variable( 'image’, NULL, 'Content-Type’ );
SET v_image = http_variable( 'image’, NULL, '@BINARY’ );
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By default, character set conversion is performed automatically on outgoing
result sets of type text. Result sets of other types, such as binary objects, are
not translated. The character set of the request is converted to the database
character set, and the result set is converted from the database character set
tot he client character set, as required, except on binary columns in the result
set. When the request lists multiple character sets that it can handle, the
engine takes the first suitable one from the list.

Character-set conversion can be enabled or disabled by setting the HTTP
option CharsetConversion. The allowed values are ON and OFF. The default
value is ON. The following statement turns automatic character-set
conversion off:

call dbo.sa_set_http_option( 'CharsetConversion’, 'OFF’ )

[0 For more information about built-in stored procedures, see “System and
catalog stored procedureg{SA SQL Referencpage 707)
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Errors

When web service requests falil, the database server generates standard
errors that appear in your browser. These errors are assigned numbers
consistent with the protocol standards.

The following are some of the more typical errors that you may encounter:

Number Name Description

400 Bad Request The HTTP request is incomplete or mal-
formed.

401 Authorization Re- | Authorization is required to use the service,

quired but a valid user name and password were
not supplied.

403 Forbidden You do not have permission to access the
database.

404 Not Found The named database is not running on the
server, or the named web service does not
exist.

408 Request Timeout | The maximum connection idle time was
exceeded while receiving the request.

413 Entity Too Large The request exceeds the maximum permitted
size.

414 URI Too Large The length of the URI exceeds the maximum
allowed length.

500 Internal Server An internal error occurred. The request

Error could not be processed.

501 Not Implemented | The HTTP request method is not GET,
HEAD, or POST.

503 Service Unavail- The number of connections exceeds the

able

allowed maximum.
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PART Il

WORKING WITH DATABASE
FILES

This section describes how to install, use, and backup database files. It also
describes how to use international language and character sets.






CHAPTER 8

File Locations and Installation Settings

About this chapter This chapter describes the installation and operating system settings used by
Adaptive Server Anywhere. Depending on the operating system, these
settings may be stored as environment variables, initialization file entries, or
registry settings.

Contents Topic: page
Installation directory structure 240
How Adaptive Server Anywhere locates files 242
Environment variables 244
Registry and INI files 249
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Installation directory structure

The Adaptive Server
Anywhere installation
directory
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When you install Adaptive Server Anywhere, several directories may be
created. Some of the files in these directories are essential, and others are
not. This section describes the directory structure.

Adaptive Server Anywhere software, whether you receive it as a product or
bundled as part of another product, is installed under a single installation
directory. The tools provided with the Adaptive Server Anywhere product,
however, are installed in other directories. This section describes only the
installation directory structure for Adaptive Server Anywhere itself.

The Adaptive Server Anywhere installation directory itself holds several
items, including the following:

¢ The sample database = The sample database is held in the file
asademo.db

¢ Read Me First A Read Me First file nameteadme.txholds
late-breaking information.

For platforms other than Novell NetWare and Windows CE, there are several
directories under the installation directory:

¢ Executable directories ~ There is a separate directory for each operating
system, which holds executables, dynamic link libraries, and help files.

On Windows except Windows CE, these files are installed imtims2
or win64 directory. If you are using UNIX, they are installed in thiz
directory. On NetWare, the executables are stored in the installation
directory itself.

You will not have all these directories on your machine; you will have
only the ones required for the operating system version you installed.

¢ Javadirectory Java base classes are stored in this directory.

¢ ProcDebug directory  The stored procedure debugger is stored in this
directory.

¢ Scripts directory  The scripts directory contains SQL scripts that are
used by the database administration utilities and as examples. With the
exception thecustom.SQLscript, do not edit these scriptH.the scripts
directory is not present, the administration utilities will not work.

¢ Samples directories  This holds separate directories for a variety of
samples.

¢ hdirectory The h directory contains header files for ESQL and ODBC
database development.
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Novell NetWare file
locations

Windows CE file
locations

On Novell NetWare, all files are installed to a single directory on the server.
Throughout this documentation, when reference is made to files in
subdirectories of the installation directory, the file on NetWare is in the
installation directory itself.

On Windows CE, all files are installed to the installation directory, and no
subdirectories are created. The exception is that all DLLs are installed into
the \Windowsdirectory.
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How Adaptive Server Anywhere locates files

The client library and the database server need to locate files for two main
purposes:

+ DLLs and initialization files are required to run Adaptive Server
Anywhere. If an incorrect DLL is located, there is the possibility of
version mismatch errors.

¢ Some files are specified in SQL statements and need to be located at run
time, such as INSTALL or LOAD TABLE.

Examples of SQL statements that use file names include the following:
¢ INSTALL JAVA statement  The name of the file that holds Java classes.

¢ LOAD TABLE and UNLOAD TABLE statements The name of the file
from which data should be loaded or to which the data should be
unloaded.

¢ CREATE DATABASE statement A file name is needed for this
statement and similar statements that can create files (such as CREATE
WRITEFILE).

In some cases, Adaptive Server Anywhere uses a simple algorithm to locate
files. In other cases, a more extensive search is carried out.

Simple file searching In many SQL statements (such as LOAD TABLE, or CREATE
DATABASE), the file name is interpreted as relative to the current working
directory of the database server.

Also, when a database server is started and a database file name
(DatabaseFile (DBF)parameter) is supplied, the path is interpreted as
relative to the current working directory.

Extensive file searching  Adaptive Server Anywhere programs, including the database server and
administration utilities, carry out a more extensive search for required files,
such as DLLs or shared libraries. In these cases, Adaptive Server Anywhere
programs look for files in the following order:

1. Executable directory  Holds the program executable file.

2. Related directories  Holds directories with the following paths relative
to the program executable directory:

+ Parent of the executable directory.

¢ A child of the parent directory namestripts The UNIX server does
not search in this location.
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3. Current working directory When a program is started, it has a current
working directory (the directory from which it is started). This directory
is searched for required files.

4. Location registry entry  When installing onto Windows, Adaptive
Server Anywhere adds a LOCATION registry entry. The indicated
directory is searched, followed by:

¢ A child namedscripts
¢ A child with the operating system nameif32, win64, and so on)

5. System specific directories This includes directories where common
operating system files are held, such asWisdowsdirectory and the
Windowsl\systendirectory on Windows operating systems.

6. CLASSPATH directories  For Java files, directories listed in the
CLASSPATH environment variable are searched to locate files.

7. PATH directories  Directories in the system path and the user’s path are
searched to locate files.
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Environment variables

Adaptive Server Anywhere uses a set of environment variables to store
various types of information. These environment variables are listed in this
section. Not all variables need to be set in all circumstances.

Setting environment variables

244

The way you set an environment variable depends on the operating system
you are using.

To set an environment variable (Windows NT)

1.
2.

Right-click My Computer and choose Properties from the popup menu.

Click the Environment tab. If the environment variable does not already
exist, type variable and its value in the spaces provided, and click Set.

If the variable does exist, select it from the list of System Variables or
User Variables, and make any modifications in the Value field. Click Set
to make the setting.

To set an environment variable (Windows 2000)

1.
2.
3.

Right-click My Computer and choose Properties from the popup menu.
Click the Advanced tab.

Click the Environment Variables button. The Environment Variables
dialog opens. If the environment variable does not already exist, click
New and type the variable name and its value in the spaces provided, and
then click OK.

If the variable does exist, select it from the list of System Variables or
User Variables, click Edit and make any modifications in the Variable
Value field. Click OK to make the setting.

To set an environment variable (UNIX)

1.

In one of your startup files€shr¢ .shrg .login), add a line that sets the
variable.

In some shells (such as sh, bash, or ksh) the line is as follows:
export VARIABLE=value
In other shells (such as csh, or tsch) the line is as follows:

setenv VARIABLE value
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ASANY9 environment variable

Syntax ASANY9=directory-name
Default C:\Program Files\Sybase\SQL Anywhere 9
Description On installation, the ASANY9 environment variable is set to your

SQL Anywhere directory.

This environment variable must be set for several reasons. Among the list,
samples require this environment variable in order to locate SQL Anywhere
applications.

ASANYSH9 environment variable

Syntax ASANY SH9=directory-name
Default None.
Description Interactive SQL, Sybase Central, the debugger, and the Console utility use

this variable to determine the location of the shared components directory.
ASANYSH?9 is set to the location of the shared directory. You set the shared
directory location during installation. The default shared components
directory isC:\Program Files\Sybase\Shared

ASLANG environment variable

Syntax ASLANG =language_code

Description Language_codes the two-letter combination representing a language. For
example, settindhSLANG=DE sets the default language to German.

The first of the following values set determines the default language.
¢ ASLANG environment variable
+ registry (Windows only) as set by the installer or dblang.exe
¢ query the operating system
If no language information is set, English is the default.
This environment variable is not supported on CE or NetWare
ASCHARSET environment variable
Syntax ASCHARSET =charset
Description Charsels a character set name. For example, setting

ASCHARSET=cpl252sets the default character set to cp1252.
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The first of the following values set determines the default character set.
¢ ASCHARSET environment variable

¢ query the operating system

If no character set information is specified, use iso_1 for Unix, or cp850
otherwise.

This environment variable is not supported on CE or NetWare

ASTMP environment variable

Syntax ASTMP=directory-name
Default None.
Description The database server checks the value of the ASTMP environment variable to

determine where to hold the temporary file. If the ASTMP environment
variable does not exist, then the first of the TMP, TMPDIR, and TEMP
environment variables to exist is used on Windows. If the ASTMP
environment variable does not exist on UN¥np is used.

In many circumstances, ASTMP is not needed. It can be of use in
security-conscious environments when running the database server as a
service to enable you to hold the temporary file in a directory that cannot be
accessed by other programs.

LD_LIBRARY_PATH environment variable [UNIX]
Syntax LD_LIBRARY_PATH =installation_path/lib

Description The LD_LIBRARY_PATH environment variable is used on UNIX only. Itis
modified by the installation program to include the directories where
Adaptive Server Anywhere libraries are located.

The libraries are located in tH# subdirectory of the installation directory
(for example /opt/SYBSasa9/lip

PATH environment variable

Syntax PATH=installation_path

Description The PATH environment variable is modified by the installation program to
include the directories where Adaptive Server Anywhere executables are
located.

The executables are located in a subdirectory of the installation directory.
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In addition, if you are using other Sybase applications SWSASE\binand
SYBASE\dIl directories are added to your path.

On UNIX, each user must have the directory holding the executables
(/opt/SYBSasa9/binadded to their path.

SQLCONNECT environment variable

Syntax

Description

SQLCONNECT=parameter#value; ...

The SQLCONNECT environment variable is optional, and is not set by the
installation program.

SQLCONNECT specifies connection parameters that are used by several of
the database administration utilities when connecting to a database server.
This string is a list of parameter settings, of the fquarameter=value

delimited by semicolons.

The number sign “#” is an alternative to the equal sign, and should be used if
you are setting the connection parameters string in the SQLCONNECT
environment variable. Using “=" inside an environment variable setting is a
syntax error. The = sign is allowed only in Windows NT/2000/XP.

[l For a description of the connection parameters,‘€eanection
parameters” on page 70

SQLLOCALE environment variable

The SQLLOCALE environment variable is no longer supported. It has been
replaced by the ASLANG and ASCHARSET environment variables.

SQLPATH environment variable

Syntax

Description

SQLPATH=path; ...

The SQLPATH environment variable is optional, and is not set by the
installation program.

Interactive SQL searches along SQLPATH for command files and Help files
before searching the system path.

SQLREMOTE environment variable

Syntax

Description

SQLREMOTE=path

The SQLREMOTE environment variable is optional, and is not set by the
installation program.
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Addresses for the FILE message link in SQL Remote are subdirectories of
the SQLREMOTE environment variable. This variable should point to a
shared directory.

On 32-bit Windows operating systems, an alternative to setting the
SQLREMOTE environment variable is to set t8®L Remote\Directory
registry entry to the proper root directory.

SYBASE environment variable

Syntax

Description

SYBASE =path

The SYBASE variable marks the home directory for installation of some
Sybase applications, including Adaptive Server Enterprise and utilities such
asDSEdit You need this variable only if you are using Adaptive Server
Anywhere together with other members of the Adaptive Server family.

TEMP environment variable

Syntax

Description
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ASTMP=path
TMP=path
TMPDIR=path
TEMP=path

The database server creates a temporary file for various operations such as
sorting and performing unions. Temporary files are placed in the directory
specified by the ASTMP, TMP, TMPDIR, or TEMP environment variable.
Adaptive Server Anywhere takes the first one of these that it finds, in that
order.

If none of the environment variables is defined, temporary files are placed in
the current working directory of the server.

On UNIX, only the ASTMP variable is used. If the ASTMP variable does
not exist, files are placed in the /tmp/.SQLAnywhere directory.

On Windows CE, you can specify which directory you want to use as the
server's temporary directory, in the registry.

[0 For more information about setting the temporary directory value, see
“Registry settings on Windows CE” on page 250
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Registry and INI files

On Windows operating systems (except Windows CE), Adaptive Server
Anywhere uses several registry settings. On UNIX, and NetWare, these
settings are held in initialization files instead.

The software makes these settings for you, and in general operation you
should not need to access the registry. The settings are provided here for
those people who make modifications to their operating environment.

Current user and local machine settings

Current user takes
precedence

When local machine
settings are needed

Registry structure

Some operating systems, such as Windows NT, hold two levels of system
settings. Some settings are specific to an individual user and are used only
when that user is logged on; these settings are callegnt user settings.
Some settings are global to the machine, and are available no matter which
user is logged on; these are calledal machinesettings. You must have
administrator permissions on your machine to make local machine settings.

Adaptive Server Anywhere permits both current user and local machine
settings. On Windows NT, for example, these are held in the
HKEY_CURRENT_USER registry and the HKEY_LOCAL_MACHINE
registry, respectively.

If a setting is made in both the current user and local machine registries, the
current user setting takes precedence over the local machine setting.

If you are running an Adaptive Server Anywhere program ssraice you
should ensure that the settings are made aldte machindevel.

Services can continue to run under a special account when you log off a
machine as long as you do not shut the machine down entirely. They can be
made independent of individual accounts, and therefore need access to local
machine settings.

In addition to Adaptive Server Anywhere programs, some Web servers run
as services. You must set local machine settings in order for PowerDynamo
to work with such a Web server.

In general, the use of local machine settings is recommended.

On Windows (except for Windows CE), you can access the registry directly
with the registry editor. The Adaptive Server Anywhere registry entries are
held in either the HKEY_CURRENT_USER or

HKEY_LOCAL_MACHINE registries, in the following location:
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Software
Sybase

Adaptive Server Anywhere
9.0

Sybase Central
4.0
Profiles
Providers

Registry settings on installation

The installation program makes the following registry settings in the Sybase
registry:

¢ Location IntheAdaptive Server Anywherel9.@gistry, this entry
holds the installation directory location. For example:

Location "c:  \Program Files \Sybase \SQL Anywhere 9"
¢ Language IntheAdaptive Server Anywhere\9.@gistry, this entry

holds a two-letter code indicating the current language for messages and
errors. For example:

Language "EN"

The default setting is English (EN). The installation program sets this
entry only if the software is installed for a language other than English.

Registry settings on Windows CE
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You can specify which directory you want to use as the server’s temporary
directory on Windows CE by setting the

HKEY_CURRENT_USER\Software\Sybase\Adaptive Server
Anywhere\9.0YempFolder

value in the registry, wher@empFolderis the name of the temporary
directory you want to use. The server will either:

+ use the specified directory if it exists, or

+ attempt to create the specified directory if it does not already exist, as
long as the parent directory already exists.

If the specified directory does not exist and cannot be created, the server will:
+ use the \Temp directory if it exists, or

+ attempt to create a \Temp directory if it does not already exist.
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If the \Temp directory does not exist and cannot be created, the server will:

¢ use the current directory.
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CHAPTER 9

Working with Database Files

About this Chapter This chapter describes how to create, and work with database and associated
files.
Contents Topic: page
Overview of database files 254
Using additional dbspaces 256
Working with write files 260
Using the utility database 262
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Overview of database files

Basic database files Each database has the following files associated with it.

¢ The database file  This file holds the database information. It typically
has the extensiomih

[l Forinformation on creating databases, see “Working with databases”
[ASA SQL User’s Guidp@age 27]

¢ The transaction log  This file holds a record of the changes made to the
database, and is necessary for recovery and replication. It typically has
the extensionlog.

[l For information on the transaction log, S&ackup and Data
Recovery” on page 337

¢ The temporary file  The database server uses the temporary file to hold
information needed during a database session. The database server
disregards this file once the database shuts down—even if the server
remains running. The file has a server-generated name with the extension
.tmp.

The temporary file is held in a location determined by an environment
variable.

The following environment variables are checked, in order:
 ASTMP

e TMP

« TMPDIR

e« TEMP

If none of these is defined, Adaptive Server Anywhere places its
temporary file in the current directory on Windows operating systems, or
in the/tmp/.SQLAnywherairectory on UNIX.

The server creates, maintains, and removes the temporary file. You only
need to ensure that there is enough free space available for the temporary
file.

Additional files Other files can also become part of a database system, including:

¢ Additional database files ~ You can spread your data over several
separate files. These additional files are called dbspaces.

[l For information on dbspaces, see “CREATE DBSPACE statement”
[ASA SQL Referencpage 297]
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¢ Transaction log mirror files For additional security, you can create a
mirror copy of the transaction log. This file typically has the extension
.mlg.

[J For information on mirrored transaction logs, $&eansaction log
mirrors” on page 344

¢ Write files  If the database file you are working with is designated
read-only (for example, because it is distributed on CD-ROM), you can
use an additional write file to hold changes you make to the data.
However, note that you can only use write files with read-only database
files, not with a server running in read-only mode. Running the server in
read-only mode allows no changes to the database file whatsoever.

¢ Compressed database files ~ You can compress a database file. The
resulting file is read only, but can be used in conjunction with a write file.
Compressed database files are used in place of the actual database file.

[J For information on compression, s&énhe Compression utility” on
page 468
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Using additional dbspaces

Splitting existing
databases

Creating a dbspace

256

This section describes how to use additional database files, known as
dbspaces.

Typically needed for large databases
For most databases, a single database file is sufficient. However, forjusers
of large databases, additional database files are often necessary. Additional
database files are also convenient tools for clustering related information in

separate files.

When you initialize a database, it contains one database file. This first
database file is called thmain file. All database objects and all data are
placed, by default, in the main file.

Each database file has a maximum allowable size of 256M database pages.
For example, a database file created with a database page size of 4 kb can
grow to a maximum size of one terabyte (256M*4 kb). However, in practice,
the maximum file size allowed by the physical file system in which the file is
created affects the maximum allowable size significantly.

While many commonly-employed file systems restrict file size to a
maximum of 2 Gb, some, such as the Windows NT/2000/XP file system,
allow you to exploit the full database file size. In scenarios where the
amount of data placed in the database exceeds the maximum file size, itis
necessary to divide the data into more than one database file. As well, you
may wish to create multiple dbspaces for reasons other than size limitations,
for example to cluster related objects.

If you wish to split existing database objects among several dbspaces, you
need to unload your database and modify the generated command file for
rebuilding the database. To do so, add IN clauses to specify the dbspace for
each table you do not wish to place in the main file.

0 For more information, see “UNLOAD TABLE statemenfiSA SQL
Referencepage 590pnd “Setting properties for database objesSA SQL
User's Guidepage 32]

You create a new database file diispace either from Sybase Central, or
using the CREATE DBSPACE statement. The database file for a new
dbspace may be on the same disk drive as the main file or on another disk
drive. You must have DBA authority to create dbspaces.

For each database, you can create up to twelve dbspaces in addition to the
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main dbspace.

Placing tables in [l A newly created dbspace is empty. When you create a new table you can

dbspaces place it in a specific dbspace with an IN clause in the CREATE TABLE
statement. If you don'’t specify an IN clause, the table appears in the main
dbspace.

Each table is entirely contained in the dbspace it is created in. By default,
indexes appear in the same dbspace as their table, but you can place them in
a separate dbspace by supplying an IN clause.

O To create a dbspace (Sybase Central)

1. Connect to the database.
2. Open the Dbspaces folder for that database.
3. Click the New Dbspace button on the toolbar.

4. Follow the instructions in the wizard.
The new dbspace then appears in the Dbspaces folder.

O To create a dbspace (SQL)
1. Connect to the database.
2. Execute a CREATE DBSPACE statement.

Examples The following command creates a new dbspace céitbedry in the file
library.dbin the same directory as the main file:

CREATE DBSPACE library
AS ’library.db’

The following command creates a table LibraryBooks and places it in the
library dbspace.

CREATE TABLE LibraryBooks (

title char(100),

author char(50),

isbn char(30)

) IN library
[l Seealso
¢ “CREATE DBSPACE statemenfASA SQL Referencpage 297]
¢ “Creating tablesTASA SQL User's Guidpage 37]

¢ “CREATE INDEX statement[ASA SQL Referencpage 319]
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Deleting a dbspace

You can delete a dbspace using either Sybase Central or Interactive SQL.
Before you can delete a space, you must delete all tables that use the space.
You must have DBA authority to delete a dbspace.

To delete a dbspace (Sybase Central)
1. Open the Dbspaces folder.

2. Right-click the desired dbspace and choose Delete from the popup menu.

To delete a dbspace (SQL)

1. Connect to a database.

2. Execute a DROP DBSPACE statement.

[l Seealso

+ “Deleting tablesTASA SQL User's Guid@age 41]

¢+ “DROP statement]ASA SQL Referencpage 408]

Pre-allocating space for database files
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Adaptive Server Anywhere automatically grows database files as needed.
Rapidly changing database files can lead to excessive file fragmentation on
the disk, resulting in potential performance problems. Unless you are
working with a database with a high rate of change, you do not need to
worry about explicitly allocating space for database files. If you are working
with a database with a high rate of change, you may pre-allocate disk space
for dbspaces or for transaction logs using either Sybase Central or the
ALTER DBSPACE statement.

You must have DBA authority to alter the properties of a database file.

Performance Tip
Running a disk defragmentation utility after pre-allocating disk space helps
ensure that the database file is not fragmented over many disjoint areas of
the disk drive. Performance can suffer if there is excessive fragmentation
of database files.
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Example

Example

O To pre-allocate space (Sybase Central)

1. Open the Dbspaces folder.

2. Right-click the desired dbspace and choose Pre-allocate Space from the
popup menu.

3. Enter the number of pages to add to the dbspace and click OK.

To pre-allocate space (SQL)
1. Connect to a database.
2. Execute an ALTER DBSPACE statement.

Increase the size of the SYSTEM dbspace by 200 pages.

ALTER DBSPACE system
ADD 200

Increase the size of the SYSTEM dbspace by 400 megabytes.

ALTER DBSPACE system
ADD 400 MB

[] Seealso
+ “Creating a dbspace” on page 256

¢ “ALTER DBSPACE statement[ASA SQL Referencpage 229]
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Working with write files

If you have a read-only database file (for example, if you distribute a
database on a CD-ROM), you can use a write file to make local changes to
the database.

You create a write file using the Create Write File utility or using the
CREATE WRITEFILE statement. In this section, the examples use the
utility.

[0 For a description of the CREATE WRITEFILE statement, see
“CREATE WRITEFILE statement]ASA SQL Referencpage 384]

[J For more information about opening a database as read-only to prevent
local changes to the database, 'seserver option” on page 157

O To use a write file
1. Create the write file for your database.

For example, to create a write file for the demo database, execute the
following command in a directory containing a copy of the demo
database fil@asademo.db

dbwrite -c asademo.db

This command creates a write file nameshdemo.wrtwvith a transaction
log namedasademo.wlg

2. Start a database server and load the write file. By default, the server
locates files with the extensiowrt first, so the following command starts
the personal server running the demo database write file:

dbeng9 asademo
Messages on the server window indicate which file starts.

3. Connect to the database using Interactive SQL. You can use the user ID
DBA and the passwor8QL, as the demo database is the default.

4. Execute queries as usual. For example, the following query lists the
contents of the department table.

SELECT *
FROM department

The data for the department table is obtained from the database file
asademo.db

5. Try inserting a row. The following statement inserts a row into the
department table:
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INSERT

INTO department (dept_id, dept_name)

VALUES (202, 'Eastern Sales’)
If you committed this change, it would be written to theademo.wlg
transaction log, and when the database checkpoints, the changes are
written to theasademo.wrivrite file.

If you now query the department table, the results come from the write
file and the database file.

6. Try deleting a row. Set the WAIT_FOR_COMMIT option to avoid

referential integrity complaints here:

SET TEMPORARY OPTION wait_for_commit = 'on’ ;

DELETE

FROM department

WHERE dept_id = 100
If you committed this change, the deletion would be marked in the write
file. No changes occur to the database file.

For some purposes, it is useful to use a write file with a shared database. If,
for example, you have a read-only database on a network server, each user
could have their own write file. In this way, they could add local information,
which would be stored on their own machine, without affecting the shared
database. This approach can be useful for application development also.

Deleting a write file You can use theélberasauitility to delete a write file and its associated
transaction log.
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Using the utility database

Allowed statements for
the utility database

262

Theuutility database is a phantom database with no physical representation.
The utility database has no database file, and therefore it cannot contain data.

The utility database feature allows you to execute database file
administration statements such as CREATE DATABASE, or ALTER
WRITEFILE without first connecting to an existing physical database.

For example, executing the following statement after having connected to the
utility database creates a database nameddbin the directoryC:\temp

CREATE DATABASE 'Cy\temp \\new.db’

For more information on the syntax of these statements, see “CREATE
DATABASE statement[ASA SQL Referencpage 292]

You can also retrieve values of connection properties and database properties
using the utility database.

For example, executing the following statement against the utility database
returns the default collation sequence, which will be used when creating
database:

SELECT property( 'DefaultCollation’ )

[J For alist of database properties and connection properties, see
“Database properties” on page 647

The following statements are the only ones allowed when connected to the
utility database:

¢ CREATE DATABASE

¢ CREATE WRITEFILE

¢ ALTER WRITEFILE

¢+ CREATE COMPRESSED DATABASE
¢+ CREATE EXPANDED DATABASE

¢ CREATE DECRYPTED FILE

+ DROP DATABASE

+ RESTORE DATABASE

¢ START DATABASE

+ STOP DATABASE
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¢ STOP ENGINE
¢ SELECT (with no FROM or WHERE clauses)

Connecting to the utility database

You can start the utility database on a database server by specifying
utility_db as the database name when connecting to the server. The user ID
and password requirements are different for the personal server and the
network server.

For the personal database server, there are no security restrictions for
connecting to the utility database. It is assumed that anybody who can
connect to the personal database server can access the file system directly,
and so no attempt is made to screen users based on passwords.

[0 For more information, sedtility database passwords” on page 264

0 To connect to the utility database on the personal server (Interac-
tive SQL)
1. Start a database server with the following command:

dbeng9.exe -n TestEng

2. Start Interactive SQL.

3. In the Connect dialog, ent®BA as the user ID, and enter any non-blank
password. The password itself is not checked, but it must be non-empty.

4. On the Database tab, entdility _db as the database name.

5. Click OK to connect.

Interactive SQL connects to the utility database on the personal server
namedTestEng, without loading a real database.

For the network server, there are security restrictions on connections. A
password is held in the filetil_db.ini in the same directory as the database
server executable.
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O To connect to the utility database on the network server (Interac-
tive SQL)

1. Add a password to the filetil_db.ini in the same directory as the
database server executable. For example, the followdihgdb.ini file
has the password ASA.

[UTILITY_DB]
PWD=ASA

2. Start a database server with the following command:
dbsrv9.exe -n TestEng
3. Start Interactive SQL.

4. In the Connect dialog, ent&BA as the user ID, and enter the password
held in the fileutil_db.ini.

5. On the Database tab, entdility_db as the database name.

6. Click OK to connect.

Interactive SQL connects to the utility database on the network server
namedTestEng without loading a real database.

[l For more information, setConnecting to a Database” on page 37

Utility database server security

There are two aspects to utility database server security:

+ Who can connect to the utility database? This is controlled by the use of
passwords.

¢ Who can execute file administration statements? This is controlled by
database server options.

Utility database passwords
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The personal server and the network server have different security models
for connections.

For the personal server, you must specify the useDBA. You must also
specify a password, but it can be any password. Since the personal server is
for single machine use, security restrictions (for example passwords) are
unnecessary.

For the network server, you must specify the useDIBA, and the password
that is held in a file namedtil_db.ini, stored in the same directory as the
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The util_db.ini file

database server executable file. As this directory is on the server, you can
control access to the file, and thereby control who has access to the
password.

The util_db.ini file has the following contents:

[UTILITY_DB]
PWD=password

Use of theutility_db security level relies on the physical security of the
computer hosting the database server, sinceittiedb.ini file can be easily
read using a text editor.

Permission to execute file administration statements

Examples

A level of security is provided for the ability to execute certain
administration tasks. Thgu database server option controls who can
execute the file administration statements.

There are four levels of permission for the use of file administration
statements. These levels inclu@d;, none DBA, andutility_db. The
utility_db level permits only a person with authority to connect to the utility
database to use the file administration statements.

-gu option Effect Applies to

All Anyone can execute file | Any database includ-
administration statements ing utility database

None No one can execute file | Any database includ-
administration statements ing utility database

Dba Only DBA-authority Any database includ-
users can execute file | ing utility database
administration statements

Utility_db Only the user who Only the utility
can connect to utility database

database can execute file
administration statements

[0 For more information on the database sergar option, se€-gu server
option” on page 150

+ To prevent the use of the file administration statements, start the database
server using theone permission level of thegu option. The following
command starts a database server and naniest®rv. It loads the
sample database, but prevents anyone from using that server to create or
delete a database, or execute any other file administration statement
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regardless of their resource creation rights, or whether or not they can
load and connect to the utility database.

dbsrv9.exe -n TestSrv -gu none asademo.db
To permit only the users knowing the utility database password to execute

file administration statements, start the server at the command prompt
with the following command.

dbsrv9 -n TestSrv -gu utility_db

Assuming the utility database password has been set during installation to
asa the following command starts the Interactive SQL utility as a client
application, connects to the server narifedtSrv, loads the utility

database, and connects the user.

dbisqgl -c "uid=DBA;pwd=asa;dbn=utility _db;eng=TestSrv"

Having executed the above statement successfully, the user connects to
the utility database, and can execute file administration statements.



CHAPTER 10

Automating Tasks Using Schedules and
Events

About this chapter This chapter describes how to use scheduling and event handling features of
Adaptive Server Anywhere to automate database administration and other
tasks.

Contents Topic: page

Introduction 268
Understanding schedules 270
Understanding events 272
Understanding event handlers 276
Schedule and event internals 278
Scheduling and event handling tasks 280
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Introduction

Chapter contents

Questions and answers

268

Many database administration tasks are best carried out systematically. For
example, a regular backup procedure is an important part of proper database
administration procedures.

You can automate routine tasks in Adaptive Server Anywhere by adding an
eventto a database, and providing a schedule for the event. Whenever one

of the times in the schedule passes, the database server executes a sequence
of actions called aevent handler.

Database administration also requires taking action when certain conditions
occur. For example, it may be appropriate to e-mail a notification to a system
administrator when a disk containing the transaction log is filling up so that
the administrator can handle the situation. These tasks too can be automated
by defining event handlers for one of a sespftem events

This chapter contains the following material:

¢ Anintroduction to scheduling and event handling (this section).

¢ Concepts and background information to help you design and use
schedules and event handlers:

 “Understanding schedules” on page 270
* “Understanding events” on page 272

+ Adiscussion of techniques for developing event handlers:
» “Developing event handlers” on page 276

¢ Internals information:
» “Schedule and event internals” on page 278

¢ Step by step instructions for how to carry out automation tasks.
» “Scheduling and event handling tasks” on page.280

To answer the question. .. Consider reading. . .

What is a schedule? “Understanding schedules” on
page 270

What is a system event? “Understanding events” on page 272

What is an event handler? “Understanding event handlers” on
page 276

How do | debug event handlers? “Developing event handlers” on
page 276
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Tasks Using Schedules and Events

To answer the question. ..

Consider reading. . .

How does the database server use
schedules to trigger event handlers?|

How can | schedule regular backups

What kind of system events can the
database server use to trigger even
handlers?

What connection do event handlers
get executed on?

How do event handlers getinformatio
about what triggered them?

“How the database server checks for
scheduled times” on page 278

? For an example, sé&nderstanding
schedules” on page 270

“Understanding events” on
page 272

“CREATE EVENT statement”’ASA
SQL Referencgage 304].

“How event handlers are executed”
on page 279

n“Developing event handlers” on
page 276

“EVENT_PARAMETER function
[System]” [ASA SQL Reference,

page 128]
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Understanding schedules

Examples
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By scheduling activities you can ensure that a set of actions is executed at a
set of preset times. The scheduling information and the event handler are
both stored in the database itself.

Although this is not usually necessary, you can define complex schedules by
associating more than one schedule with a named event. For example, a
retail outlet might want an event to occur once per hour during hours of
operation, where the hours of operation vary based on the day of the week.
You can achieve the same effect by defining multiple events, each with its
own schedule, and by calling a common stored procedure.

The following examples give some ideas for scheduled actions that may be
useful.

When scheduling events, you can use either full-length English day names
(Monday, Tuesday, and so on) or the abbreviated forms of the day (Mon,
Tue, and so on). Note that you must use the full-length English day names if
you want the day names to be recognized by a server running in a language
other than English.

[0 For more information, see “CREATE EVENT statemejitSA SQL
Referencepage 304]

Carry out an incremental backup daily at 1:00 am:

create event IncrementalBackup
schedule
start time '1:00 AM’ every 24 hours
handler
begin
backup database directory ’c: \\backup’
transaction log only
transaction log rename match
end

Summarize orders at the end of each business day:
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Defining schedules

create event Summarize
schedule
start time '6:00 pm’
on ( 'Monday’, 'Tuesday’, 'Wednesday’, 'Thursday’,
‘Friday’ )
handler
begin
insert into DBA.OrderSummary
select max( date_ordered ),
count( * ),
sum( amount )
from DBA.Orders
where date_ordered = current date
end

Schedule definitions have several components to them, to permit flexibility:

¢ Name Each schedule definition has a name. You can assign more than
one schedule to a particular event, which can be useful in designing
complex schedules.

¢ Starttime You can define a start time for the event, which is the time
that it is first executed.

¢ Range As an alternative to a start time, you can specify a range of times
for which the event is active. The event occurs between the start and end
time specified. Frequency is determined by the specified recurrence.

¢ Recurrence Each schedule can have a recurrence. The event is
triggered on a frequency that can be given in hours, minutes, or seconds
on a set of days that can be specified as days of the week or days of the
month. Recurring events include BWERY or ON clause.
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Understanding events

The database server tracks several kinds of system events. Event handlers
are triggered when the system event is checked by the database server, and
satisfies a providettigger condition.

By defining event handlers to execute when a chosen system event occurs
and satisfies a trigger condition that you define, you can improve the security
and safety of your data, and help to ease administration.

[0 For more information on the available system events;€&eosing a
system event” on page 272

[J For more information on trigger conditions, s&efining trigger
conditions for events” on page 273

Choosing a system event

Adaptive Server Anywhere tracks several system events. Each system event
provides a hook on which you can hang a set of actions. The database server
tracks the events for you, and executes the actions (as defined in the event
handler) when needed.

The available system events include the following:

¢ Backup You can use thBackupEnd event type to take action at the
end of a backup.

¢ DatabaseStart The database is started.

¢ Connection events  When a connection is mad€g¢nnec? or when a
connection attempt failsQonnectFailed. You may want to use these
events for security purposes.

+ Disconnect You can use the disconnect event to take action when a
user or application disconnects.

¢ Free disk space Tracks the available disk space on the device holding
the database fildDBDiskSpac$, the log file LogDiskSpaceg, or
temporary file fempDiskSpacg. This system event is not available on
the following operating systems:

* Windows 95 before OSR2

* Windows CE

You may want to use disk space events to alert administrators in case of a
disk space shortage.
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¢ Filesize The file reaches a specified size. This can be used for the
database fileGrowDB), the transaction logGrowLog), or the
temporary file GrowTemp).

You may want to use file size events to track unusual actions on the
database, or monitor bulk operations.

¢ SQLerrors When an error is triggered, you can use R%&ISERROR
event type to take actions.

¢ Idletime The database server has been idle for a specified time. You
may want to use this event type to carry out routine maintenance
operations at quiet times.

Defining trigger conditions for events

Each event definition has a system event associated with it. It also has one or
more trigger conditions. The event handler is triggered when the trigger
conditions for the system event are satisfied.

The trigger conditions are included in the WHERE clause of the CREATE
EVENT statement, and can be combined using the AND keyword. Each
trigger condition is of the following form:

event_condition (
condition-name )
comparison-operator
value

The condition-namergument is one of a set of preset strings, which are
appropriate for different event types. For example, you carbiBsize (the
database file size in Megabytes) to build a trigger condition suitable for the
GrowDB system event. The database server does not check that the
condition-name matches the event type: it is your responsibility to ensure
that the condition is meaningful in the context of the event type.

Examples 4 Limit the transaction log size to 10 Mb:

create event LogLimit
type GrowLog
where event_condition( 'LogSize’ ) > 10

handler

begin
backup database
directory ’c: \\logs’

transaction log only
transaction log rename match
end
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¢ Notify an administrator when free disk space on the device containing the

database file falls below 10%, but do not execute the handler more than
once every five minutes (300 seconds):

create event LowDBSpace

type DBDiskSpace

where event_condition( 'DBFreePercent’ ) < 10

and event_condition( ’Interval’ ) >= 300

handler

begin

call xp_sendmail( recipient="DBAdmin’,

subject="Low disk space’,
"message"='Database free disk space
|| event_parameter( 'DBFreeSpace’ ) );

end

Notify an administrator of a possible attempt to break into the database:

create event SecurityCheck
type ConnectFailed
handler
begin
declare num_failures int;
declare mins int;

insert into FailedConnections( log_time )
values ( current timestamp );

select count( * ) into num_failures

from FailedConnections

where log_time >= dateadd( minute, -5,
current timestamp );

if( num_failures >= 3 ) then
select datediff( minute, last_notification,
current timestamp ) into mins
from Notification;

ift mins > 30 ) then
update Notification
set last_notification = current timestamp;

call xp_sendmail( recipient="DBAdmin’,
subject="Security Check’,
"message"=
‘over 3 failed connections in last 5 minutes’ )
end if
end if
end

Run a process when the server has been idle for ten minutes. Do not
execute more frequently than once per hour:
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create event Soak
type Serverldle
where event_condition( ’ldleTime’ ) >= 600
and event_condition( ’Interval’ ) >= 3600
handler
begin

message ' Insert your code here ...’
end
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Understanding event handlers

Event handlers execute on a separate connection from the action that
triggered the event, and so do not interact with client applications. They
execute with the permissions of the creator of the event.

Developing event handlers

Context information for
event handlers

Testing event handlers

Debugging event
handlers

276

Event handlers, whether for scheduled events or for system event handling,
contain compound statements, and are similar in many ways to stored
procedures. You can add loops, conditional execution, and so on, and you
can use the Adaptive Server Anywhere debugger to debug event handlers.

One difference between event handlers and stored procedures is that event
handlers do not take any arguments. Certain information about the context in
which an event was triggered is available throughethent_parameter

function, which supplies information about the connection that caused an
event to be triggered (connection ID, user ID), as well as the event name and
the number of times it has been executed.

[l For more information, see “EVENT_PARAMETER function [System]”
[ASA SQL Referencpage 128]

During development, you want event handlers to be triggered at convenient
times. You can use the TRIGGER EVENT statement to explicitly cause an
event to execute, even when the trigger condition or scheduled time has not
occurred. However, TRIGGER EVENT does not cause disabled event
handlers to be executed.

[0 For more information, see “TRIGGER EVENT statemeji3A SQL
Referencepage 583]

While it is not good practice to develop event handlers on a production
database, you can disable event handlers from Sybase Central or explicitly
using the ALTER EVENT statement.

It can be useful to use a single set of actions to handle multiple events. For
example, you may want to take a notification action if disk space is limited
on any of the devices holding the database or log files. To do this, create a
stored procedure and call it in the body of each event handler.

Debugging event handlers is very similar to debugging stored procedures.
The event handlers appear in the procedures list.

One difference is that, because each event handler runs on its own
connection, you must be sure to selatitconnectionsbefore setting a
breakpoint in an event handler.
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You can also determine how many instances of a particular event handler are
currently active using the NumActive event parameter. This function is

useful if you want to limit an event handler so that only one instance
executes at any given time.

[0 For more information about the NumActive event parameter, see
“EVENT_PARAMETER function [System][ASA SQL Referencpage 128]

[0 For more information about step-by-step instructions,‘Bedugging
an event handler” on page 282
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Schedule and event internals

This section describes how the database server processes schedules and
event definitions.

How the database server checks for events

Events are classified according to thewent type as specified directly in
the CREATE EVENT statement or using Sybase Central. There are two
kinds of event types:

¢ Active eventtypes  Some event types are the result of action by the
database server itself. These active event types include growing database
files, or the start and end of different database actiBasKupEnd and
so on) or RAISERROR.

When the database server takes the action, it checks to see whether the
trigger conditions defined in the WHERE clause are satisfied, and if so,
triggers any events defined for that event type.

¢ Polled eventtypes  Some event types are not triggered solely by
database actions. The free disk space typ&iXiskSpaceand so on) as
well as theldleTime types are of this kind.

For these types of events, the database server polls every thirty seconds,
starting approximately thirty seconds after the database server is started.

For theldleTime event type, the database server checks whether the
server has been idle for the entire thirty seconds. If no requests have
started and none are currently active, it adds the idle check interval time
in seconds to the idle time total; otherwise, the idle time total is reset to 0.
The value fordleTime is therefore always a multiple of thirty seconds.
WhenldleTime is greater than the interval specified in the trigger
condition, event handlers associated witleTime are fired.

How the database server checks for scheduled times

278

The calculation of scheduled event times is done when the database server
starts, and each time a scheduled event handler completes.

The calculation of the next scheduled time is based on the increment
specified in the schedule definition, with the increment being added to the
previous start time. If the event handler takes longer to execute than the
specified increment, so that the next time is earlier than the current time, the
database server increments until the next scheduled time is in the future.

An event handler that takes sixty-five minutes to execute and is requested to
run every hour between 9:00 and 5:00 will run every two hours, at 9:00,
11:00, 1:00, and so on.
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To run a process such that it operates between 9:00 and 5:00 and delays for
some period before the next execution, you could define a handler to loop
until its completion time has passed, with a sleep instruction, perhaps using
xp_cmdshell, between each iteration.

If you are running a database server intermittently, and it is not running at a
scheduled time, the event handler does not run at startup. Instead, the next
scheduled time is computed at startup. If, for example, you schedule a

backup to take place every night at one o’clock, but regularly shut down the
database server at the end of each work day, the backup never takes place.

How event handlers are executed

When an event handler is triggered, a temporary internal connection is made
on which the event handler is executed. The handleotexecuted on the
connection that caused the handler to be triggered, and consequently
statements such as MESSAGE .. TO CLIENT, which interact with the client
application, are not meaningful within event handlers.

The temporary connection on which the handler is executed does not count
towards the connection limit for licensing purposes.

Event creation requires DBA authority, and events execute with the
permissions of their creator. If you wish event handlers to execute with
non-DBA authority, you can call a procedure from within the handler, as
stored procedures run with the permissions of their creator.

Any event errors are logged to the server console.
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Scheduling and event handling tasks

This section collects together instructions for tasks related to automating
tasks with schedules and events.

Adding a schedule or event to a database

Schedules and events are handled in a similar fashion, both from Sybase
Central and in SQL.

[J For more information, se&Jnderstanding schedules” on page 2#ad
“Understanding events” on page 272

0 To add a schedule or event to a database (Sybase Central)

1.
2.
3.

Connect to the database as a user with DBA authority.
Open the Events folder for your database.

click the New Event button on the toolbar. The Event Creation wizard
appears.

. Follow the instructions in the wizard.

The wizard contains many options, depending on the schedule or event
you wish to create. These are explained in detail in other tasks.

0 To add a schedule or event to a database (SQL)

1.
2.

Connect to the database as a user with DBA authority.

Execute a CREATE EVENT statement.

The CREATE EVENT statement contains many options, depending on
the schedule or event you wish to create. These are explained in detail in
other tasks.

[0 For more information, see “CREATE EVENT statemejiASA SQL
Referencepage 304]

Adding a manually-triggered event to a database

If you create an event handler without a schedule or system event to trigger
it, it is executed only when manually triggered.
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0 To add a manually-triggered event to a database (Sybase Central)

1. Connect to the database as a user with DBA authority.
2. Open the Events folder for your database.

3. Click the Add Event event button on the toolbar. The Event Creation
wizard appears.

. Type a name for the event, and click Next.
. Select Manually, and click Next.

. Type the SQL statements for your event handler, and click Next.

N o o b~

. Select Enable this event, and select Execute at all Locations, and click
Next.

8. Type a comment describing the event, and click Finish to add the event to
the database.

If you wish to accept the default values for all remaining options, you can
click Finish at an earlier stage in the wizard.

0 To add a manually-triggered event to a database (SQL)
1. Connect to the database as a user with DBA authority.

2. Execute a CREATE EVENT statement with no schedule or WHERE
clause. The restricted syntax of the CREATE EVENT is as follows:

CREATE EVENT event-name HANDLER BEGIN ...
event handler END

If you are developing event handlers, you can add schedules or system
events to control the triggering of an event later, either using Sybase Central
or the ALTER EVENT statement.

[0 See also:

+ For information on triggering events, sé€giggering an event handler”
on page 281

¢ For information on altering events, see “ALTER EVENT statem@agA
SQL Referencgage 231]

Triggering an event handler

Any event handler can be triggered manually, in addition to those occasions
when it executes because of a schedule or system event. Triggering events
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manually can be useful during development of event handlers, and also, for
certain events, in production environments. For example, you may have a
monthly sales report scheduled, but from time to time you may want to
obtain a sales report for a reason other than the end of the month.

[l For more information on developing event handlers,“S8seloping
event handlers” on page 276
To trigger an event handler (Sybase Central)

1. Connect to the database as a user with DBA authority.
2. Open the Events folder for your database.

3. Right-click the event you wish to trigger and choose Trigger from the
popup menu. The Trigger Event dialog appears.

The event must be enabled before you can select Trigger from the popup
menu. You can enable the event on the General tab of the Event property
sheet.

4. Supply any parameters the event handler requires, in the following form:

parameter=value;parameter=value

Click OK to trigger the event handler.

To trigger an event handler (SQL)
1. Connect to the database as a user with DBA authority.

2. Execute the TRIGGER EVENT statement, supplying the name of the
event. For example:

TRIGGER EVENT sales_report_event

[0 For more information, see “TRIGGER EVENT statemej#3A SQL
Referencepage 583]

Debugging an event handler
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Debugging is a regular part of any software development. Event handlers
can be debugged during the development process.

[0 For more information on developing event handlers, S8seloping
event handlers” on page 276

[l For more information on using the debugger, see “Debugging Logic in
the Database[ASA SQL User's Guid@age 673]
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0 To debug an event handler

1. Start the Adaptive Server Anywhere debugger.

From the Start menu, choose ProgramSybase SQL Anywhere®
Adaptive Server Anywhere 9 Debug Database Objects.

2. In the Connections window, double-click All Connections.

3. In the Procedures window, double-click the event you wish to debug. The
event definition appears in the Source window.

4. In the Source window, set a breakpoint.

5. From Interactive SQL or another application, trigger the event handler
using the TRIGGER EVENT statement.

6. The execution stops at the breakpoint you have set. You can now use the
debugger features to trace execution, local variables, and so on.
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CHAPTER 11

International Languages and Character
Sets

About this chapter This chapter describes how to configure your Adaptive Server Anywhere
installation to handle international language issues.

Contents Topic: page
Introduction to international languages and character sets 286
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Understanding locales 301
Understanding collations 307
Understanding character set translation 317
Collation internals 320
International language and character set tasks 325
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Introduction to international languages and
character sets

This section provides an introduction to the issues you may face when
working in an environment that uses more than one character set, or when
using languages other than English.

When you create a database, you specify a collating sequence, or collation,
for the database to use. A collation is a combination of a character set and a
sort order for characters in the database.

Localized Versions of Adaptive Server Anywhere

Adaptive Server Anywhere is available in the following fully localized
(packages, software, documentation, books) languages:

+ English

¢+ German

¢ French

¢+ Japanese

+ Simplified Chinese

As well, Adaptive Server Anywhere is available in the following deployment
(software only) languages:

¢ Spanish

¢ Portuguese (Brazilian)
¢ Polish

¢ ltalian

¢ Russian

¢ Ukrainian

¢+ Korean

+ Traditional Chinese

Adaptive Server Anywhere international features

Adaptive Server Anywhere provides two sets of features that are of
particular interest when setting up databases for languages.
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¢ Collations  You can choose from a wide selection of supplied collations
when you create a database. By creating your database with the proper
collation, you ensure proper sorting of data.

Whenever the database compares strings, sorts strings, or carries out
other string operations such as case conversion, it does so using the
collation sequence. The database carries out sorting and string
comparison when statements such as the following are executed:

» Queries with an ORDER BY clause.

» Expressions that use string functions, such as LOCATE, SIMILAR,
SOUNDEX.

 Conditions using the LIKE keyword.

» Queries that use index lookups on character data.
The database also uses collations to identify valid or unique identifiers
(column names and so on).

4 Character set translation ~ You can set up Adaptive Server Anywhere to
convert data between the character set encoding on your server and client
systems, thus maintaining the integrity of your data even in mixed
character set environments.

Character set translation is provided between client and server, as well as
by the ODBC driver. The Adaptive Server Anywhere ODBC driver
provides OEM to ANSI character set translation and Unicode support.

Using the default collation

If you use the default actions when creating a database, the Initialization
utility infers a collation from the character set used by the operating system
on the machine on which you create the database.

1 For more information on how to find the default collation in your
environment, sed-inding the default collation” on page 325

If all the machines in your environment share the same character set, then
this choice of collation ensures that all the character data in the database and
in client applications is represented in the same manner. As long as the
collation provides a proper character set and sort order for your data, using
this default setting is a simple way of ensuring that characters are
represented consistently throughout the system.

If it is not possible to set up your system in this default manner, you need to
decide which collation to use in your database, and whether to use character
set translation to ensure that data is exchanged consistently between the
pieces of your database system. This chapter provides the information you
need to make and implement these decisions.
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Character set questions and answers
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To answer the question. ..

The following table identifies where you can find answers to questions.

Consider reading. ..

How do | set up my computing envi-
ronment to treat character sets prop
erly?

How do | decide which collation to
use for my database?

How are characters represented in
software, and Adaptive Server Any-
where in particular?

“Configuring your character set
environment” on page 325

“Understanding collations” on
page 307

“Understanding character sets in
software” on page 289

What collations does Adaptive Server “Choosing collations” on page 307

Anywhere provide?

How do | ensure that error and in-
formational messages sent from the

database server to client applications

are sent in the proper language and
character set for my application?

| have a different character set on

“Character translation for database
messages” on page 317

“Starting a database server us-

client machines from that in use in theing character set translation” on
database. How can | get characters ftgpage 329

be exchanged properly between client

and server?

What character sets can | use for
connection strings?

How do | create a collation that is
different from the supplied ones?

How do | change the collation se-
quence of an existing database?

How do | create a database for Win-
dows CE?

“Connection strings and character
sets” on page 318

“Creating a database with a custom
collation” on page 331

“Changing a database from one
collation to another” on page 332

“Creating databases for Windows
CE” on page 312
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Understanding character sets in software

This section provides general information about software issues related to
international languages and character sets.

Pieces in the character set puzzle

There are several distinct aspects to character storage and display by
computer software:

¢

Each piece of software works with a character setharacter setis a
set of symbols, including letters, digits, spaces, and other symbols.

To handle these characters, each piece of software employs a character
setencoding in which each character is mapped onto one or more bytes
of information, typically represented as hexadecimal numbers. This
encoding is also called@de page

Database servers, which sort characters (for example, list names
alphabetically), use a collation. éollation is a combination of a

character encoding (a map between characters and hexadecimal numbers)
and asort order for the characters. There may be more than one sort

order for each character set; for example, a case sensitive order and a case
insensitive order, or two languages may sort characters in a different

order.

Characters are printed or displayed on a screen usfogtawhich is a
mapping between characters in the character set and its appearance.
Fonts are handled by the operating system.

Operating systems also us&eyboard mappingto map keys or key
combinations on the keyboard to characters in the character set.

Language issues in client/server computing

Database users working at client applications may see or access strings from
the following sources:

¢

Data in the database  Strings and other text data are stored in the
database. The database server processes these strings when responding t
requests.

For example, the database server may be asked to supply all the last
names beginning with a letter ordered less than N in a table. This request
requires string comparisons to be carried out, and assumes a character set
ordering.
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Code pages

Upper and lower pages
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The database server receives strings from client applications as streams of
bytes. It associates these bytes with characters according to the database
character set. If the data is held in an indexed column, the index is sorted
according to the sort order of the collation.

¢ Database server software messages Applications can cause database
errors to be generated. For example, an application may submit a query
that references a column that does not exist. In this case, the database
server returns a warning or error message. This message is held in a
language resource library, which is a DLL or shared library called by
Adaptive Server Anywhere.

¢ Client application ~ The client application interface displays text, and
internally the client application may process text.

4 Client software messages  The client library uses the same language
library as the database server to provide messages to the client
application.

¢ Operating system  The client operating system has text displayed on its
interface, and may also process text.

For a satisfactory working environment, all these sources of text must work
together. Loosely speaking, they must all be working in the user’s language
and/or character set.

Many languages have few enough characters to be represented in a
single-byte character set. In such a character set, each character is
represented by a single byte: a two-digit hexadecimal number.

At most, 256 characters can be represented in a single byte. No single-byte
character set can hold all of the characters used internationally, including
accented characters. This problem was addressed by the development of a
set of code pages, each of which describes a set of characters appropriate for
one or more national languages. For example, code page 869 contains the
Greek character set, and code page 850 contains an international character
set suitable for representing many characters in a variety of languages.

With few exceptions, characters 0 to 127 are the same for all the single-byte
code pages. The mapping for this range of characters is calles36H
character set. It includes the English language alphabet in upper and lower
case, as well as common punctuation symbols and the digits. This range is
often called theseven-bitrange (because only seven bits are needed to
represent the numbers up to 127) or ineer page. The characters from
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Example

128 to 255 are calledxtended charactersor upper code-page characters,
and vary from code page to code page.

Problems with code page compatibility are rare if the only characters used
are from the English alphabet, as these are represented in the ASCII portion
of each code page (0 to 127). However, if other characters are used, as is
generally the case in any non-English environment, there can be problems if
the database and the application use different code pages.

Suppose a database holding French language strings uses code page 850,
and the client operating system uses code page 437. The character A (upper
case A grave) is held in the database as character \xB7 (decimal value 183).
In code page 437, character \xB7 is a graphical character. The client
application receives this byte and the operating system displays it on the
screen, the user sees a graphical character instead of an A grave.

ANSI and OEM code pages in Windows

Example

For PC users, the issue is complicated because there are at least two code
pages in use on most PCs. Character-mode applications (those using the
console or command prompt window) in Windows 95/98/Me and

Windows NT/200/XP, use code pages taken from the IBM set. These are
calledOEM code pageqOriginal Equipment Manufacturer) for historical
reasons.

Windows operating systems do not require the line drawing characters that
were held in the extended characters of the OEM code pages, so they use a
different set of code pages. These pages are based on the ANSI standard and
are therefore commonly call&&NSI code pages

Adaptive Server Anywhere supports collations based on both OEM and
ANSI code pages.

Consider the following situation:

¢ A PC isrunning the Windows 95 operating system with ANSI code page
1252,

+ The code page for character-mode applications is OEM code page 437.

¢ Textis held in a database created using the collation corresponding to
OEM code page 850.

An upper case A grave in the database is stored as character 183. This value
appears as a graphical character in a character-mode application. The same
character appears as a dot in a Windows application.

1 For more information about choosing a single-byte collation for your
database, sé®&nderstanding collations” on page 307
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The following table lists code pages supported in DBISQL. For more
information, seéOpening Interactive SQL using the dbisgl command-line
utility” on page 492r “Interactive SQL utility options” on page 494

Code Page Description

1252 Windows Latin-1

037 USA, Canada (Bilingual, French), Netherlands, Por-
tugal, Brazil, Australia

273 IBM Austria, Germany

277 IBM Denmark, Norway

278 IBM Finland, Sweden

280 IBM ltaly

284 IBM Catalan/Spain, Spanish Latin America

285 IBM United Kingdom, Ireland

297 IBM France

420 IBM Arabic

424 IBM Hebrew

437 MS-DOS United States, Australia, New Zealand,
South Africa

500 EBCDIC 500V1

737 PC Greek

775 PC Baltic

838 IBM Thailand extended SBCS

850 MS-DOS Latin-1

852 MS-DOS Latin-2

855 IBM Cyrillic

856 IBM Hebrew

857 IBM Turkish

858 Variant of Cp850 with Euro character
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Code Page Description

860 MS-DOS Portuguese

861 MS-DOS Icelandic

862 PC Hebrew

863 MS-DOS Canadian French

864 PC Arabic

865 MS-DOS Nordic

866 MS-DOS Russian

868 MS-DOS Pakistan

869 IBM Modern Greek

870 IBM Multilingual Latin-2

871 IBM Iceland

874 IBM Thai

875 IBM Greek

918 IBM Pakistan (Urdu)

921 IBM Latvia, Lithuania (AlIX, DOS)

922 IBM Estonia (AIX, DOS)

930 Japanese Katakana-Kanji mixed with 4370 UDC,
superset of 5026

933 Korean Mixed with 1880 UDC, superset of 5029

935 Simplified Chinese Host mixed with 1880 UDC,
superset of 5031

937 Traditional Chinese Host mixed with 6204 UDC,
superset of 5033

939 Japanese Latin Kanji mixed with 4370 UDC, superset
of 5035

942 IBM OS/2 Japanese, superset of Cp932

942 C Variant of Cp942

943 IBM OS/2 Japanese, superset of Cp932 and Shift-JIS

943 C Variant of Cp943
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Code Page

Description

948
949
949
950
964
970
1006
1025

1026
1046
1097
1098
1112
1122
1123
1124
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1250

OS/2 Chinese (Taiwan) superset of 938
PC Korean

C Variant of Cp949

PC Chinese (Hong Kong, Taiwan)

AIX Chinese (Taiwan)

AlX Korean

IBM AIX Pakistan (Urdu)

IBM Multilingual Cyrillic: Bulgaria, Bosnia, Herze-
govinia, Macedonia (FYR)

IBM Latin-5, Turkey

IBM Arabic - Windows

IBM Iran (Farsi)/Persian

IBM Iran (Farsi)/Persian (PC)

IBM Latvia, Lithuania

IBM Estonia

IBM Ukraine

IBM AIX Ukraine

Variant of Cp037 with Euro character
Variant of Cp273 with Euro character
Variant of Cp277 with Euro character
Variant of Cp278 with Euro character
Variant of Cp280 with Euro character
Variant of Cp284 with Euro character
Variant of Cp285 with Euro character
Variant of Cp297 with Euro character
Variant of Cp500 with Euro character
Variant of Cp871 with Euro character

Windows Eastern European
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Code Page Description

1251 Windows Cyrillic

1253 Windows Greek

1254 Windows Turkish

1255 Windows Hebrew

1256 Windows Arabic

1257 Windows Baltic

1258 Windows Vietnamese

1381 IBM OS/2, DOS People’s Republic of China (PRC)

1383 IBM AIX People’s Republic of China (PRC)

33722 IBM-eucJP - Japanese (superset of 5050)

ASCII American Standard Code for Information Interchange

1SO8859 1 ISO 8859-1, Latin alphabet No. 1

UnicodeBig Sixteen-bit Unicode Transformation Format, big-
endian byte order, with byte-order mark

UnicodeBigUn- Sixteen-bit Unicode Transformation Format, big-

marked endian byte order

UnicodelLittle Sixteen-bit Unicode Transformation Format, little-

UnicodeLittleUn-
marked

UTF8
UTF-16

Big5
Big5_HKSCS
Big5_Solaris

EUC_CN
EUC_JP

endian byte order, with byte-order mark

Sixteen-bit Unicode Transformation Format, little-
endian byte order

Eight-bit Unicode Transformation Format

Sixteen-bit Unicode Transformation Format, byte
order specified by a mandatory initial byte-order
mark

Big5h, Traditional Chinese
Big5 with Hong Kong extensions, Traditional Chinese

Big5 with seven additional Hanzi ideograph character
mappings for the Solaris zh_TW.BIG5 locale

GB2312, EUC encoding, Simplified Chinese
JIS X 0201, 0208, 0212, EUC encoding, Japanese
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Code Page

Description

EUC_KR
EUC_TW

GB18030

GBK

ISCII91
1ISO2022CN
1ISO2022CN_CNS

1ISO2022CN_GB

1SO2022JP
1ISO2022KR
1ISO8859_2
1ISO8859_3
1SO8859 4
1SO8859_5
1ISO8859_6
1ISO8859_7
1SO8859_8
1ISO8859_9
ISO8859_13
1SO8859_15_FDIS
JIS0201
JIS0208
JIS0212
JISAutoDetect

Johab

KS C 5601, EUC encoding, Korean

CNS11643 (Plane 1-3), EUC encoding, Traditional
Chinese

Simplified Chinese, PRC standard

GBK, Simplified Chinese

ISCI191 encoding of Indic scripts

ISO 2022 CN, Chinese (conversion to Unicode only)

CNS 11643 in ISO 2022 CN form, Traditional Chi-
nese (conversion from Unicode only)

GB 2312 in ISO 2022 CN form, Simplified Chinese
(conversion from Unicode only)

JIS X 0201, 0208 in ISO 2022 form, Japanese
1SO 2022 KR, Korean

ISO 8859-2, Latin alphabet No. 2
ISO 8859-3, Latin alphabet No. 3
ISO 8859-4, Latin alphabet No. 4
ISO 8859-5, Latin/Cyrillic alphabet
ISO 8859-6, Latin/Arabic alphabet
ISO 8859-7, Latin/Greek alphabet
ISO 8859-8, Latin/Hebrew alphabet
ISO 8859-9, Latin alphabet No. 5
ISO 8859-13, Latin alphabet No. 7
ISO 8859-15, Latin alphabet No. 9
JIS X 0201, Japanese

JIS X 0208, Japanese

JIS X 0208, Japanese

Detects and converts from Shift-JIS, EUC-JP, ISO
2022 JP (conversion to Unicode only)

Johab, Korean
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Code Page

Description

KOI8_R
MS874
MS932
MS936
MS949
MS950
MacArabic
MacCentralEurope
MacCroatian
MacCyrillic
MacDingbat
MacGreek
MacHebrew
Maclceland
MacRoman
MacRomania
MacSymbol
MacThai
MacTurkish
MacUkraine
SJIs

T1S620

Multibyte character sets

Some languages, such as Japanese and Chinese, have many more than 256
characters. These characters cannot all be represented using a single byte,

KOI8-R, Russian
Windows Thai
Windows Japanese
Windows Simplified Chinese
Windows Korean
Windows Traditional Chinese
Macintosh Arabic
Macintosh Latin-2
Macintosh Croatian
Macintosh Cyrillic
Macintosh Dingbat
Macintosh Greek
Macintosh Hebrew
Macintosh Iceland
Macintosh Roman
Macintosh Romania
Macintosh Symbol
Macintosh Thai
Macintosh Turkish
Macintosh Ukraine
Shift-JIS, Japanese
TIS620, Thai

but can be represented in multibyte character sets. In addition, some
character sets use the much larger number of characters available in a

multibyte representation to represent characters from many languages in a
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Example

single, more comprehensive, character set.

Multibyte character sets are of two types. Somevaniable width, in

which some characters are single-byte characters, others are double-byte,
and so on. Other sets dired width, in which all characters in the set have
the same number of bytes. Adaptive Server Anywhere supports only
variable-width character sets.

For more information on the multibyte character sets,"skstng multibyte
collations” on page 315

As an example, characters in the Shift-JIS character set are either one or two
bytes in length. If the value of the first byte is in the range of hexadecimal
values from \x81 to \x9F or from \XEO to \xEF (decimal values 129-159 or
224-239) the character is a two-byte character and the subsequent byte
(called a follow byte) completes the characterfolow byte is any byte(s)

other than the first byte.

If the first byte is outside this range, the character is a single-byte character
and the next byte is the first byte of the following character.

+ The properties of any Shift-JIS character can be read from its first byte
also. Characters with a first byte in the range \x09 to \x0D, or \x20 are
space characters.

¢ Characters in the ranges \x41 to \x5A, \x61 to \x7A, \x81 to \x9F or \xEQ
to \XEF are considered to be alphabetic (letters).

¢ Characters in the range \x30 to \x39 are digits.

Sorting characters using collations

Associating more than
one character with each
sort position
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The database collation sequence includes the notion of alphabetic ordering
of letters, and extends it to include all characters in the character set,
including digits and space characters.

More than one character can be associated with each sort position. This is
useful if you wish, for example, to treat an accented character the same as
the character without an accent.

Two characters with the same sort position are considered identical in all
ways by the database. Therefore, if a collation assigned the charaeteds
eto the same sort position, then a query with the following search condition:

WHERE coll = 'want’

is satisfied by a row for whichol1 contains the entryent.

At each sort position, lowercase and uppercase forms of a character can be

indicated. For case sensitive databases, the lowercase and uppercase
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characters are not treated as equivalent. For case insensitive databases, the
lowercase and uppercase versions of the character are considered equivalent.

Tip
Any code that selects a default collation for a German system should select
1252LATIN1, not 1252DEU. 1252DEU differentiates between characters
with and without an umlaut, while 1252LATIN1 does not. 1252LATIN1
considers Muller and Miiller equal, but 1252DEU does not consider them
equal. Because 1252DEU views characters with umlauts as separate
characters, it has the following alphabetic ordering: ob, 6a.

First-byte collation orderings for multibyte character sets

A sorting order for characters in a multibyte character set can be specified
only for the first byte. Characters that have the same first byte are sorted
according to the hexadecimal value of the following bytes.

International aspects of case sensitivity

Turkish

Adaptive Server Anywhere is alwagase preservingandcase insensitive

for identifiers, such as table names and column names. This means that the
names are stored in the case in which they are created, but any access to the
identifiers is done in a case insensitive manner.

For example, the names of the system tables are held in upper case
(SYSDOMAIN, SYSTABLE, and so on), but access is case insensitive, so
that the two following statements are equivalent:

SELECT *
FROM systable

SELECT *
FROM SYSTABLE

The equivalence of upper and lower case characters is enforced in the
collation. There are some collations where particular care may be needed
when assuming case insensitivity of identifiers.

Users with Turkish databases (1254TRK, 920TRK, 857TRK, etc.) may see
unexpected errors. These errors are usually related to a database object
whose name contains the letteor i. In the Turkish language and collations,
the letterd andi are not equivalent characters. When specifying the name of
an object, the proper letters must be used. A simple way to avoid such
problems is to specify object names in their correct case.

For example,
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SELECT *
FROM SYSCOLLATION
would be accepted, however,
SELECT *
FROM syscollation

would yield the errorTable 'syscollation’ not found

Example In the Turkish 857TRK collation, the lower casdoes not have the character
| as its upper case equivalent. Therefore, despite the case insensitivity of
identifiers, the following two statements aret equivalent in this collation:

SELECT *
FROM sysdomain

SELECT *
FROM SYSDOMAIN
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Understanding locales

Both the database server and the client library recognize their language and
character set environment usingpaale definition.

Introduction to locales

The application locale, or client locale, is used by the client library when
making requests to the database server, to determine the character set in
which results should be returned. If character set translation is enabled (the
default), the database server compares its own locale with the application
locale to determine whether character set translation is needed. Different
databases on a server may have different locale definitions.

The locale consists of the following components:

¢ Language The language is a two-character string using the 1ISO-639
standard values: DE for German, FR for French, and so on. Both the
database server and the client have language values for their locale.

The database server uses the locale language to determine the following

behavior:

» Which language library to load.

» The language is used together with the character set to determine
which collation to use when creating databases, if no collation is
explicitly specified.

The client library uses the locale language to determine the following

behavior:

» Which language library to load.

» Which language to request from the database.

] For more information, se®Jnderstanding the locale language” on
page 301

¢ Character set The character set is the code page in use. The client and
server both have character set values, and they may differ. If they differ,
character set translation may be required to enable interoperability.

For machines that use both OEM and ANSI code pages, the ANSI code
page is the value used here.

[0 For more information, se&Jnderstanding the locale character set”
on page 303

Understanding the locale language

The locale language is an indicator of the language being used by the user of
the client application, or expected to be used by users of the database server.
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1 For more information about how to find locale settings, see
“Determining locale information” on page 326

The client library determines the language component of the locale as
follows:

1. On Windows, it checks the Adaptive Server Anywhere language registry
entry, as described ifRegistry settings on installation” on page 250

2. On other operating systems, or if the registry setting is not present, it
checks the operating system language setting.

The database server determines the language component of the locale as
follows:

1. It checks the ASLANG environment variable, if it exists.
L For more information, see .

2. On Windows, it checks the Adaptive Server Anywhere language registry
entry, as described ifRegistry settings on installation” on page 250

3. Queries the operating system.

4. If the language cannot be determined by the above settings, it defaults to
English.

The following table displays the valid language label values, together with
the equivalent ISO 639 labels:

Language label Alternative label ISO_639 language code
chinese simpchin ZH
danish N/A DA
french N/A FR
german N/A DE
italian N/A IT
japanese N/A JA
korean N/A KO
norwegian norweg NO
polish N/A PL
portuguese portugue PT
russian N/A RU
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Language label

Alternative label

ISO_639 language code

spanish
swedish
tchinese
ukrainian

us_english

N/A
N/A
tradchin
N/A

english

Understanding the locale character set

ES
SV
TW
UK
EN

Both application and server locale definitions have a character set. The
application uses its character set when requesting character strings from the
server. If character set translation is enabled (the default), the database
server compares its character set with that of the application to determine
whether character set translation is needed.

[0 For more information about how to find locale settings, see
“Determining locale information” on page 326

The client library determines the character set as follows:

1. If the connection string specifies a character set, it is used.

1 For more information, setCharSet connection parameter [CS]” on

page 177

2. Open Client applications check thecales.dafile in the Sybasdocales

directory.

3. Character set information from the operating system is used to determine

the locale:

¢ On Windows operating systems, use the GetACP system call. This
returns the ANSI character set, not the OEM character set.

¢ On UNIX, default to ISO8859-1.
¢ On other platforms, use code page 1252.

The database server determines the character set for a connection as follows:

1. The character set specified by the client is used if it is supported.
[1 For more information, setCharSet connection parameter [CS]” on

page 177

2. The database’s character set is used if the client specifies a character set
that is not supported.
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When a new database is created, the database server determines the
character set for the new database as follows.

1. A collation is specified in the CREATE DATABASE statement or on with
the dbinit utility.

2. The ASCHARSET environment variable is used if it exists.

3. Character set information from the operating system is used to determine
the locale.

¢ On Windows operating systems, use the GetACP system call. This
returns the ANSI character set, not the OEM character set.

¢ On UNIX, default to 1ISO8859-1.
¢ On other platforms, use code page 1252.

The locale character set and language are used to determine which collation
to use when creating a database if none is explicitly specified.

The following table displays the valid character set label values, together
with the equivalent IANA labels and a description:

Character set IANA label Description

label

big5 <N/A> Traditional Chinese (cf. CP950)

cp437 <N/A> IBM CP437 - U.S. code set

cp850 <N/A> IBM CP850 - European code set

cp852 <N/A> PC Eastern Europe

cp855 <N/A> IBM PC Cyrillic

cp856 <N/A> Alternate Hebrew

cp857 <N/A> IBM PC Turkish

cp860 <N/A> PC Portuguese

cp861 <N/A> PC Icelandic

cp862 <N/A> PC Hebrew

cp863 <N/A> IBM PC Canadian French code
page

cp864 <N/A> PC Arabic

cp865 <N/A> PC Nordic

cp866 <N/A> PC Russian
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Character set IANA label Description

label

cp869 <N/A> IBM PC Greek

cp874 <N/A> Microsoft Thai SB code page

cp932 windows-31j Microsoft CP932 = Win31J-
DBCS

cp936 <IN/A> Simplified Chinese

cp949 <N/A> Korean

cp950 <N/A> PC (MS) Traditional Chinese

cpl1250 <N/A> MS Windows Eastern European

cpl251 <N/A> MS Windows Cyrillic

cpl252 <N/A> MS Windows US (ANSI)

cpl253 <N/A> MS Windows Greek

cpl254 <N/A> MS Windows Turkish

cpl255 <N/A> MS Windows Hebrew

cpl256 <N/A> MS Windows Arabic

cpl257 <N/A> MS Windows Baltic

cpl1258 <N/A> MS Windows Viethamese

deckaniji <N/A> DEC UNIX JIS encoding

euccns <N/A> EUC CNS encoding: Traditional
Chinese with extensions

eucgb <N/A> EUC GB encoding = Simplified
Chinese

eucjis euc-jp Sun EUC JIS encoding

eucksc <N/A> EUC KSC Korean encoding (cf.
CP949)

greek8 <N/A> HP Greek-8

iso_1 iso_8859-1:1987 ISO 8859-1 Latin-1

isol5 <N/A> ISO 8859-15 Latinl with Euro,

etc.
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Character set
label

IANA label

Description

5088592

is088595
5088596
is088597
5088598
5088599
koi8

mac
mac_cyr
mac_ee
macgrk2
macturk
roman8
sjis
tis620
turkish8
utfg8

iso_8859-2:1987

iso_8859-5:1988
iso_8859-6:1987
iso_8859-7:1987
iso_8859-8:1988
iso_8859-9:1989
<N/A>
macintosh
<N/A>

<N/A>

<N/A>

<N/A>
hp-rpman8
shift_jis

<N/A>

<N/A>

utf-8

ISO 8859-2 Latin-2 Eastern Eu-
rope

ISO 8859-5 Latin/Cyrillic
ISO 8859-6 Latin/Arabic
ISO 8859-7 Latin/Greek
ISO 8859-8 Latin/Hebrew
ISO 8859-9 Latin-5 Turkish
KOI-8 Cyrillic

Standard Mac coding
Macintosh Cyrillic
Macintosh Eastern European
Macintosh Greek
Macintosh Turkish

HP Roman-8

Shift JIS (no extensions)
TIS-620 Thai standard

HP Turkish-8

UTF-8 treated as a character set
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Understanding collations

This section describes the supplied collations, and provides suggestions as to
which collations to use under certain circumstances.

[0 For more information about how to create a database with a specific
collation, se¢Creating a database with a named collation” on page&8#8
“The Initialization utility” on page 485

[l For information on changing a database from one collation to another,
see“Changing a database from one collation to another” on page 332

Choosing collations

When you create a database, Adaptive Server Anywhere chooses a default
collation based on operating system language and character set settings. In
most cases, the default collation is a suitable choice, but you can also
explicitly choose a collation to match your needs from the wide selection of
supplied collations.

In some cases, Adaptive Server Anywhere supports more than one collation
for a particular language. Different collations vary in the characters they
include and in the way they sort special characters, including ligatures
(characters consisting of two or more characters joined together) and
accented characters. You should choose a collation that uses a character set
and sort order that are appropriate for the data in your database.

[l For more information about sorting of data and international features,
see"Adaptive Server Anywhere international features” on page. 286

Another consideration when you choose a collation is whether to use an
ANSI or an OEM collation. OEM collations are suited to character-mode
applications (those using the console or command prompt window) in
Windows 95/98/Me and Windows NT/2000/XP. ANSI collations are
designed for Windows environments, and are recommended in the majority
of cases.

[l For more information about the differences between and ANSI and
OEM collations, se8ANSI or OEM?” on page 312and“ANSI| and OEM
code pages in Windows” on page 291

307



Last resort collation

If Adaptive Server Anywhere cannot locate a specific collation based
your operating system’s character set and language, the Adaptive S
Anywhere registry setting, or the ASCHARSET environment variabl
ISO_BINENG becomes the default, regardless of which operating sy,

you are using.

If this is not suitable for your requirements, you can rebuild the datak

and choose a different collation.

For more information about changing collations, $8banging a databag

from one collation to another” on page 332

on
erver
e
Sstem

pase

[0 For information about creating a database with a specific collation, see
“Creating a database with a named collation” on page 328

Supplied and recommended collations
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The following collations are supplied with Adaptive Server Anywhere. You
can obtain the list of main collations by typing the following command at the

command prompt:
dbinit -I

Collation label

Description

932JPN

936ZHO

949KOR

950TWN
1250LATIN2

1250POL
1251CYR
1252LATIN1
1253ELL

Code Page 932, Japanese Shift-JIS with Microsoft
extensions

Code Page 936, Simplified Chinese, PRC GBK
2312-80 8-hit encoding

Code Page 949, Korean KS C 5601-1987 encoding,
Wansung

Code Page 950, Traditional Chinese, Big 5 Encoding

Code Page 1250, Windows Latin 2, Central/Eastern
European

Code Page 1250, Windows Latin 2, Polish
Code Page 1251, Cyrillic
Code Page 1252, Windows Latin 1, Western

Code Page 1253, Windows Greek, 1SO8859-7 with
extensions
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Collation label Description

1254TRK Code Page 1254, Windows Latin 5, Turkish, ISO
8859-9 with extensions

EUC_JAPAN Japanese EUC JIS X 0208-1990 and JIS X 0212-1990
Encoding

EUC_CHINA Simplified Chinese GB 2312-80 Encoding

EUC_TAIWAN Taiwanese Big 5 Encoding

EUC_KOREA Korean KS C 5601-1992 Encoding, Johab

1ISO_1 1SO8859-1, Latin 1, Western

ISO_BINENG Binary ordering, English ISO/ASCII 7-bit letter case
mappings

ISO1LATIN1 1ISO8859-1, ISO Latin 1, Western, Latin 1 Ordering

ISO9LATIN1 1ISO8859-15, ISO Latin 9, Western, Latin 1 Ordering

UTF8 Unicode Transformation Format-8, 8-bit multibyte
encoding for Unicode

The following collations are recommended because they provide the most
likely match to the character set being used by the application: they have an
appropriate sort order and support for the symbols and accented characters
required for each specific language. Some languages do not have a
recommended UNIX collation.

Language Windows collations UNIX collations

Western European 1252LATIN1
(including English,

French, German, Ital-
ian, Portuguese, and

Spanish)

ISO9LATIN1
ISO1LATIN1

Eastern European 1250LATIN2
(including Croatian,

Czech, Hungarian, Ro-
manian, Serbian, Slo-

vakian, and Slovenian)
Japanese 932JPN EUC_JAPAN

Korean 949KOR

EUC_KOREA
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Alternate collations
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Language Windows collations UNIX collations
Polish 1250POL

Russian and Ukrainian| 1251CYR

Simplified Chinese 936ZHO EUC_CHINA
Traditional Chinese 950TWN EUC_TAIWAN
Turkish 1254TRK

Greek 1253ELL

Alternate collations are available for compatibility with older versions of
Adaptive Server Anywhere, or for special purposes. You can obtain a list of
alternate collations by typing the following command at the command

prompt:

dbinit -+

Specifying thel+ option lists the following collations, in addition to the
list of recommended collations:

Collation label Type Description

437LATIN1 OEM Code Page 437, Latin 1, Western

437ESP OEM Code Page 437, Spanish

437SVE OEM Code Page 437, Swedish/Finnish

819CYR ANSI Code Page 819, Cyrillic

819DAN ANSI Code Page 819, Danish

819ELL ANSI Code Page 819, Greek

819ESP ANSI Code Page 819, Spanish

819ISL ANSI Code Page 819, Icelandic

819LATIN1 ANSI Code Page 819, Latin 1, Western

819LATIN2 ANSI Code Page 819, Latin 2, Central/Eastern
European

819NOR ANSI Code Page 819, Norwegian

819RUS ANSI Code Page 819, Russian
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Collation label Type Description

819SVE ANSI Code Page 819, Swedish/Finnish

819TRK ANSI Code Page 819, Turkish

850CYR OEM Code Page 850, Cyrillic, Western

850DAN OEM Code Page 850, Danish

850ELL OEM Code Page 850, Greek

850ESP OEM Code Page 850, Spanish

850ISL OEM Code Page 850, Icelandic

850LATIN1 OEM Code Page 850, Latin 1, Western

850LATIN2 OEM Code Page 850, Latin 2, Central/Eastern
European

850NOR OEM Code Page 850, Norwegian

850RUS OEM Code Page 850, Russian

850SVE OEM Code Page 850, Swedish/Finnish

850TRK OEM Code Page 850, Turkish

852LATIN2 OEM Code Page 852, Latin 2, Central/Eastern
European

852CYR OEM Code Page 852, Cyrillic

852POL OEM Code Page 852, Polish

855CYR OEM Code Page 855, Cyrillic

856HEB OEM Code Page 856, Hebrew

857TRK OEM Code Page 857, Turkish

860LATIN1 OEM Code Page 860, Latin 1, Western

861ISL OEM Code Page 861, Icelandic

862HEB OEM Code Page 862, Hebrew

863LATIN1 OEM Code Page 863, Latin 1, Western

865NOR OEM Code Page 865, Norwegian

866RUS OEM Code Page 866, Russian

869ELL OEM Code Page 869, Greek
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Collation label Type Description

920TRK ANSI Code Page 920, Turkish, 1ISO-8859-9

1252DEU ANSI Code Page 1251, Windows Specialty
German, Umlaut chars not equal

Creating databases for Windows CE

ANSI or OEM?

[0 windows CE is a Unicode-based operating system. The Adaptive Server
Anywhere ODBC driver supports either ASCII (8-bit) or Unicode strings,

and carries out character set translation as needed. If developing Embedded
SQL applications, you can use Windows API functions to get the Unicode
versions of strings from the database.

[0 When creating databases for Windows CE, you should use a collation
based on the same single- or multibyte character set that Windows would use
for the language of interest. For example, if you are using English, French,

or German, use the 1252L atinl collation. If you are using Japanese, use the
932JPN collation, and if you are using Korean, use the 949KOR collation.

Adaptive Server Anywhere collations are based on code pages that are
designated as either ANSI or OEM. In most cases, using an ANSI code page
is recommended. If you use OEM, choose a code page that matches the
OEM code pages on your users’ client machines.

You should not use a separate translation driver under any circumstance.
Translation drivers interfere with the server’s character set translation. Using
a separate translation driver will likely result in data corruption.

For Interactive SQL and Sybase Central, the jConnect driver or the
iAnywhere JDBC driver (depending on which method you use) handles
character set translation.

Notes on ANSI collations

The ISO_1 collation

312

ISO_1is provided for compatibility with the Adaptive Server Enterprise
default ISO_1 collation. The differences are as follows:

¢ The lower case letter sharp s (\XxDF) sorts with the lower sase
Adaptive Server Anywhere, but aftesin Adaptive Server Enterprise.

¢ The ligatures corresponding AE andae (\xC6 and \XEG6) sort afteh
anda respectively in Adaptive Server Anywhere, but afédf andaein
Adaptive Server Enterprise.
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The 1252LATIN1
collation

The ISO1LATIN1
collation

The ISO9LATIN1
collation

This collation includes the euro currency symbol and several other
characters (Z-with-caron and z-with-caron). For single-byte Windows
operating systems, this is the recommended collation in most cases. This
collation is recommended for Windows users using English or Western
European languages.

Windows NT service patch 4 changes the default character set in many
locales to a new 1252 character set on which 1252LATIN1 is based. If you
have this service patch, you should use this collation.

The euro symbol sorts with the other currency symbols.

This collation is the same as ISO_1, but with sorting for values in the range
AO-BF. For compatibility with Adaptive Server Enterprise, the ISO_1
collation has no characters for 0XA0-OxBF. However the ISO Latin 1
character set on which it is based does have characters in these positions.
The ISO1LATIN1 collation reflects the characters in these positions.

If you are not concerned with Adaptive Server Enterprise compatibility,
ISO1LATIN1 is generally recommended instead of ISO_1.

ISO1LATIN1 is recommended for Unix users using English or Western
European languages.

This collation is the same as ISO1LATIN1, but it includes the euro currency
symbol and the other new characters included in the 1252 LATIN1 collation.

If your machine uses the ISO Latin 9 character set, then you should use this
collation.

Notes on OEM collations

The following table displays the built-in collations that correspond to OEM
code pages. The table and the corresponding collations were derived from
several manuals from IBM concerning National Language Support, subject
to the restrictions mentioned above. (This table represents the best
information available at the time of writing.)

Country Language Primary Primary Colla- Secondary Secondary Col-
Code Page tion Code Page lation
Argentina Spanish 850 850ESP 437 437ESP
Australia English 437 437LATIN1 850 850LATIN1
Austria German 850 850LATIN1 437 437LATIN1
Belgium Belgian Dutch | 850 850LATIN1 437 437LATIN1
Belgium Belgian French | 850 850LATIN1 437 437LATIN1
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Country Language Primary Primary Colla- Secondary Secondary Col-
Code Page tion Code Page lation
Belarus Belarussian 855 855CYR
Brazil Portuguese 850 850LATIN1 437 437LATIN1
Bulgaria Bulgarian 855 855CYR 850 850CYR
Canada Cdn French 850 850LATIN1 863 863LATIN1
Canada English 437 437LATIN1 850 850LATIN1
Croatia Croatian 852 852LATIN2 850 850LATIN2
Czech Republic| Czech 852 852LATIN2 850 850LATIN2
Denmark Danish 850 850DAN
Finland Finnish 850 850SVE 437 437SVE
France French 850 850LATIN1 437 437LATIN1
Germany German 850 850LATIN1 437 437LATIN1
Greece Greek 869 869ELL 850 850ELL
Hungary Hungarian 852 852LATIN2 850 850LATIN2
Iceland Icelandic 850 850ISL 861 861ISL
Ireland English 850 850LATIN1 437 437LATIN1
Israel Hebrew 862 862HEB 856 856HEB
Italy Italian 850 850LATIN1 437 437LATIN1
Mexico Spanish 850 850ESP 437 437ESP
Nether-lands Dutch 850 850LATIN1 437 437LATIN1
New Zealand English 437 4370LATIN1 850 850LATIN1
Norway Norwegian 865 865NOR 850 850NOR
Peru Spanish 850 850ESP 437 437ESP
Poland Polish 852 852LATIN2 850 850LATIN2
Portugal Portuguese 850 850LATIN1 860 860LATIN1
Romania Romanian 852 852LATIN2 850 850LATIN2
Russia Russian 866 866RUS 850 850RUS
S. Africa Afrikaans 437 437LATIN1 850 850LATIN1
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Country Language Primary Primary Colla- Secondary Secondary Col-
Code Page tion Code Page lation
S. Africa English 437 437LATIN1 850 850LATIN1
Slovak Repub- | Slovakian 852 852LATIN2 850 850LATIN2
lic
Slovenia Slovenian 852 852LATIN2 850 850LATIN2
Spain Spanish 850 850ESP 437 437ESP
Sweden Swedish 850 850SVE 437 437SVE
Switzerland French 850 850LATIN1 437 437LATIN1
Switzerland German 850 850LATIN1 437 437LATIN1
Switzerland Italian 850 850LATIN1 437 437LATIN1
Turkey Turkish 857 857TRK 850 850TRK
UK English 850 850LATIN1 437 437LATIN1
USA English 437 437LATIN1 850 850LATIN1
Venezuela Spanish 850 850ESP 437 437ESP
Yugoslavia Macedon-ian 852 852LATIN2 850 850LATIN2
Yugoslavia Serbian Cyrillic | 855 855CYR 852 852CYR
Yugoslavia Serbian Latin 852 852LATIN2 850 850LATIN2

Using multibyte collations

This section describes how multibyte character sets are handled. The
description applies to the supported collations and to any multibyte custom
collations you may create.

Adaptive Server Anywhere provides collations using several multibyte
character sets.

[0 For more information, se&Jnderstanding collations” on page 307

Adaptive Server Anywhere supports variable width 8-bit character sets. In
these sets, some characters are represented by one byte, and some by more
than one, to a maximum of four bytes. The value of the first byte in any
character indicates the number of bytes used for that character, and also
indicates whether the character is a space character, a digit, or an alphabetic
(alpha) character.
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For the UTF8 collation, UTF-8 characters are represented by one to four
bytes. For other multibyte collations, one or two bytes are used. For all
provided multibyte collations, characters comprising two or more bytes are
considered to be “alphabetic”, such that they can be used in identifiers
without requiring double quotes.

Adaptive Server Anywhere does not support 16-bit or 32-bit character sets
such as UTF-16 or UTF-32.

All client libraries other than Embedded SQL are Unicode-enabled, using
the UTF-16 encoding. Translation occurs between the client and the server.
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Understanding character set translation

Adaptive Server Anywhere can carry out character set translation among
character sets that represent the same characters, but at different positions in
the character set or code page. There needs to be a degree of compatibility
between the character sets for this to be possible. For example, character set
translation is possible between EUC-JIS and Shift-JIS character sets, but not
between EUC-JIS and OEM code page 850.

This section describes how Adaptive Server Anywhere carries out character
set translation. This information is provided for advanced users, such as
those who may be deploying applications or databases in a
multi-character-set environment.

Character translation for database messages

Error and other messages from the database software are held in a language
resource library. Localized versions of this library are provided with
localized versions of Adaptive Server Anywhere.

Client application users may see messages from the database as well as data
from the database. Some database messages, which are strings from the
language library, may include placeholders that are filled by characters from
the database. For example, if you execute a query with a column that does
not exist, the returned error message is:

Column column-name not found
wherecolumn-namaes filled in from the database.

To present these kinds of information to the client application in a consistent
manner, even if the database is in a different character set from the language
library, the database server automatically translates the characters of the
messages so that they match the character set used in the database collation.

To use character translation for database messages, ensure that the collation
for your database is compatible with the character set used on your
computer, and with the character set used in the Adaptive Server Anywhere
language resource library. The language resource library differs among
different localized versions of Adaptive Server Anywhere. You must check
that the characters of interest to you exist in each character set.

Messages are always translated into the database collation character set,
regardless of whether character set translation is turned on or off.
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Translate to
- client
character set

Translate to
EUC-JIS

Shift-JIS
Language
library

A further character set translation is carried out if character set is turned on
(the default) for the database server, and if the client character set is different
from that used in the database collation.

Connection strings and character sets
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Connection strings present a special case for character set translation. The
connection string is parsed by the client library, in order to locate or start a
database server. This parsing is done with no knowledge of the server
character set or language.

The interface library parses the connection string as follows:

1. Itis broken down into itkeyword= valuecomponents. This can be done
independently of the character set, as long as you do not use the curly
braces {} aroundCommLinks (LINKS) connection parameters. Instead,
use the recommended parentheses (). Curly braces are valid follow bytes
(bytes other than the first byte) in some multibyte character sets.

2. The server is located. The server name is interpreted according to the
character set of the client machine. In the case of Windows operating
systems, the ANSI character set is used. Extended chars can be used
unless they cause character set conversion issues between the client and
server machines.

For maximum compatibility among different machines, you should use
server names built from alphabetic or numeric ASCII characters 0 to 127
(or 33 to 126) and the underscore, using no punctuation characters.
Server names are truncated at 40 characters.

3. TheDatabaseName (DBNYr DatabaseFile (DBF)connection
parameters are interpreted in the database server character set.

4. Once the database is located, the remaining connection parameters are
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interpreted according to its character set.

Avoiding character-set translation

There is a performance cost associated with character set translation. If you
can set up an environment such that no character set translation is required,
then you do not have to pay this cost, and your setup is simpler to maintain.

If you work with a single-byte character set and are concerned only with
seven-bit ASCII characters (values 0 through 127), then you do not need
character set translation. Even if the code pages are different in the database
and on the client operating system, they are compatible over this range of
characters. Many English-language installations meet these requirements. In
Adaptive Server Anywhere 9.0 and higher, character set translation is turned
on by default. You can turn it off using thet- option.

1 For more information, sedurning off character set translation on a
database server” on page 329

If you do require the use of extended characters, there are other steps you
may be able to take:

+ If the code page on your client machine operating system matches that
used in the database, no character set translation is needed for data in the
database.

For example, in many environments it is appropriate to use the
1252LATIN1 collation in your database, which corresponds to the ANSI
code page in many single-byte environments.

+ If you are able to use a version of Adaptive Server Anywhere built for
your language, and if you use the code page on your operating system, no
character set translation is needed for database messages. The character
set used in the Adaptive Server Anywhere message strings is as follows:

Language Character set
English cpl252

French cpl252

German cpl252
Japanese cp932 (Shift-JIS)

Also, recall that client/server character set translation takes place by default.
You can turn it off using thect-  option.

[l For more information, se&ct server option” on page 137
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The title line

Descriptions of
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This section describes internal technical details of collations, including the
file format of collation files.

[0 This section is of particular use if you want to create a database using a
custom collation. For information on the steps involved, ‘S&reating a

custom collation” on page 33@nd“Creating a database with a custom
collation” on page 331

You can create a database using a collation different from the supplied
collations. This section describes how to build databases using such custom
collations.

In building multibyte custom collations, you can specify which ranges of
values for the first byte signify single- and double-byte (or more) characters,
and which specify space, alpha, and digit characters. However, all first bytes
of value less than \x40 must be single-byte characters, and no follow bytes
may have values less than \x40. This restriction is satisfied by all supported
encodings.

Collation files may include the following elements:

+ Comment lines, which are ignored by the database.
+ Atitle line.
¢ A Collation section.

+ An Encodings section.

<>

A Properties section.

In the collation file, spaces are generally ignored. Comment lines start with
either the percent sigd4) or two dashes).

The first non-comment line must be of the form:

Collation collation label (collation_name) (ase_charset) (ase_so_sensitive)
(ase_so_insensitive) (java_charset)
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Argument Description
Collation A required keyword.
collation_label The collation label, which appears in the system tables

as SYS.SYSCOLLATION.collation_label and SYS.-
SYSINFO.default_collation. The label must contain no
more than 10 characters.

collation_name A text description of the collation, usually describing
the character set and ordering of the collation.

ase_charset The ASE name of a character set matching the character
set of this collation. This name is used to make character
set mappings when server character set translation is
enabled (the default).

ase_so_sensitive | The name of an Open Client or ASE case sensitive
collation matching this collation.

ase _so_- The name of an Open Client or ASE case insensitive
insensitive collation matching this collation.
java_charset The name of a Java character set matching the character

set of this collation. This name is used when converting
character data between the Java virtual machine and the
database.

For example, the 932JPN collation file contains the following collation line,
with label 932JPN and name (Code Page 932, Japanese Shift-JIS with
Microsoft extensions):

Collation 932JPN (Code Page 932, Japanese Shift-JIS with
Microsoft extensions) (cp932) (bin_cp932) (bin_cp932)
(SJis)

The Collation section

After the title line, each non-comment line describes one position in the
collation. The ordering of the lines determines the sort ordering used by the
database, and determines the result of comparisons. Characters on lines
appearing higher in the file (closer to the beginning) sort before characters
that appear later.

The form of each line in the sequence is:

[sort-position] :
character [ [,
character ]...]
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Descriptions of
arguments

or

[sort-position] :

character [lowercase

uppercase]

Argument

Description

sort-position

character

lowercase

uppercase

Optional. Specifies the position at which the characters
on that line will sort. Smaller numbers represent a lesser
value, so will sort closer to the beginning of the sorted
set. Typically, the sort-position is omitted, and the char-
acters sort immediately following the characters from the
previous sort position.

The character whose sort-position is being specified.

Optional. Specifies the lowercase equivalent of the char-
acter. If not specified, the character has no lowercase
equivalent.

Optional. Specifies the uppercase equivalent of the char-
acter. If not specified, the character has no uppercase
equivalent.

Multiple characters may appear on one line, separated by commas (,). In this
case, these characters are sorted and compared as if they were the same

character.

Specifying character and Each character and sort position is specified in one of the following ways:

sort-position
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Specification Description

\dnnn Decimal number, using digits 0-9 (such as \d001)

\xhh Hexadecimal number, using digits 0-9 and letters a-f or
A-F (such as \xB4)

'c Any character in place of ¢ (such as ‘)

c Any character other than quote (*), back-slash (\), colon

(:) or comma (,). These characters must use one of the
previous forms.

The following are some sample lines for a collation:
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Other syntax notes

% Sort some special characters at the beginning:

: _\xF2
\XEE
: \xFO

=l
% Sort some letters in alphabetical order

oW >

T o9 o
Ww > >

% Sort some E's from code page 850,

% including some accented extended characters:
e e E, \x82 \x82 \x90, \x8A \x8A \xD4
:E e E, \x90 \x82 \x90, \xD4 \x8A \xD4

For databases using case insensitive sorting and comparisen gpecified
in the dbinit command), the lower case and upper case mappings are used to
find the lower case and upper case characters that are sorted together.

For multibyte character sets, the first byte of a character is listed in the
collation sequence, and all characters with the same first byte are sorted
together, and ordered according to the value of the following bytes. For
example, the following is part of the Shift-JIS collation file:

\xfb
\xfc
\xfd

In this collation, all characters with first byte \xfc come after all characters
with first byte \xfb and before all characters with first byte \xfd. The

two-byte character \xfc \x01 would be ordered before the two-byte character
\xfc \x02.

Any characters omitted from the collation are added to the end of the
collation. The tool that processes the collation file issues a warning.

The Encodings section

The encodings section is optional, and follows the collation sequence. It is
not useful for single-byte character sets.

The encodings section lists which characters are lead-bytes, for multibyte
character sets, and what are valid follow-bytes.
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For example, the Shift-JIS encodings section is as follows:

Encodings:
[ \x00- \x80, \xa0- \xdf, \xfO- \xff]
[ \x81- \x9f, \xe0- \xef][ \x00- \xff]

The first line following the section title lists valid single-byte characters. The
square brackets enclose a comma-separated list of ranges. Each range is
listed as a hyphen-separated pair of values. In the Shift-JIS collation, values
\x00 to \x80 are valid single-byte characters, but \x81 is not a valid
single-byte character.

The second line following the section title lists valid multibyte characters.
Any combination of one byte from the second line followed by one byte
from the first is a valid character. Therefore \x81\x00 is a valid double-byte
character, but \xdO \x00 is not.

The Properties section

The properties section is optional, and follows the encodings section.

If a properties section is supplied, an encodings section must be supplied
also.

The properties section lists values for the first-byte of each character that
represent alphabetic characters, digits, or spaces.

The Shift-JIS properties section is as follows:

Properties:
space: [ \x09- \x0d, \x20]
digit: [ \x30- \x39]

alpha: [ \x41- \x5a, \x61- \x7a, \x81- \x9f, \xe0- \xef]

This indicates that characters with first bytes \x09 to \x0d, as well as \x20,
are to be treated as space characters, digits are found in the range \x30 to
\x39 inclusive, and alphabetic characters in the four ranges \x41-\x5a,
\x61-\x7a, \x81-\x9f, and \xe0-\xef.
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International language and character set tasks

This section groups together the tasks associated with international language
and character set issues.

Finding the default collation

If you do not explicitly specify a collation when creating a database, a
default collation is used. The default collation depends on the operating
system you are working on.

O To find the default collation for your machine

1. Start Interactive SQL. Connect to the sample database.

2. Enter the following query:

SELECT PROPERTY( 'DefaultCollation’ )

The default collation is returned.

[0 For more information about this collation, s&hoosing collations”
on page 307

Configuring your character set environment

This section describes how to set up your computing environment so that
character set issues are handled properly. If you set your locale
environments properly, then you do not need to explicitly choose collations
for your databases, and you can turn off character set translation between
client and server.

[0 For more information about turning off character set translation, see
“Turning off character set translation on a database server” on page 329

O To configure your character set environment

1. Determine the default locale of each computing platform in your
environment. The default locale is the character set and language of each
computer. On Windows operating systems, the character set is the ANSI
code page.

[0 For more information about how to find locale information, see
“Determining locale information” on page 326

2. Decide whether the locale settings are appropriate for your environment.
[0 For more information, se&Jnderstanding collations” on page 307
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3. If the default settings are inappropriate, decide on a character set,
language, and database collation that matches your data and avoids
character set translation.

[J For more information, se&voiding character-set translation” on
page 319

4. Set locales on each of the machines in the environment to these values.
[0 For more information, se&etting locales” on page 327

5. Create your database using the default collation. If the default collation
does not match your needs, create a database using a named collation.

[0 For more information, se&Creating a database with a named
collation” on page 328and“Changing a database from one collation to
another” on page 332

When choosing the collation for your database,

¢ Choose a collation that uses a character set and sort order appropriate for
the data in the database. It is often the case that there are several
alternative collations that meet this requirement, including some that are
OEM collations and some that are ANSI collations.

¢ There is a performance cost, as well as extra complexity in system
configuration, when you use character set translation. Choose a collation
that avoids the need for character set translation.

You can avoid character set translation by using a collation sequence in
the database that matches the character set in use on your client machine
operating system. In the case of Windows operating systems on the client
machine, choose the ANSI character set. Character set translation is
enabled by default for database servers that are version 8.0 or higher of
Adaptive Server Anywhere. You can turn off character set translation
using thect- option.

[l For more information, se®&voiding character-set translation” on
page 319

Determining locale information

You can determine locale information using system functions.

[J For more information, see “System function8’SA SQL Reference,
page 92]
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O To determine the locale of a database server

1. Start Interactive SQL, and connect to a database server.

2. Execute the following statement to determine the database server
character set:

SELECT PROPERTY( 'CharSet’ )

The query returns one of the supported character sets list€&haracter
set labels” on page 304

3. Execute the following statement to determine the database server
language:

SELECT PROPERTY( ’Language’ )

The query returns one of the supported languages listdchimyuage
label values” on page 302

4. Execute the following statement to determine the database server default
collation:

SELECT PROPERTY( 'DefaultCollation’ )

The query returns one of the collations listed@hoosing collations” on
page 307

Notes To obtain client locale information, connect to a database server running on
your current machine.

To obtain the character set for an individual database, execute the following
statement:

SELECT DB_PROPERTY ( 'CharSet' )
Setting locales
You can use the default locale on your operating system, or explicitly set a

locale for use by the Adaptive Server Anywhere components on your
machine.
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O To set the Adaptive Server Anywhere locale

1. If the default locale is appropriate for your needs, you do not need to take
any action.

[l For more information about how to find out the default locale of your
operating system, séBetermining locale information” on page 326

2. If you need to change the locale, you can set either or both of the
ASLANG and ASCHARSET environment variables:

ASCHARSET=charset;ASLANG=language_code

wherecharseis a character set label from the list‘i@haracter set
labels” on page 304ndlanguage codes a language label from the list
in “Language label values” on page 302

0 For more information on how to set environment variables on

different operating systems, s&etting environment variables” on
page 244

Creating a database with a named collation

You may specify the collation for each database when you create the
database. The default collation is inferred from the code page and sort order
of the database server’s computer’s operating system.

0 To specify a database collation when creating a database (Sybase
Central)
1. You can use the Create Database wizard in Sybase Central to create a
database. In the wizard, there is a page where you choose a collation
from a list.

I\Create a Database ]

wihich collation sequence da you want the database to use?

8 Use the Following supplied collation:

MName Descriphion
&1 1z500aTINZ Code Page 1250, Windews La

Code Page 1

ke M 4

" Use the following user-defined collation:

< Back | Met = I Finish Caniel
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0 To specify a database collation when creating a database (com-
mand prompt)

1. List the recommended collation sequences:
dbinit |

The first column of the list is the collation label, which you supply when
creating the database.

437LATIN1 Code Page 437, Latin 1, Western

437ESP Code Page 437, Spanish
437SVE Code Page 437, Swedish/Finnish
819CYR Code Page 819, Cyrillic

819DAN Code Page 819, Danish

2. Create a database using tiiinit utility, specifying a collation sequence
using the-z option. The following command creates a database with a
Greek collation.

dbinit -z 1253ELL mydb.db

0 To specify a database collation when creating a database (SQL)

1. You can use the CREATE DATABASE statement to create a database.
The following statement creates a database with a Greek collation:

CREATE DATABASE ’'mydb.db’
COLLATION '1253ELL’

Starting a database server using character set translation

Character set translation takes place if the client and server locales are
different. Character set translation is turned on by default for database
servers that are Adaptive Server Anywhere version 8.0 or higher. For
database servers that are version 7.x or earlier, you must explicitly turn on
character set conversion in the database server command.

O To enable character set translation on a database server
1. Start the database server usingitte option. For example:

dbsrv9 -ct+ asademo.db

Turning off character set translation on a database server
Character set translation is turned on by default. If you do not require

character set translation, you can disable it in the database server command
using thect- option.
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O To disable character set translation on a database server

1.

Start the database server using4tte option. For example:

dbsrv9 -ct- asademo.db

L1 For more information, seect server option” on page 137

Creating a custom collation
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If none of the supplied collations meet your needs, you can modify a
supplied collation to create@istom collation You can then use this
custom collation when creating a database.

[0 For more information about supplied collations, $8&oosing
collations” on page 3Q7

O To create a custom collation

1.

Decide on a starting collation You should choose a collation as close
as possible to the one you want to create as a starting point for your
custom collation.

For a listing of recommended collations, sekderstanding collations”
on page 307Alternatively, rundbinit with the-I (lower case L) option:

dbinit -l

. Create a custom collation file You do this using the Collation utility.

The output is a collation file.

For example, the following statement extracts the 1252L ATIN1 collation
into a file namednycustomcol.cal

dbcollat -z 1252LATIN1 mycustomcol.col

. Edit the custom collation file Open the collation file (in this case

mycustomcol.cdlin a text editor.

. Change the collation label ~ Make the changes you wish in the custom

collation file to define the collation label. For example, if you wanted to
make a custom version of the 1252LATIN1 collation, you could change
the Collation line from:

Collation 1252LATIN1 (Code Page 1252, Windows Latin 1,
Western) (cpl252) (dictionary_iso_1) (nocase_iso_1)
(Cp1252)

to

Collation MyOrdering (Code Page 1252, My Company Ordering)
(cp1252) (dictionary_iso_1) (nocase_iso_1) (Cpl252)
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The other entries on this line relate the Adaptive Server Anywhere
collation label to the names that Java and the Sybase TDS interface give
to the same collation information. If you are not using these interfaces
you do not need to alter these entries.

The Collation line takes the following form:

Collation collation_label (collation_name) (ase_charset)
(ase_so_sensitive) (ase_so_insensitive) (java_
charset)

where character set labelfe _charsgaind the two sort-order labels
(ase_so_sensitiendase_so_insensitiystate which Open Client
character set and sort order is the closest to the current collation. The
java_charselabel is the closest character set known to Java.

You should edit this line to provide a new label. The label you need to
change is theollation_label in the example in step two, it is
1252LATINL .

5. Change the collation definition Make the changes you wish in the
custom collation file to define your new collation.
[1 For more information about the collation file contents and format, see
“Collation internals” on page 320

6. Convert the file to a SQL script You do this using th&lbcollat utility
using thed option.

For example, the following command creates tingcustom. SQlfile
from themycustomcol.cotollation file:

dbcollat -d mycustomcol.col mycustom.SQL

7. Add the SQL script to the script in your installation The script used
when creating databases is held in the scripts subdirectory of your
Adaptive Server Anywhere installation directory. Append the contents of
mycustom.SQLto the end oftustom.SQL

The new collation is now in place, and can be used when creating a
database.

Creating a database with a custom collation
If none of the supplied collations meet your needs, you can create a database

using a custom collation. The custom collation is used in indexes and any
string comparisons.
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O To create a database with a custom collation
1. Create a custom collation.

You must have a custom collation in place to use when creating a
database.

[0 For more information about how to create custom collations, see
“Creating a custom collation” on page 330

2. Create the new database.

Use the Initialization utility, specifying the name of your custom
collation.

For example, the following command creates a database namgddb
using the custom collation sequentawvcol

dbinit -z newcol temp.db

You can also use the Initialization utility from Sybase Central.

Changing a database from one collation to another

Example 1
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Changing your database from one collation to another may be a good idea
for any number of reasons. It can be especially useful, for example, when:

+ you want to avoid character set translation across your setup.

+ the characters in your database don’t match the collation in your
database. Using the same character set defined in your database is
especially important for sorting purposes.

+ you want to use a different character set. You may, for example, want to
move from an OEM character set to a Windows character set.

Simply modifying the collation in an existing database is not permitted,
since it would invalidate all the indexes for that database. In order to change
the collation for a database, you must rebuild the database. Rebuilding a
database creates a new database with new settings (including collation
settings), using the old database’s data.

When you change the collation for a database, there are two main scenarios
to consider. The difference between the two lies in whether the character set
of the data needs to be changed.

In the first example, only the collation needs to be changed. The data should
not change character sets. To resolve the collation issue, you need to rebuild
the database with new collation settings using the old data.

In an English environment, consider an old database using the 850LATIN1
collation. If the database contains data inserted from a Windows ‘windowed’
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Example 2

application, it is likely that the data is actually from the CP1252 character

set, which does not match CP850 used by the 850LATIN1 collation. This
situation will often be discovered when an ORDER BY clause seems to sort
accented characters incorrectly. To correct this problem, you would create a
new database using the 1252LATIN1 collation, and move the data from the
old database to the new database without translation, since the data is already
in the character set (CP1252) that matches the new database’s collation.

The simplest way to ensure that translation does not occur is to start the
server with thect- option. Then, rebuild the database normally.

For more information about rebuilding a database, see “Rebuilding
databases{ASA SQL User's Guid@age 539]

For more information about specifying collations when creating databases,
see“Creating a database with a named collation” on page 328

In the second situation, both the collation and the character set need to be
changed. To resolve the collation and character set issues, you need to
rebuild the database with the new collation settings, and change the
character set of the data.

Suppose that the 850LATIN1 database had been used properly such that it
contains characters from the CP850 character set. However, you want to
update both the collation and the character set, perhaps to avoid character set
translation. You would create a new database using 1252LATIN1, and move
the data from the old database to the new database with translation, thus
converting the CP850 characters to CP1252.

The translation of the database data from one character set to another occurs
using the client-server translation feature of the server, which translates the
character data during the communication between the client application and
the server. The database’s collation determines the character set for the
database server side of the communication. The locale of the operating
system determines the client’s default character set, however, the client’s
character set can be overridden by @tearSet (CS)connection parameter.

[l For more information about th@harSet (CS)connection parameter,
see“CharSet connection parameter [CS]” on page.177

Since character set translation takes place during the communication
between the client application and the server, an external unload or reload is
necessary. An internal unload and reload does not do character set
translation. Similarly, if character set translation occurs in both the unload
and the reload steps, you perform the translation and then immediately undo
the translation and still end up where you began. Character set translation
can occur in either the unload or the reload steps, but not in both.
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O To convert a database from one collation to another, and translate
the data’s character set (using translation on reload)

1. Unload the data from the source database.

You can use the Unload utility to produceeload.SQLfile and a set of

data files in the character set of the source database. Since we do not
want any translation during this phase, ensure that character set
translation is not enabled on the server running the source database. For
servers before version 8, ensure tltat is not specified. If you are using

a server that is version 8 or higher, ensure that (no character set
translation) is specified when the server is started.

If the unload/reload is occurring on a single machine, useitheoption
to do an internal unload and an external reload. If the unload/reload
occurs across machines, use the Unload utility with-tke option to
force an external unload and an external reload.

Remember that an “external” unload or reload means that an application
(dbunload and DBISQL) opens a cursor on the database and either reads
or writes the data to disk. Character set translation occurs. An “internal”
unload or reload means that an UNLOAD TABLE or LOAD TABLE is

used so that the server reads or writes the data itself. Character set
translation doesot occur.

If you want to unload data from specific tables, use the -t option, or the
Interactive SQL OUTPUT statement.

[J For more information on the Unload utility, s&Ehe Unload utility”
on page 533

. Create a target database with the appropriate collation using the

Initialization utility including the-z option to specify the collation
sequence for the target database.

The database should be created and reloaded using the version of the
server and tools corresponding to the server that they will use to run it.

[l For more information on specifying collations when creating
databases, sé€reating a database with a named collation” on page 328

. Start the target database using the server running with character set

translation. You can also specify the option.

The-z option, while not required, allows for verification of the character
sets that will be used, and that translation will occur. The server window
will show character set translation settings for each connection. However,
using the-z server option can cause slower performance during the
reload.

[0 For more information, setStarting a database server using character
set translation” on page 329
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4. If you generated a&eload.SQLfile in step 1, you can run the file in a
command shell using a command such as the following.

dbisqgl -c "uid=dba;pwd=sql;charset=utf8" -codepage 950
reload.sql

You must supply the appropriate connection parameters for your
database, as well as the code page (950 in the example above) that was
used to generate threload. SQLfile.

If the data files andeload.sqlcontain UTF-8 data, usébisqlcinstead of
dbisql

[0 For more information about theodepage option, se¢The
Interactive SQL utility” on page 492

If you exported only table data in step 1, you can import the data using
the INPUT statement in Interactive SQL.

[J For more information about the INPUT statement, see “INPUT
statement [Interactive SQLTASA SQL Referencpage 472]
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CHAPTER 12

Backup and Data Recovery

About this chapter This chapter describes how to protect your data against operating system
crashes, file corruption, disk failures, and total machine failure.

The chapter describes how to make backups of your database, how to restore
data from a backup, and how to run your server so that performance and data
protection concerns are addressed.

Contents Topic: page
Introduction to backup and recovery 338
Understanding backups 343
Designing backup procedures 346
Configuring your database for data protection 355
Backup and recovery internals 359
Backup and recovery tasks 367
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Introduction to backup and recovery

A backup s a copy of the information in a database, held in some physically
separate location from your database. If the database becomes unavailable,
perhaps because of damage to a disk drive, youestore it from the

backup. Depending on the nature of the damage, it is often possible to
restore from backups all committed changes to the database up to the time it
became unavailable.

Restoring databases from a backup is one aspect of datazasery. The

other aspect is recovery from operating system or database server crashes,
and improper shutdowns. The database server checks on database startup
whether the database was shut down cleanly at the end of the previous
session. If it was not, the server executes an automatic recovery process to
restore information. This mechanism recovers all changes up to the most
recently committed transaction.

Chapter contents This chapter contains the following material:

+ Anintroduction to backup and recovery (this section).

+ Concepts and background information to help you design and use an
appropriate backup strategy:
[0 For more information, se&Jnderstanding backups” on page 343

+ Information to help you decide the type and frequency of backups you

use, and the way you run your database server so that your data is well
protected:

[l For more information, se®esigning backup procedures” on
page 34@and“Configuring your database for data protection” on
page 355

+ Information for advanced users, describing Adaptive Server Anywhere
internal operations related to backup and recovery:

[0 For more information, sedackup and recovery internals” on
page 359

+ Step by step instructions for how to carry out backup and recovery tasks.
[l For more information, se@ackup and recovery tasks” on page 367

Questions and answers

To answer the question. .. ‘ Consider reading. . .

What is a backup? “Introduction to backup and recov-

ery” on page 338
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To answer the question. ..

Consider reading. . .

What is recovery?

What is a transaction log?

What are media and system failure?

From what kinds of failure do backup
protect my data?

What tools are available for backups

What types of backup are available?

What type of backup should | use?

If my database file or transaction log
becomes corrupt, what data may be
lost?

How are backups executed?

How often do | carry out backups?
Can | schedule automatic backups?

My database is involved in replica-
tion. How does this affect my backug
strategy?

How can | backup to tape?

How do | plan a backup schedule?

Can | automate backups?

How can | be sure that my database
file is not corrupt?

“Introduction to backup and recov-
ery” on page 338

“The transaction log” on page 343

“Protecting your data against fail-
ure” on page 340

s “Protecting your data against fail-
ure” on page 340

? “Ways of making backups” on
page 341

“Types of backup” on page 346

“Designing backup procedures” on
page 346

“Protecting your data against media
failure” on page 344

“Understanding backups” on
page 343

“Scheduling backups” on page 347
“Scheduling backups” on page 347

“A backup scheme for databases
involved in replication” on page 350
“Backup methods for remote
databases in replication installa-
tions” on page 352

“Backing up a database directly to
tape” on page 377

“Designing a backup and recovery
plan” on page 353

“Automating Tasks Using Schedules
and Events” on page 267

“Ensuring your database is valid”
on page 354Validating a database”

on page 369
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To answer the question. .. Consider reading. ..

How can | be sure that my transaction “Validating the transaction log on
log is not corrupt? database startup” on page 365
“Validating a transaction log” on
page 370

How can | run my database for maxit “Configuring your database for data
mum protection against failures? protection” on page 355

How can | ensure high availability and “Protecting against total machine
machine redundancy? failure” on page 356Making a live
backup” on page 378

How do | carry out a backup? “Making a full backup” on page 367

How do | restore data from backups| “Recovering from media failure
when a failure occurs? on the database file” on page 378
“Recovering from media failure on
an unmirrored transaction log” on
page 379'Recovering from media
failure on a mirrored transaction
log” on page 380

Protecting your data against failure

340

If your database has become unusable, you have experienced a database
failure. Adaptive Server Anywhere provides protection against the
following categories of failure:

Media failure ~ The database file and/or the transaction log become
unusable. This may occur because the file system or the device storing the
database file becomes unusable, or it may be because of file corruption.

For example:

¢ The disk drive holding the database file or the transaction log file
becomes unusable.

¢ The database file or the transaction log file becomes corrupted. This can
happen because of hardware problems or software problems.

Backups protect your data against media failure.
[0 For more information, se&Jnderstanding backups” on page 343

System failure A system failure occurs when the computer or operating
system goes down while there are partially completed transactions. This
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could occur when the computer is inappropriately turned off or rebooted,
when another application causes the operating system to crash, or because of
a power failure.

For example:

+ The computer or operating system becomes temporarily unavailable
while there are partially completed transactions, perhaps because of a
power failure or operating system crash, or because the computer is
inappropriately rebooted.

After a system failure occurs, the database server recovers automatically
when you next start the database. The results of each transaction committed
before the system error are intact. All changes by transactions that were not
committed before the system failure are canceled.

[l For more information about the recovery mechanism,'Beekup and
recovery internals” on page 359

[ 1Itis possible to recover uncommitted changes manually. For
information, seéRecovering uncommitted operations” on page 382

Ways of making backups

There are several distinct ways of making backups. This section introduces
each of the major approaches, but does not address any issues of appropriate
options.

You can make backups in the following ways:

¢ Sybase Central You can use the Backup Database wizard in Sybase
Central to make a backup. You can access the wizard by selecting a
database and choosing Backup Database from the File menu (or from the
popup menu).

¢ utility Thedbbackupcommand-line utility makes backups. For
example, executing the following command at the command prompt
makes backup copies of the database and transaction log in the directory
c:\backupon the client machine:

dbbackup -c "connection-string" c: \backup

¢ SQL Statement You can use a SQL statement to make the database
server execute a backup operation. For example, the following statement
places backup copies of the database file and transaction log into the
directoryc:\backupon the server machine.

BACKUP DATABASE
DIRECTORY ’c: \\backup’
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¢ Offline backup  The above examples are all online backups, executed
against a running database. You can make offline backups by copying the
database files when the database is not running.

Notes You must have DBA authority or REMOTE DBA authority to make backups
of a database.
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Understanding backups

The database file

The transaction log

To understand what files you need to back up, and how you restore databases
from backups, you need to understand how the changes made to the database
are stored on disk.

When a database is shut down, the database file holds a complete and current
copy of all the data in the database. When a database is running, however,
the database file is generally not current.

The only time a database file is guaranteed to hold a complete and current
copy of all data is when a checkpoint takes place. At a checkpoint, all the
contents of the database cache are written out to the disk.

The database server checkpoints a database under the following conditions:

+ As part of the database shutdown operations

+ When the amount of time since the last checkpoint exceeds the database
option CHECKPOINT_TIME

+ When the estimated time to do a recovery operation exceeds the database
option RECOVERY_TIME

¢ When the database server is idle long enough to write all dirty pages
¢ When a connection issues a CHECKPOINT statement

¢+ When the database server is running without a transaction log and a
transaction is committed

Between checkpoints, you need both the database file and another file, called
the transaction log, to ensure that you have a complete copy of all committed
transactions.

[0 For more information about checkpoints, $&#eckpoints and the
checkpoint log” on page 36@nd“How the database server decides when to
checkpoint” on page 363

Thetransaction logis a separate file from the database file. It stores all
changes to the database. Inserts, updates, deletes, commits, rollbacks, and
database schema changes are all logged. The transaction log is also called
theforward log or theredo log.
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When changes are
forced to disk

Transaction log mirrors

The transaction log is a key component of backup and recovery, and is also
essential for data replication using SQL Remote or the Replication Agent.

By default, all databases use transaction logs. Using a transaction log is
optional, but you should always use a transaction log unless you have a
specific reason not to. Running a database with a transaction log provides
much greater protection against failure, better performance, and the ability to
replicate data.

[0 For more information on how to use a transaction log to protect against
media failure, se&Protecting against media failure on the database file” on
page 355

Like the database file, the transaction log is organizedpatges fixed size
areas of memory. When a change is recorded in the transaction log, it is
made to a page in memory. The change is forced to disk when the earlier of
the following happens:

¢ The page is full.
¢ A COMMIT is executed.

In this way, completed transactions are guaranteed to be stored on disk,
while performance is improved by avoiding a write to the disk on every
operation.

[l Configuration options are available to allow advanced users to tune the
precise behavior of the transaction log. For more information, see
“COOPERATIVE_COMMITS option [database]” on page 536d
“DELAYED_COMMITS option [database]” on page 590

A transaction log mirror is an identical copy of the transaction log,
maintained at the same time as the transaction log. If a database has a
mirrored transaction log, every database change is written to both the
transaction log and the transaction log mirror. By default, databases do not
have transaction log mirrors.

A transaction log mirror provides extra protection for critical data. It enables
complete data recovery in the case of media failure on the transaction log. A
mirrored transaction log also enables a database server to carry out
automatic validation of the transaction log on database startup.

[0 For more information, se#rotecting against media failure on the
transaction log” on page 355

Protecting your data against media failure
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Backups protect your data against media failure as part of the data protection
mechanisms Adaptive Server Anywhere provides.
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[l For an overview of data protection mechanisms,‘&eetecting your
data against failure” on page 340

The practical aspects of recovery from media failure depend on whether the
media failure is on the database file or the transaction log file.

Media failure on the database file If your database file is not usable, but
your transaction log is still usable, you can recover all committed changes to
the database as long as you have a proper backup procedure in place. All
information since the last backed up copy of the database file is held in
backed up transaction logs, or in the online transaction log.

[0 For more information on how to configure your database system, see
“Protecting against media failure on the database file” on page 355

Media failure on the transaction log file Unless you use a mirrored
transaction log, you cannot recover information entered between the last
database checkpoint and a media failure on the transaction log. For this
reason, it is recommended that you use a mirrored transaction log in setups
such as SQL Remote consolidated databases, where loss of the transaction
log can lead to loss of key information, or the breakdown of a replication
system.

[J For more information, se#rotecting against media failure on the
transaction log” on page 355
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Designing backup procedures

Types of backup

346

When you make a backup, you have a set of choices to make about how to
manage transaction logs. The choices you make depend on a set of factors
including the following:

¢ Is the database involved in replication?

In this chapter, replication means SQL Remote replication, or MobiLink
synchronization wherdbmlsync.exes running, or a database using the
Replication Agent. Each of these replication methods requires access to
the transaction log, and potentially to old transaction logs.

+ How fast is the transaction log file growing relative to your available disk
space? If the transaction log is growing quickly, you may not be able to
afford to keep transaction logs available.

This section assumes that you are familiar with basic concepts related to
backups.

[0 For more information about concepts related to backups, see
“Introduction to backup and recovery” on page 3a88d“Understanding
backups” on page 343

Backups can be categorized in several ways:

4 Full backup and incremental backup A full backup is a backup of
both the database file and of the transaction logirsnemental backup
is a backup of the transaction log only. Typically, full backups are
interspersed with several incremental backups.

[1 For more information on making backups, $btaking a full
backup” on page 36and“Making an incremental backup” on page 368

¢ Server-side backup and client-side backup You can execute an
online backup from a client machine using the Backup utility. To execute
a server side backup, you execute the BACKUP statement; the database
server then carries out the backup.

You can easily build server side backup into applications because itis a
SQL statement. Also, server-side backup is generally faster because the
data does not have to be transported across the client/server
communications system.

Instructions for server-side and client-side backups are given together for
each backup procedure.
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Scheduling backups

¢ Archive backup and image backup An archive backup copies the
database file and the transaction log into a single archive file, typically on
a tape drive. Anmage backupmakes a copy of the database file and/or
the transaction log, each as separate files. You can only carry out archive
backups as server-side backups, and you can only make full backups.

You should use an archive backup if you are backing up directly to tape.
Otherwise, an image backup has more flexibility for transaction log file
management.

Archive backups are supported on Windows NT/2000/XP and UNIX
platforms only. On Windows CE, only image backups are permitted.

[l For more information on archive backups, $Backing up a
database directly to tape” on page 377

¢ Online and offline backup ~ Backing up a running database provides a
snapshot of a consistent database, even though other users are modifying
the database. An offline backup consists simply of copying the files. You
should only carry out an offline backup when the database is not running,
and when the database server was shut down properly.

The information in this chapter focuses on online backups.

¢ Live backup A live backup is acontinuousbackup of the database that
helps protect against total machine failure.

[l For more information on when to use live backups, ‘f&etecting
against total machine failure” on page 356

[l For more information on how to make a live backup, 9daking a
live backup” on page 378

Most backup schedules involve periodic full backups interspersed with
incremental backups of the transaction log. There is no simple rule for
deciding how often to make backups of your data. The frequency with which
you make backups depends on the importance of your data, how often it
changes, and other factors.

Most backup strategies involve occasional full backups, interspersed by
several incremental backups. A common starting point for backups is to
carry out a weekly full backup, with daily incremental backups of the
transaction log. Both full and incremental backups can be carried out online
(while the database is running) or offline, on the server side or the client
side. Archive backups are always full backups.
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The kinds of failure against which a backup schedule protects you depends
not only on how often you make backups, but also on how you operate your
database server.

[0 For more information, se&onfiguring your database for data
protection” on page 355

You should always keep more than one full backup. If you make a backup
on top of a previous backup, a media failure in the middle of the backup
leaves you with no backup at all. You should also keep some of your full
backups offsite to protect against fire, flood, earthquake, theft, or vandalism.

You can use the event scheduling features of Adaptive Server Anywhere to
perform online backups automatically at scheduled times.

[0 For more information on scheduling operations such as backups, see
“Automating Tasks Using Schedules and Events” on page 267

A backup scheme for when disk space is plentiful
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If disk space is not a problem on your production machine (where the
database server is running) then you do not need to worry about choosing
special options to manage the transaction log file. In this case, you can use a
simple form of backup that makes copies of the database file and transaction
log, and leaves the transaction log in place. All backups leave the database
file in place.

A full backup of this kind is illustrated in the figure below. In an incremental
backup, only the transaction log is backed up.
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[0 For more information on how to carry out backups of this type, see
“Making a backup, continuing to use the original transaction log” on
page 371

A backup scheme for databases not involved in replication

In many circumstances, disk space limitations make it impractical to let the
transaction log grow indefinitely. In this case, you can choose to delete the
contents of the transaction log when the backup is complete, freeing the disk
space. You should not choose this option if the database is involved in
replication because replication requires access to the transaction log.

A full backup, which truncates the log file, is illustrated in the figure below.
In an incremental backup, only the transaction log is backed up.

349



Before
backup

db_name.db

db_name.log

log
directory

database
directory
Truncate Backup

v 2

db_name.log

After
backup

db_name.db

database
directory

db_name.db

backup
directory

db_name.log

log
directory

Deleting the transaction log after each incremental backup makes recovery
from a media failure on the database file a more complex task as there may
then be several different transaction logs since the last full backup. Each
transaction log needs to be applied in sequence to bring the database up to
date.

You can use this kind of backup at a database that is operating as a
MobiLink consolidated database because MobilLink does not rely on the
transaction log. If you are running SQL Remote or the MobiLink
dbmlsync.exepplication, you must use a scheme suitable for preserving old
transaction logs, as described in the following section.

[0 For more information on how to carry out a backup of this type, see
“Making a backup, deleting the original transaction log” on page 372

A backup scheme for databases involved in replication
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If your database is part of a SQL Remote installation, the Message Agent
needs access to old transactions. If it is a consolidated database, it holds the
master copy of the entire SQL Remote installation, and thorough backup
procedures are essential.

If your database is a primary site in a Replication Server installation, the
Replication Agent requires access to old transactions. However, disk space
limitations often make it impractical to let the transaction log grow
indefinitely.

If your database is participating in a MobilLink setup, using the
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Offline transaction logs

dbmlisync.exe=xecutable, the same considerations apply. However, if your
database is a MobilLink consolidated database, you do not need old
transaction logs and can use a scheme for databases not involved in
replication, as described in the previous section.

In these cases, you can choose backup options to rename and restart the
transaction log. This kind of backup prevents open-ended growth of the
transaction log, while maintaining information about the old transactions for
the Message Agent and the Replication Agent.

This kind of backup is illustrated in the figure below.

Before
backup

db_name.db

db_name.log

|
database log
directory directory
Rename Backup

New transaction

After log YYMMDDxx.log db_name.log
backup db_name.log

S—
A

database log
directory directory

[0 For more information on how to carry out a backup of this kind, see
“Making a backup, renaming the original transaction log” on page 373

db_name.db

backup
directory

In addition to backing up the transaction log, the backup operation renames
the online transaction log to a filename of the forffMMDDxx.log . This

file is no longer used by the database server, but is available for the Message
Agent and the Replication Agent. It is called affline transaction log. A

new online transaction log is started with the same name as the old online
transaction log.

There is no Year 2000 issue with the two-digit year in YWeéMIMDDxx.log
filenames. The names are used for distinguishability only, not for ordering.
For example, the renamed log file from the first backup on December 10,
2000, is named@01210AA.log The first two digits indicate the year, the
second two digits indicate the month, the third two digits indicate the day of
the month, and the final two characters distinguish among different backups
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made on the same day.

The Message Agent and the Replication Agent can use the offline copies to
provide the old transactions as needed. If you set the DELETE_OLD_LOGS
database option to ON, then the Message Agent and Replication Agent
delete the offline files when they are no longer needed, saving disk space.

Backup methods for remote databases in replication installations

Automatic transaction log
renaming

Backup procedures are not as crucial at remote databases as at the
consolidated database. You may choose to rely on replication to the
consolidated database as a data backup method. In the event of a media
failure, the remote database would have to be re-extracted from the
consolidated database, and any operations that have not been replicated
would be lost. (You could use the Log Translation utility to attempt to
recover lost operations.)

Even if you do choose to rely on replication to protect remote database data,
backups may still need to be done periodically at remote databases to
prevent the transaction log from growing too large. You should use the same
option (rename and restart the log) as at the consolidated database, running
the Message Agent so that it has access to the renamed log files. If you set
the DELETE_OLD_LOGS option to ON at the remote database, the old log
files will be deleted automatically by the Message Agent when they are no
longer needed.

You can use thex Message Agent option to eliminate the need to rename

the transaction log on the remote computer when the database server is shut
down. The-x option renames the transaction log after it has been scanned
for outgoing messages.

Backup a database to a tape drive
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All the types of backup described above are image backups. The backup
copy of each file is also a file. To make backups to tape using an image
backup, you have to take each backup copy and put it on tape using a disk
backup utility.

You can carry out direct backup to a tape drive using an archive backup.
Archive backups are always full backups. An archive backup makes copies
of both the database file and the transaction log, but these copies are placed
into a single file.

[J You can make archive backups using the BACKUP statement. For
information, seéBacking up a database directly to tape” on page, &fid
“BACKUP statement]ASA SQL Referencpage 263]
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[1 You can restore the backup using the RESTORE statement. For
information, seéRestoring an archive backup” on page 3&hd
“RESTORE DATABASE statemenfASA SQL Referencpage 525]

Designing a backup and recovery plan

Factors that affect
recovery time

For reliable protection of your data, you should develop and implement a
backup schedule. You should also ensure that you have a set of tested
recovery instructions.

Typical schedules call for occasional full backups interspersed with several
incremental backups. The frequency of each depends on the nature of the
data that you are protecting.

If you use internal backups, you can use the scheduling features in Adaptive
Server Anywhere to automate the task. Once you specify a schedule, the
backups are carried out automatically by the database server.

[0 For more information on automating backups, $¥egomating Tasks
Using Schedules and Events” on page 267

The length of time your organization can function without access to the data
in your database imposes a maximum recovery time, and you should develop
and test a backup and recovery plan that meets this requirement.

You should verify that you have the protection you need against media
failure on the database file and on the transaction log file. If you are running
in a replication environment, you should consider using a mirrored
transaction log.

[0 For more information about media failure, $&eotecting your data
against media failure” on page 344

External factors such as available hardware, the size of database files,
recovery medium, disk space, and unexpected errors can affect your
recovery time. When planning a backup strategy, you should allow
additional recovery time for miscellaneous tasks that must be performed,
such as entering recovery commands or retrieving and loading tapes.

Adding more files into the recovery scenario increases the places where
recovery can fail. As the backup and recovery strategy develops, you should
consider checking your recovery plan.

[J For more information about how to implement a backup and recovery
plan, seé¢lmplementing a backup and recovery plan” on page.367
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Ensuring your database is valid

Database file corruption may not be apparent until applications try to access
the affected part of the database. As part of your data protection plan, you
should periodically check that your database has no errors. You can do this
by validating the database. This task requires DBA authority.

Database validation includes a scan of every row in every table and a
look-up of each row in each index on the table. Validation requires exclusive
access to each table in turn. For this reason, it is best to validate when there
is no other activity on the database. Database validation does not validate
data, continued row references, or foreign key relationships unless you
perform a full validation using thé option.

Backup copies of the database and transaction log must not be changed in
any way. If there were no transactions in progress during the backup, you

can check the validity of the backup database using read-only mode.
However, if transactions were in progress, the database server must carry out
recovery on the database when you start it. Recovery modifies the backup
copy, which is not desirable.

If you can be sure that no transactions are in progress when the backup is
being made, the database server does not need to carry out the recovery
steps. In this case, you can carry out a validity check on the backup using the
read-only database option.

Tip
Using the BACKUP statement with the WAIT BEFORE START clause
ensures that no transactions are in progress when you make a backup.

If a base table in the database file is corrupt, you should treat the situation as
a media failure, and recover from your previous backup. If an index is
corrupt, you may want to unload the database without indexes, and reload.

[0 For more information, se&/alidating a database” on page 3Gihd
“Validating a transaction log” on page 370

[0 For more information on read-only databases,‘seserver option” on
page 157
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Configuring your database for data protection

There are several ways in which you can configure your database and the
database server to provide protection against media failure while
maintaining performance.

Protecting against media failure on the database file

When you create a database, by default the transaction log is put on the same
device and in the same directory as the database. This arrangement does not
protect against all kinds of media failure, and you should consider placing

the transaction log in another location for production use.

For comprehensive protection against media failure, you should keep the
transaction log on a different device from the database file. Some machines
with two or more hard drives have only one physical disk drive with several
logical drives or partitions: if you want reliable protection against media
failure, make sure that you have a machine with at least two storage devices.

Placing the transaction log on a separate device can also result in improved
performance by eliminating the need for disk head movement between the
transaction log and the main database file.

You should not place the transaction log on a network directory. Reading
and writing pages over a network gives poor performance and may result in
file corruption.

[l For more information on creating databases, see “Creating a database”
[ASA SQL User’s Guidp@age 27]

[0 For more information on how to change the location of a transaction log,
see“Changing the location of a transaction log” on page.383

Protecting against media failure on the transaction log

It is recommended that you use a transaction log mirror when running
high-volume or extremely critical applications. For example, at a
consolidated database in a SQL Remote setup, replication relies on the
transaction log, and if the transaction log is damaged or becomes corrupt,
data replication can fail.

If you are using a mirrored transaction log, and an error occurs while trying
to write to one of the logs (for example, if the disk is full), the database
server stops. The purpose of a transaction log mirror is to ensure complete
recoverability in the case of media failure on either log device; this purpose
would be lost if the server continued with a single log.
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Where to store the
transaction log mirror

Alternatives to a
transaction log mirror

For more information

There is a performance penalty for using a mirrored log as each database log
write operation must be carried out twice. The performance penalty depends
on the nature and volume of database traffic and on the physical
configuration of the da